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1. O0mme nonoxkenus

[Tonutuka wuHpopMmanmonHoil Oe3zonacHoctu (nanee — Ilomutuka) OOO ITHKO
«QJIIIJIAT» ompenensier cucTeMy B3IJISIIOB Ha Mpobiemy oOecrnedeHHs Oe30MacHOCTH
MHPOPMALIMU U TIPEJCTABISET COOOH CHCTEMaTH3UPOBAHHOE M3JIOKECHUE LENEeH W 3a/ad 3alluThl,
KaK OZJHO WJIM HECKOJIBbKO MPaBWJI, IPOIEIYpP, MPAKTHUECKUX MPUEMOB U PYKOBOSIINX MPUHIIUIIOB
B oOmactu wuH(OpMammoHHOW Oe3omacHOCTH, KOoTOophiMEH pykoBojactByercss OOO ITTHKO
«QJIIUIAT» (nanee - [IHKO) B cBOE# nesTENBHOCTH, a TAK’KE€ OCHOBHBIX MPHUHIIUIIOB MOCTPOEHUS,
OpPraHU3aIlMOHHBIX, TEXHOJIOTUYECKUX M TMPOLEIYPHBIX AaCHEKTOB oOecredyeHus 0e30MacHOCTH
unpopmanuu B [ITHKO.

[TonuTHKa yYUTBHIBAET COBPEMEHHOE COCTOSTHUE M OJIMKaiIline NepCreKTUBBI pa3BUTHS
uHpopmannonnslx TexHosnoruit B [THKO, nenu, 3amaun u npaBoBble OCHOBBI MX SKCIUTyaTallu,
peXuMBl (YHKIIMOHMPOBAHUS, a TaKXKE COJEPKUT aHAIM3 yrpo3 Oe30MacHOCTH Ui OOBEKTOB U
cyOobekToB HH(popManoHHbIX oTHOIeHUH [THKO.

OcCHOBHBIE TIOJIOKEHUSI U TPEOOBAHUS JTAHHOTO JIOKYMEHTA PacIpOCTPaHSIOTCS Ha BCE
ctpykrypHble nogpaszaenenus [THKO. OcnoBnble Bompockl IlonnTukn Taxke pacrnpocTpaHsFOTCs
Ha JIpyrue€ OpraHu3alud U ydpexzaeHus, B3aumojeiictByromme c¢ IIHKO B kauectBe
MOCTaBIIMKOB U noTpeduresneit nupopmanonusix pecypcoB IIPHKO B Tom min nHom kauectse (¢
BKJIIOYEHHEM B JIOTOBOP TpeOOBaHU nH(pOopMaIMOHHOI Oe3omacHocTH (nanee - 1B).

3akoHomaTtenbHOM OcHOBOM Hactosimed Ilomutuku sBustorcs  Konctutyuust Poccuiickoi
@enepaunn, ['paknaHckuii U YTOJIOBHBIM KOAEKCHI, 3aKOHBI, YKa3bl, ITOCTAHOBJICHMs, Ipyrue
HOPMAaTHBHBIE JOKYMEHTHI JEUCTBYIOLIErO 3aKkoHoAarebeTBa Poccuiickoin deneparuu.

Hacrosimass ITlonutuka pa3zpaboTraHa B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickoii
@denepanii ¥ HOpPMaMU TIpaBa B 4YacTH oOecredeHuss HHDOPMAIIMOHHONW OE€30MacHOCTH,
TpeOOBaHUSMU HOPMATHBHBIX akTOB LleHTpansHoro 6anka Poccuiickoit @eneparuu, GpenepalbHOTO
OpraHa HCIOJIHUTEIbHOW BJIACTH, YMOJTHOMOUYEHHOTO B 00JAcTH 0€30MacHOCTH, (enepalbHOro
OpraHa WCIOJHUTEIHLHOW BIIACTH, YIOJTHOMOYEHHOTO B OOJIACTH MPOTHBOJCHCTBUS TEXHUYECKUM
pa3BeKaM U TEXHUYECKOW 3aluThl HH(GOPMAIIMU, 1 OCHOBBIBAETCS B TOM YHCIIE Ha:

e JloktpuHe uHpopMamoHHoi 6e3omacHocTu Poccuiickoit @enepanuu (ot 09.09.2000 Ilp-
1895);

e Crannmapre banka Poccum CTO BP MBBC-1.0-2014 «Ob6ecneyenne wHGOPMAIMOHHON
Oe3omacHoCTH oOpraHu3anuii OaHKOBCKOM cuctembl Poccuiickoit ®enepammu. OOmue
MIOJIO’KEHUSD.

e Pexomenpmammii B oOnactu cranmaptusamun banka Poccum PC BP UBBC-2.9-2016
«ObecnieueHne HWHPOPMAIMOHHON 0O€30MaCHOCTH OpraHU3alMi OaHKOBCKOW CHCTEMBI
Poccuiickoii  ®enepaunu.  OOecnieueHne  HWH(OpPMALMOHHONW  0€30MacHOCTH  MPHU
MCIIOJIb30BAaHUU TEXHOJOTUU BUPTYAIU3ALIIY.

IIpu paspaborke [lOMUTHKM  yYUTHIBAIUCH OCHOBHBIE HNPUHIMIBI  CO3AHUSA

KOMIUIEKCHBIX CHCTEeM obecriedeHust 0e301macHOCTH HH(GOPMaLIMKU, XapaKTePUCTUKUA U BOZMOKHOCTH
OpPraHU3aI[MOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX amMapaTHO-IPOrPAMMHBIX CPEICTB
3alIUTHl U IPOTUBOJCHCTBHS Yrpo3aM 0e301MacHOCTH HH(OPMALIUK.

PyxoBoactBy ITHKO Heo0xoauMo MHHLIIMUPOBATh, MOAJEPKUBATh U KOHTPOJIMPOBATH
BBINOJIHEHHE HPOLIECCOB CUCTEMBI oOecredeHus HHPOpPMaLMOHHONW Oe3omacHOCTH (Jayee -
COUB). CreneHb BBIOJHEHUS YKa3aHHOW JAEATENILHOCTH €O CTOpPOHBI pykoBoactBa ITHKO
onpeaensieTcs OCO3HAaHHUEM HE0OXOIUMOCTH obecnieueHus b. Oco3Hanune
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HeoOxomumocTu obecnieueHuss Wb mposBiaseTrcss B ucmonb3oBaHuU pykoBojcTBoM [THKO
OousHec-npenumyiecTB oOecrnedenuss Wb, cnocoOcTByrommx (HOPMUPOBAHUIO YCIOBHM  JUIs
nanpHekmero pazsutus ouzHeca [THKO ¢ nonmyctumbiMu pruckamu.

Ocoznanmne HeoOxomumocTu obecrieueHuss Vb 1OMKHO SBIATBCA MOOYIUTEIHHBIM
MotuBoM pykoBoacTBa [THKO mocTtosHHO HHHIMHUPOBATh, MOJAEPKHUBATh, AHATU3UPOBATH U
koHTposipoBatb COWMDB, T.. nNpUHMMATh peEHIEHHs O BBHINOJIHEHUH JAEATEIBHOCTH II0
obecnieuennro nHpopmarmonno 6ezonacuoctu I[THKO no Bo3aukHOBeHUs yrpo3 Ub.

Ocoznanmne nHeoOxomumoctu obecneuenns Wb TTHKO Bwipaxkaercs mocpencTBOM
BHITIOTHEHHSI B paMKax CHCTEMbl MEHE)KMEHTa WH(popmanmnoHHONW Oe3omacHOCTH (nanee -
CMUB) pesarenbHOCTH CO CTOPOHBI PYKOBOJCTBA, HANpPaBICHHON HAa WHUIMHPOBAHUE,
nojaepxxanue, ananus u kourposias COUb ITHKO.

2. TepmuHbl, onpeaeneHus1 ¥ COKpalieHUs!

ABTOMaTH3UpOBaHHAsaA OankoBckasi cucrema (ABC) - ABTOMaTu3MpoOBaHHAs CHUCTEMA,
peaninzyronias TexHoJoruto BeinoiaHeHus pynkuuii [THKO.

ABTomMaTusupoBanHas cucrema (AC) - Cucrema, cocTosias U3 nepcoHaia ¥ KOMIUIEKCa CPEICTB
aBTOMATH3allUd  €ro  JEATEIbHOCTH,  peanusyomas  HHOOPMALMOHHYI0  TEXHOJIOTHIO

BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHIA.

ABTOMaTH3MpOBaHHOe padodyee ™Mecto (APM) - IIporpaMMHO-TEXHUYECKHI KOMILIEKC,
HpeﬂHaSHaquHBIﬁ AJI1 aBTOMAaTHU3aluu ACATCIbHOCTU ONPCACICHHOIO BH/A. APM O6T)CI[I/IH$ICT
MIporpaMMHO-arnmnapaTHpIe CpeJICTBa, o0ecrnieynBaroIne B3aMMO/IeIiCTBHE YeJioBeKa
C KOMITBIOTEPOM.

ABTOopu3anus - [IpegocraBnenue npas goCTyIaA.

ABTOpHM30BaHHbI cy0ObeKT aoctyna - CyOBbeKT, KOTOPOMY IMPEAOCTaBIEHb COOTBETCTBYIOILINE
mpaBa J0cTyna K 00beKTaM CUCTEMBI (TIOJTHOMOYHS).

Anmunucrparop UbB - Jluno wnm rpynma yimi, OTBETCTBEHHBIX 3a OOEcCIedYeHHe 0e30mMacHOCTH
CUCTEMBI, 3a peanzaiuio u HEMPEPBHIBHOCTh coOroieHus YCTaHOBJIEHHBIX
AAMAHUCTPATUBHBIX MCP 3allUThl W OCYHICCTBIAIOMIMX IMOCTOAHHYIO OpPraHu3allMOHHYIO
NOIJEPKKY GYHKIIMOHUPOBAHUS MPUMEHIEMbIX (PU3NUYECKUX U TEXHUUYECKUX CPEJICTB 3alUTHI.

AxTHB - Bee, uro umeer niennocts A [IHKO u mHaxoautes B ero pacnopsbkenuu (ITpumedanne: K
aKTHBaM ITHKO MOTYT OTHOCHUTBCS: PabOTHUKH (mepconan), (dbrHaHCOBBIE
(TeHeXXHBIE) CPEJICTBA, CPEACTBA BHIYUCIUTEILHOW TEXHHUKH, TSIIECKOMMYHHKAITMOHHBIC CPEJICTBA U
np.; pa3iu4yHble BUIBl OAHKOBCKOH WHGOpPMAIMU: IUIaTeXHas, (UHAHCOBO-aHAIUTHYECKAS,
CITy)KeOHasi, yIpaBJsomas, NepCOHANBHBIC JaHHBIE W Tp.; OAHKOBCKHE MpoIrecchl (0aHKOBCKHUE
TUTATE)KHBIE TEXHOJIOTUYECKHE TIPOILECChl, OaHKOBCKHE WHM)OPMAIIMOHHBIE TEXHOJOTHYECKUE
MIPOIIECCHI); OAHKOBCKUE MPOIYKTHI M YCIYTH, TPEOCTABIISIEMbIC KITUSHTAM).

Ataka Ha uHpoOpMAUMOHHYIO cucTeMy - Jlto0oe MaeilcTBUE, BBIMOJTHAEMOE HAPYIIUTEIIEM,
KOTOpPOE MPUBONT K PEATU3AIMH YIPO3bl, TyTeM HCIOIb30BAHUS YA3BUMOCTEH CHCTEMBI.

Ayaut uHpopmaunonHoi OesonmacHoctu (ayaur Ub) — Cucrematrndeckuii, He3aBUCUMBIN U
JOKYMEHTUPYEMBI  MpOLECC  MOJydeHHs  cBHUueTensCcTB  aedrenpHoctd  ITHKO  mo
obecrieuennro UMb, ycranoBnenuss crenenu BoimoiaHeHuss B [THKO xkputepues Ub, a Takke
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JIOTTYCKAIOIUN BO3MOXHOCTh (OPMUPOBaHUS MPOPECCHOHANBHOTO ayIUTOPCKOTO CYXKICHHUS O
cocroguuu Ub ITHKO.

AyrenTuukanmusa - IlpoBepka NPUHAUIEKHOCTH CYOBEKTY JOCTyNa HPEAbABICHHOTO WM
uaeHTHPHUKaTOpa (TIOATBEPKICHNUE TIOUIMHHOCTH).

bankoBckass cucrema Poccuiickoin  ®epepaumum - bank Poccmm u xpenutHble
opraHusanuu, a TaKKe (I)I/IJII/IaHLI " IPCACTAaBUTECIILCTBA NHOCTPAHHBIX 0aHKOB.

BankoBckuii mHpopmauuonusiii Texnonoruvyecknii mpouece (BUTII) — Yacte GaHKOBCKOTO
TEXHOJIOTMUECKOT0  Tpollecca,  peaju3yiolias  onepaldd 10  M3MEHEeHHI0 U (WiM)
OIIPEJICIIEHUIO COCTOSIHUSI WH(OPMAIIMOHHBIX AaKTUBOB, HEOOXOJUMBIX JUIS (YHKIIMOHUPOBAHHS
[THKO u e sBusromuxcs ruatesxHond uapopmarmein (Ilpumeuanue: Ilnatexxnas nnpopmanus -
uHpopMaLus, colaepXKalasics B JIOKYMEHTaX, Ha OCHOBAHMU KOTOPOH COBEPILAIOTCS ONEpaluy,
CBA3aHHBIC C IIEPEMEILIECHMEM JIEHEKHBIX CPEACTB C OJHOrO cdera Ha Apyrou; Hemnmarexnas
uHpopmanus, HeobOxoxumas g QyHkuuonupoBanus I[THKO, wMoxer Bkmouate B ceOs,
HalpuMmep, JaHHble CTAaTUCTUYECKOM OTYETHOCTH M BHYTPUXO3AMCTBEHHOM JEATEIBHOCTH,
aHAJIUTUYECKYI0, PMHAHCOBYIO, CIIPABOYHYIO MH(DOPMAIIHIO).

BankoBckuii muare:xkublii  TexHonormdeckuid mpomece (BIITII) - Yacte GaHKOBCKOTO
TEXHOJIOTUYECKOT0 Mpoliecca, pealusyiolias OaHKOBCKUE oONepaluy Haj HHPOPMALMOHHBIMU
aktuBamu [THKO, cBa3aHHbBIE C MepeMeEIIEHNEM JEHEKHBIX CPEICTB C OJHOIO CYETAa HA APYroi u
(M) KOHTPOJIEM JJAHHBIX OIepaluil.

bBaHKOBCKHH TEXHOJOIHYEeCKHH Npouecc - TeXHOIOTHYECKUH IIPOLECC, PEATU3YIOLIUI OIepaLuN
no wu3MeHeHHI0 W (wnM) onpeneneHuto cocrossuus aktuBoB [IHKO, wucmonbs3yembix mpu
(YHKIMOHUPOBAHUM WJIM HEOOXOAMMBIX Juid peanu3auuu OaHkoBckux ycuyr (IIpumeuanmue:
Oneparun = Han  aktuBamu  [ITHKO ~— Moryr  BBIMONMHATBCS ~ BpPYyYHYHO WM  OBITh
aBTOMAaTU3MPOBAHHBIMU, HAIpPUMEpP, C MOMOILBIO aBTOMAaTU3MPOBAHHBIX OAHKOBCKHX CHUCTEM;
B 3aBucuMoOCTH OT BHJa JESTENLHOCTU BBIICSAIOT: OAHKOBCKHUN IUIATEKHBIA TEXHOJOTHUECKHI
nporecc, 0aHKOBCKUN WH(GOPMAIIMOHHBIN TEXHOJIOTUYECKUI MpoIiece U Ap.).

Be3onacnoctp - Cocrosinue 3amuiieHHocTH nHTepecoB (neneit) [IHKO B ycnoBusx yrpos.

Be3onacHocts uHpopManuu - 3alMIICHHOCTh HWH(GOpPMALMKM OT HEXKENaTeabHOro (s
COOTBETCTBYIOIIMX CYOBEKTOB HWH(OPMAIMOHHBIX OTHOIICHHI) €€ pa3MIalieHus (HapylICHHS
KOH(QUICHIIMATFHOCTH), HWCKKEHUS (HApYIICHHUS [EIOCTHOCTH), YyTpaThl WIW CHIDKEHUS
CTETIEHH JTOCTYITHOCTH HH()OPMAINH, a TAK)KE HE3aKOHHOTO €€ TUPAKHUPOBAHUSI.

Be3onacHocTh HMH(POPMAUMOHHOM  TEXHOJOTMH -  3alllMIIEHHOCTh  TEXHOJOTHYECKOTO
nporiecca nepepadoTku MHGOpPMAIIHH.

Be3onacHocTh Ccy0beKTOB MH(POPMAIMOHHBIX OTHOIIEHMI - 3alllMIIEHHOCTb >KU3HEHHO
BOXHBIX HMHTEPECOB  CYyOBEKTOB  HMH(DOPMAIIMOHHBIX  OTHOILIEHHH OT HAHECEHHS UM
MaTEepHaIbHOTO, MOPAJIbHOTO WJIM HHOTO BpeAa IyTeM BO3JCHCTBUS Ha HH(DOPMALUIO H/WUIH
cpenctBa ee oOpaboTkM W mepemayu. be3omacHOCTh JOCTUTAETCS MYyTEM pealnu3aluud eIUMHON
MOJUTUKA B OOJNACTH OXpaHbl M 3aIUTHl BAXHBIX PECYpPCOB, CHUCTEMOW Mep 3KOHOMUYECKOTO,
OpPraHU3alMOHHOTO U UHOTO XapaKTepa, aIEKBaTHBIX yrpo3aM KU3HEHHO BaKHBIM MHTEpECaM.

Buemnuii  Bo3jaeiictByromuii  ¢axrop - BosgelictByroummii  gakTop, BHEIIHUH 1O
THOUICHHUIO K 00BEKTY MH(OpMaTH3aIHH.



Buytpennuii Bo3aeiictByommii ¢akrop - BoszgelictByrommii ¢akTtop, BHYTPEHHUH IO
OTHOUICHHUIO K 00BEKTY MH(POPMATH3ALHH.

BpenonocHble mporpamMmmbl - IIporpaMMbl WM M3MEHEHHBIE INPOrpaMMbl  O00BEKTa
MHPOPMATU3AUK, TPHUBOASIIINE K HECAHKIIMOHUPOBAHHOMY YHHUYTOXXEHHUIO, OJOKMPOBAHUIO,
MoUHUKAIMY MO0 KOMMPOBAHUIO HHPOPMALIMU UM HApYIIEHUIO PaOOTHI.

BoiBoabl aynuTa nnopmMannoHHoi 0e3omacHocTH (BbIBOAbI ayauta UB) — Pesynbrar onenku
COOpaHHBIX CBUJETENbCTB ayauTa Ub.

BeigesienHoe nmomemenue - [lomenienue Ui pa3MeIeHUs] TEXHUYECKUX CPEACTB 3aALIUILIEHHOIO
00beKTa UH(POPMAaTU3AIHH, a TaKkKe MIOMEILEHHE, IIpeIHa3HauYEHHOE I E:
NIPOBE/ICHUS] CEMHHAPOB, COBELIAHMH, Oecel U APYruX MEPONpPHUSATHH, B KOTOPOM IHPKYJIUPYET
KOH(UIeHIIMaIbHAs peueBasi HH(pOpMaIHsL.

JucrannuonHoe OaHkoBckoe obcay:xkuBanue ([ABO) - mnpenocraBieHre OaHKOBCKUX
yCIyT HAa OCHOBAaHHMM PACIOPSDKEHUH, TIepelaBaeMbIX KIUEHTOM YIAJIeHHBIM 00pa3zoMm, ¢

HCIIOJIb30BaHUEM JIMHUM CBSI3H.

JlokyMeHT - 3aduKCHUpOBaHHas Ha MaTepHAIbLHOM HOCHTENEe HWHPOpPMALUs C PEKBU3UTAMH,
no3BoJsirolMu - ee  uaeHtuunmposats  (I[Ipumewanume: [lom MarepuanbHBIM — HOCHUTEIEM
nojpasymeBaercss u3fenue (MaTepual), Ha KOTOPOM 3amucaHa uWHpopMalus U KOTOpoe
o0ecrieynBaeT BO3MOXKHOCTh COXPAaHEHHs 3TOH MH(POPMALMU W CHATHE €€ KOIWi, Hampumep,
Oymara, MarHUTHasl JICHTA WJIM KapTa, MAarHUTHBIN WU JIA3€PHBIA JUCK, (DOTOIUICHKA U T.I1.).

JMoxkymenranusi - COBOKYITHOCTh B3aMMOCBS3aHHBIX JIOKYMEHTOB, OOBECIUHCHHBIX OOIIeH
LIEJIEBOM HAIIPaBJIECHHOCTHIO.

JonmycTuMblii puck HapyuleHuss HHGOpMalHOHHOH Oe3omacHocTH - Puck HapymeHus
Wb, npennonaraemsiii ymepo ot kotoporo ITHKO B nanHoe BpeMs U B JaHHOH CHUTYyaIlMl TOTOBO

IIPUHSATB.

Joctyn k uHpopmamuu - O3HakomiieHHE C HH(pOpPMAIMEH WINM MOJy4YeHHE BO3MOXKHOCTHU
ee oOpabotku. JlocTym K MHPOpPMALUU PETIAMEHTHPYETCS €€ MPAaBOBBIM PEXHMOM U JIOJDKCH
COIIPOBOXKAATHCS  CTPOTHUM  coOmropeHueM ero  TpeboBanuil. [loctynm Kk  uHopmanuwy,
OCYILIECTBJICHHBI C HapyUIEHUsIMH TpeOOBaHMM €€ MpPaBOBOTO PEKMMA, PACCMaTPUBAETCS Kak
HECaHKIIMOHUPOBAHHBIN JOCTYII.

Hoctyn k pecypcy - Ilomydenne cyOBEKTOM [OOCTyrma K BO3MOXXHOCTH MaHUITYJIHPOBATH

(McoNB30BaTh, YIPaBIATh, U3MEHSTH XapAaKTEPUCTUKH U T.I1.) JAHHBIM PECYPCOM.

JocrynHocts uHpopmanuu - BaxHseilliee CBOWCTBO CHCTEMBI, B KOTOPOH IMPKYJIUPYET
uHpopmanus, XapaKTepU3yolIeecs CIOCOOHOCTBIO obecrieunBaTh CBOEBPEMEHHBIN
OecrpensITCTBEHHbI JOCTyll K uH(pOpMauuu CyObEKTOB, HUMEIONIMX Ha OTO HaJyIeKallue

IIOJIHOMOYHA.

JoctynHocTh MH(poOpManMOHHBIX akTUBOB - Coiicteo UMb ITHKO, cocrosimee B TOM, 4TO
WH(GOPMAIIMOHHBIE AKTUBBI MPEIOCTABISIFOTCS aBTOPU30BAHHOMY TOJB30BATEIIO, MPUYEM B BHJIE

n MECTC, H€O6XOI[I/IMI)IX IIOJIB30BATCIII0, U B TO BPEM:, KOI'la OHU EMY H€06XO[[I/IMBI.

EcTecTBeHHBIE YIPO3bI - 3TO YIPO3bl, BEI3BAHHBIEC BO3ACHCTBUSAMH Ha HH)OPMAITIOHHYIO CUCTEMY

A €€ KOMIOHEHTHl OOBEKTHUBHBIX (1)I/I3I/I‘~IGCKI/IX IponecCoOB TCXHOICHHOI'O XapaKTepa WU
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CTUXMUHBIX IPpUPOAHBIX HBHGHHﬁ, HC3aBUCAIIUX OT YCJIIOBCKA.

KuzHeHHO Ba:kHble HHTepecbl - COBOKYITHOCTh IOTPEOHOCTEH, YIOBIETBOPEHHE KOTOPBIX
HE00X0IMMO UIsL  HaIEXHOro obecrieyeHus CYLIECTBOBAHHUS u BO3MO>XHOCTH
IIPOTPECCUBHOTO Pa3BUTHS CYOBEKTA.

3aki0o4eHHe MO pe3yJbTaTaM ayauTa HH(POPMANMOHHONH 0e30MacHOCTH (ayaMTOpPCKOe
3aKJIl0YeHne/3aKIIuYeHne 1mo  pesyabtatam  ayaurta HWb) - KauectBeHHas — win
KOJIMYECTBEHHAsl  OLICHKA  COOTBETCTBMS  YCTaHOBJICHHBIM  KpurepusM  ayaura  Ub,
IIPEACTABJICHHAs ayJUTOPCKOW TIPYIIION IIOCIE€ pPAacCMOTpEHUs BceX BbIBOAOB ayaura Kb B
COOTBETCTBUHU C LensaMu ayaura Ub.

3ambicen 3ammTbl - OCHOBHas ujaes, PACKPBIBAIONIAs COCTaB, COJACPKAHUE, B3aUMOCBS3b
U TOCJIEJOBAaTeNIbHOCTh  MEPOIPUATHH, HEOOXOAMMBIX JUISI JOCTMKEHHS LEIM  3allUThI
UHPOpPMALIUU U 0OBEKTA.

3ammra nnopmanuu - JleaTenbHOCTh 10 NPEAOTBPAIICHUIO YTEUKHU 3alUIaeMoil MH(OpMAIH,
HECAHKIIMOHUPOBAHHBIX U HETIPeIHAMEPEHHBIX BO3ICHCTBUI Ha MHPOPMALIHUIO.

3ammra uHGOpMANMU OT HECAHKUHMOHHPOBAHHOIO JjAocTynma - JledarenbHOCTh 110
NPEJOTBPALICHUIO TIOMYYEHHUs 3allMIaeMoil WH(POPMALMU 3aWHTEPECOBAHHBIM CYyOBEKTOM C
HapylIeHUEM YCTAHOBJIEHHBIX IPABOBBIMU JIOKYMEHTAMU MM COOCTBEHHHUKOM, BJaJENIbLIEM
MH(OPMALIMK TPaB WU MPABHII JOCTYIA K 3alUIaeMON HH(POPMAITUH.

3amuTHasa mepa - ClI0KMBILAsCSA MPAKTHKA, NPOLEypa WIM MEXaHU3M, KOTOPbIE MCIOIb3YHOTCS
JUIst ymeHbIeHus pucka Hapymenus b ITHKO.

3amumaemass uHdopmamus - Huapopmanms, SBISIOMAsCS MPEAMETOM COOCTBEHHOCTH U
MOJIJIeXKAIas 3aluTe B COOTBETCTBUHU C TPEOOBAHHUSIMU MTPABOBBIX TOKYMEHTOB WJIH TPEOOBAHUSMU,

YCTaHaBIMBAEMbIMHU COOCTBEHHUKOM HMH(OpMAIIUH.

3noymbinieHHUK - Hapymirens, 1edCTBYIOMNNA HAMEPEHHO U3 KOPBICTHBIX, UIEHHBIX WM UHBIX
100y IEHU .

Unentuduxkanus - [lpouecc npucBoenust umaeHtudukaropa (yHUKAJIbHOTO MMEHH); CpaBHEHHE
NPEIbABISEMOT0O UICHTH(HUKATOpA C TEPEYHEM ITPUCBOCHHBIX UIEHTH()HUKATOPOB.

NudopMmaTuBHbIii  CUTHAJ - DJEKTPUYECKHUE CUTHAJIBI, aKyCTHYECKHUE,
AIIEKTPOMAarHUTHBIE W Jpyrue (QU3NYECKUe TMOoJs, [0 MapaMeTpaM KOTOPBIX MOKET ObITh
packpbiTa UHpOpManUs  OTPaHMYEHHOIO  pacHpOCTpaHEHUs, IepefaBaemasi, XpaHHUMasd,
oOpabaTeiBaeMast UM 00CyXk/1aeMas B BbIJCJIEHHBIX TOMEIICHUSX.

Nudopmanuonnas 0Oe3omacHocts (Mb) - be3omacHocTh, CBsA3aHHAas C yrpo3amud B
uHpopmanmonnoir  chepe  (I[Ipumedanusi:  3amMIIEHHOCTh  JTOCTUTAETCS  OOECTIEYCHHEM
COBOKyMHOCTH  cBoictB Wb -  1MOCTYNMHOCTH,  TEIOCTHOCTH,  KOH(MUICHIIUATLHOCTH
MHPOPMALIMOHHBIX  akTHBOB. llpuopurerHocts cBoiictB Wb  omnpenensercs EHHOCTHIO
YKa3aHHBIX aKTUBOB i uHTepecoB (ueneii) [THKO.

HNudpopmanuonnas chepa - npeacrasisier co00W COBOKYITHOCTh HHPOPMALIUHU, HH(OPMAITHOHHOH
HHPACTPYKTYpHI, CYOBEKTOB, OCYIIECTBILSIIONIUX CcOOp, (OpPMHUPOBAaHHE, PACIPOCTPAHECHHUE,
XpaHCHHUEC U HUCIIOJB30BAHUC I/IH(l)OpMaIlI/II/I, a TAKIKC CHUCTEMbI PEryjiMpOBaHUA BO3HUKAIOMIUX ITPU

3TOM OTHOIICHHI).



HNudopmanuonnas uadpacrpykrypa - CricreMa OpraHu3alliOHHBIX CTPYKTYpP, 00ECIeUNBAIOIINX
(bYyHKLIMOHUPOBaHUE u pa3BuUTHE UH(POPMALMOHHOTO IIPOCTPAHCTBA u
cpenctB nHpopmanroHHoro B3aumosenctBus (I[Ipumeuanue: Nudopmannonnas undpacTpykrypa
BKJIIOYAET COBOKYITHOCTb MH(POPMALMOHHBIX LIEHTPOB, 0aHKOB JAHHBIX u
3HaHUH, CUCTEM CBSA3H; 00ECIIeUnBaET JAOCTYIl MOTpeduTenei kK HHPOPMAIIMOHHBIM PECYPCaM).

Nudopmanuonnasi cucrema - COBOKYITHOCTh cojiepalieiics B 0azax JaHHBIX WH(OpMALUU U
obecreunBarouX ee 00paboTKy nH(})OPMAITMOHHBIX TEXHOJIOTUIA "
TEXHUYECKUX CPEJICTB.

HNudpopmanuonnas cucrema nepcoHaabHbIX AaHHbIX (MCIIJAn) - WudopmannonHas
cucTeMa, NPEeACTaBIIomas coboil COBOKYMHOCTh MNEPCOHANBHBIX JaHHBIX, COJIEPIKALIUXCS B
0a3e NaHHBIX, a TaKKe MHPOPMALMOHHBIX TEXHOJOTMH M TEXHHYECKUX CPEACTB, MO3BOJISAIOIINX
OCYILLIECTBIISAITh  OOpabOTKYy TaKWX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHHUEM CpPEICTB
aBTOMaTHU3aLUKU WK 0€3 UCTIOIb30BaHUs TAKUX CPENICTB.

HNudopmanuonnas cpeaa - CoBoKymHOCTh MH(pOpManuy, UHGOPMAITMOHHON UHQPPACTPYKTYPHI,
CyOBEKTOB, OCYIIECTBIISIOIINX coop, dbopmupoBaHue, pacrpocTpaHeHue n
UCIIONB30BaHUE HWHGOpMAIlMU, a TaKXKe CHCTEMbl DPETyJIUpOBaHUS BO3HUKAIOIIMX IPH 3TOM
OTHOIIICHUH.

I/IH(I)OpMaHI/IOHHLIe pecypcenl - OTI[GJ'ILHBIC AOKYMCHTBI W OTACIIbHBIC MACCHUBBI JOKYMCHTOB,
JOKYMCHTBI U MaCCHBBI IOKYMCHTOB B I/IH(I)OpMaI_II/IOHHLIX CHUCTEMaAx.

Nudopmanuonnsie cmocodbl HapymieHusi Oe3omacHoctn wuHpopmanum — JlelicTBus
BKJIIOYAIOIME: IPOTHUBO3AKOHHBIM cOOp, pPAaCHpOCTpaHEHHWE M UCIOJIb30BaHHE WH(POpPMAaLUY;
MaHMITyJTUpoBaHue HH(popMmarmen (ne3nHpopManys, COKPBITUE HIM HCKaKeHHE HH(pOpMAIHHN);
HE3aKOHHOE KONUpOBaHHE HH(POpMAlMK (AaHHBIX M IPOrpaMM); HE3aKOHHOE YHUYTOXKEHUE
uHpOpMaLnK; XUIllleHHe WHpopMauuu u3 0a3 M OAHKOB JaHHBIX; HApyLICHHE AJAPECHOCTH U
ONEPATUBHOCTU HMH(OPMAIIMOHHOIO OOMEHa; HapyUIeHHe TEXHOJIOIMH OOpabOTKM [aHHBIX U
nH(GOPMaIMOHHOTO 0OMEHa.

Nudopmanuonnbiii. aktuB - HMHbopMammss ¢ peKBH3WUTAMH, TO3BOJISIONIMMHU €€
uaeHtudunuposarb; umeromas neHHocts s [THKO; naxonsmascs B pacnopspkenun [THKO u
MIpeJICTaBICHHAs Ha JIIOOOM MaTepUaIbHOM HOCHUTENE B IMPUTOJIHOM IJs ee 00pabOTKH, XpaHEHHUS
WK Tiepenadu popme.

Nudopmanus - CBenenus (cooOIIeHNs, JaHHBIE) HE3aBUCUMO OT (DOPMBI X MPECTABICHUS.

HNudpacrpykrypa - KoMmisiekc B3aMMOCBSI3aHHBIX OOCITYXHBAIOIIUX CTPYKTYP, COCTABIISIOIIMX
OCHOBY JIJIsl pelIeHHsI MPoOIeMbl (3a1a4n).

Nuumnent nunpopmanmnonnoi OesomacHoct (mHumaeHt MB) — CoObiTue, ykasbiBarollee Ha
CBEpIIMBIIYIOCS, MPEANPUHUMAEMYI0 WU BEpOsATHYIO peanuszauuio yrpossl UMb (IIpumeuanus:
Peanu3zanus yrposst Ub - peanuszanus Hapymenus cBoiictB b undopmarnmonnsix akrusoB [THKO;
Hapymenne MoxeT BbI3bIBaTbcd HCTOUHUKaMH yrpo3 Mb: nubo ciyuaiiHeiMu  (hakTopamu
(ommbOKo¥ mepcoHaa, HeMPaBUIbHBIM (DYHKIIMOHUPOBAHUEM TEXHMUYECKHX CPEACTB, MPUPOTHBIMHU
dakTopaMu, HampuMep, MOXKAPOM WM HABOJHEHHMEM), JHMOO NpeAHaMEpEeHHBIMU JeHCTBUSAMY,
OPUBOAALIMMUA K  HApyIIEHWIO JIOCTYIHOCTH, IIEIOCTHOCTH MM  KOH(UAECHIHAIHLHOCTH
WH()OPMAITMOHHBIX AKTUBOB).
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I/ICKyCCTBeHHI)Ie y¥rpo3bl - 9T0 YIrpo3bl, BbBI3BAHHBIC ACATCIIBHOCTHIO YCIJIIOBCKA. Cpem/l HUX,
nucxoas n3 MOTUBaIlH ﬂeﬁCTBHﬁ, MOXXHO BBIACIHUTL:

- HeTlpeIHaMEepEeHHbIE (HEYMBIIIUICHHBIE, CIyYailHbIe) YTPO3bl, BEI3BAHHBIC OIIMOKAMHU B
MPOEKTUPOBAHUU WH(OPMAIIMOHHON CUCTEMBI U €€ JIEMEHTOB, OIIMOKAMHU B JICHCTBHSIX MEPCOHAA
U T.IL.;

- TpeIHaMepeHHbIE (YMBIIUICHHBIE) YTPO3bl, CBI3aHHBIE C KOPHICTHBIMU, HICHHBIMH UM HHBIMU
YCTPEMIICHUSMH JIFOJIEH (3T0YMBIIITIEHHUKOB).

Kaaccuduxanusi nHGOpMaUMOHHBIX aKTUBOB - PaznienieHue CymecTByOIMX HHPOPMAIIMOHHbBIX
aktuBoB [IHKO mno tumaM, BBINONHAEMOE B COOTBETCTBUU CO CTENEHBIO TSKECTU MOCIEACTBHUA OT
MOTEPHU UX 3HAUMMBIX CBOMCTB Mb.

Kommepueckasi TaiiHa - KOH(UICHIMATbHbIE CBEJCHUS, COCTABIIAIOLIME KOMMEPUYECKYIO TailHy
ITHKO, cornacHO yTBEpXIEHHOMY IIE€PEUHIO CBEJIEHUI, COCTABIISIIOIIMX KOMMEPYECKYIO TaiHy
ITHKP.

Kommniiexke BP UBBC - B3anMoyBsizanHasi COBOKYITHOCTh JOKYMEHTOB B 00JIACTH CTaHIApTU3ALIH
banka Poccun “OO0ecneuenne uH(POpPMAMOHHONW O€30MAaCHOCTH OpraHu3aluil  OaHKOBCKOM
cucteMbl Poccuiickoit @enepanyn’.

Kommieke cpeacrB aBTroMaTM3anMM aBTOMATH3HMPOBAHHOW OaHKOBCKOW CHCTeMbI -
COBOKYMHOCTh BCEX KOMIIOHEHTOB aBTOMAaTH3MpOBaHHOW OankoBckoil cucrtemsl ITHKO, 3a
UCKIIIOUEHHUEM JIFOJICH.

Komnbiotepnass umHdopmauusi - Mudpopmanus B Buae: 3amuceld B MaMITH KOMITBIOTEPOB,
AJIEKTPOHHBIX YCTPOHCTBAX, HA MAIIMHHBIX HOCUTENSAX (3JI€MEHTHI, (ailiibl, 6J10KH, 6a3bl JaHHBIX,
MHUKPONPOTPaMMBbl, NPUKJIAIHBIE ¥ CHUCTEMHBIC MPOTPAMMBI, MAKEThl W OMOIMOTEKH IMPOrpamM,
MHKPOCXEMBI,  MPOrpaMMHO-UH()OPMAIIMOHHBIE  KOMIUIEKCBI M Jp.), 00eCHeuuBaroIIUX
¢byHKIHOHMpOBaHUE O0BEKTa HH(pOpMaTH3alMU (CETH); COOOINEHHH, MeperaBacMbIX IO CEeTSIM
nepeAayd JaHHBIX; MPOrpPaMMHO-MH()OPMAIMOHHOTO TPOJYKTA, SBISAIOLIETOCS PpPE3yJIbTaToOM
reHepallud  HOBOM  WiM  00paOOTKM  HMCXOJHOW  JOKYMEHTHPOBAaHHOW  MH(pOpMaIMH,
IIPEJICTaBIISIEMOIO HEMOCPEACTBEHHO HAa JKpaHaxX JUCIUIEEB, Ha BHEIIHUX HOCHUTENAX JAaHHBIX
(MarHUTHBIE JUCKH, MarHUTHBIC JICHTHI, ONTUYECKHE TUCKH, AUCKETHI, Oymara Ui pacredyaTtku U
T.I1.) WU Yepe3 CeTH Nepeaauu JaHHbIX; JIEKTPOHHBIX 3arucei o cyObeKTax npas.

KonTposmmpyemasi 30Ha - OTO MNpOCTPaHCTBO, B KOTOPOM HCKJIKOYEHO HEKOHTPOJIUPYEMOE
npeObIBaHUE JIMI, HE HWMEIOIIUX MOCTOSHHOTO WJIM pPa30oBOr0 JOMYycKa, W TMOCTOPOHHUX
TPAHCHOPTHBIX CpelACTB. ['paHHIel KOHTPOJUPYEMOM 30HBI MOTYT SIBJIATBCS: HEPUMETP
oxpansieMorr Tepputopun [IHKO, orpaxparommye KOHCTPYKIIMM  OXPaHSIEMOIO  3JaHus,
OXpaHs{eMOW dYacTWh 3/1aHus, BBIIEJICHHOTO TMOMEIIEHUS. B OTHeNbHBIX Cclaydasx Ha MepHoL
00pabOTKM TEXHWYECKHMMH CpeACTBAaMU  KOH(UIEHIMAIbHON wuHpopManuu (TIpOBEICHUS
3aKpBITOTO MEPOMPUATHS]) KOHTPOJIHUpyeMas 30Ha BPEMEHHO MOXKET YCTaHABIMBATbCA OOJbIIEH,
yem oxpansgemas teppuropus [ITHKO. Ilpm 3ToM 10JDKHBI IPUHUMATBCA OPraHU3aLMOHHO-
PEKUMHBIE U TEXHUYECKUE MEPbI, UCKIIOYAIOIINE WU CYHIECTBEHHO 3aTPYyIHSIONINE BOZMOKHOCTh
BEJICHHUS TepexBaTa HH(HOPMAIUU B STOU 30HE.

Konpunenunaabnocts uHpopmanuu - CyObeKTHBHO onpezaensemMas (IpUNMChIBaeMasi)
nHbOpMallMK  XapaKTepUCTHUKa (CBOMCTBO), YyKa3blBalollas Ha HEOOXOJUMOCTh BBEICHHS
OFpaHUMYEHUIl Ha Kpyr CyYOBEKTOB, HMEIOIIMX JOCTYNl K JaHHOW wuHpopMamuu, U
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oOecrieunBaeMasi CIOCOOHOCTBIO CHUCTEMBI (CpeZbl) COXPAaHATh YKa3aHHYI0 HH(POpPMALUIO B
TaiiHe OT CyObEKTOB, HE UMEIOIIUX OJTHOMOYHI Ha MPaBo JOCTyNa K HEH.

KondunaenunaapbHocts nHpopmanuoHHbix akTuBoB - CpolictBo b ITHKO, cocrosmiee B ToM,
yro 00paboTKa, XpaHEHHWE W Iepefadya WHGPOPMALMOHHBIX AKTUBOB OCYLIECTBISIOTCS TaKUM
o0pa3oM, yTO HMHGPOPMALMOHHBIE AKTUBBI JTOCTYIHBI TOJBKO ABTOPU30BAHHBIM I10JIb30BATENAM,
00BEKTaM CHCTEMBbI WIIM TPOLIECCaM.

Konpunenunaabuble cBeleHusi (gaHHble) - IlepcoHasbHble  JaHHBIE, OaHKOBCKa,
KoMMepuecKasi, ciyxeOnas u apyrue uasl Taitn [THKO.

KopnopaTtuBnass  uHpopmManmumoHHasi  cucreMa -  ABTOMaTH3MpOBAaHHAs  CUCTEMa
o6pabotku uapopmarmu [THKO.

Kpurepun onenkm (ayaura) mHpOpManuoHHOH 0e30macHOCTH (KPHUTepPHHM OLEHKH (ayauTa)
HB) - CoBokynHocTh TpeboBanuii B obsnactu 1b, onpenenennsix crangaprom [THKO Poccun CTO
BP UBBC-1.0 “O0ecneuenre nHGOPMALMOHHOM 0€301aCHOCTH OpraHu3aluii GaHKOBCKOM CHCTEMBI
Poccuiickoii @enepanuu. OOIuUE MOIOKEHUS WIH €r0 YaCThIO.

Jlnnensuss B obGugactu 3amutbl uMHGopManmum - PaspelieHue Ha INpaBO IPOBENEHUS TEX
WJIM MHBIX pabOT B 00JaCTH 3alIUTHl HH(POPMAIIUH.

MenenxmeHT - CKOOpIMHUPOBAHHAS JIEATEIBHOCTD MO0 PYKOBOJICTBY U YIPABIICHHUIO.

Mopeas napymmureasi Ub - Onucanue u knaccudukanus Hapymurenet b, Bkitouas onvcanue
UX ONbITAa, 3HAHUH, JOCTYIHBIX PECYpCOB, HEOOXOIMMBIX UIS peau3allid Yrpo3bl, BO3MOXKHOM
MOTHUBAallUM MX JEUCTBUHM, a Takxke crnocoObl peanuzauuu yrpo3 Wb co cTopoHbl yka3zaHHBIX
HapyIluTenen.

Mogeas yrpo3 Ub - Onucanue wucrounukoB yrpo3 HWb; meronoB peammsaumm yrpo3 Ub;
00BEKTOB, MPUIOJHBIX JUIsl peanusauuu yrpo3 Wb; ysa3BuMocTel, MCMONb3yeMbIX HUCTOYHMKAMHU
yrpo3 Wb; TUOB BO3MOXKHBIX MOTEpPh (HaNpUMep, HAPYLIEHUE AOCTYIMHOCTH, LIEJIOCTHOCTU WU
KOH(HICHIIMATHHOCTH WH(POPMAIIMOHHBIX aKTHBOB); MacIITa00B MOTEHIIMAILHOTO yIepoa.

Monutopunr - IlocrossHHOe HaOmIOZeHHE 3a OOBEKTaMHM W CYOBEKTaMH, BIHSIONIMMH Ha
Wb TTHKO, a takxe cOop, aHanu3 u 00001IeHHE pe3yTbTaTOB HAOIIOACHUI.

MopajbHO-3THYEeCKHe Mepbl 3amuThl HHpopMauuu - TpagUIMOHHO CIIOXKUBIIWECS B
CTpaHe WM OOIIeCTBE HOPMBI MOBENEHHs W NpaBwia oOpameHus ¢ mH(popMaimeid. ITH HOPMBI
OosbIlIel YacTblO HE SIBJIAIOTCS O0S3aTENbHBIMHU, KaK 3aKOHOAATEIbHO YTBEP)KICHHBIE HOPMBI,
OJTHAKO, WX HECOOro/IeHHe BeleT OOBIYHO K MaJCHUI0 aBTOPHUTETA, MPECTHKA YeJIOBEKa, IPYIIIbI
JUI WM OpraHu3auuud. MopanbHO-3THUYECKHE HOPMBI OBIBAIOT KakK HEMHCaHble (HalpuMep,
oOIIenprU3HaHHbIE HOPMBI UYECTHOCTH, NATPHOTH3Ma M T.[.), TaK M TIHCaHbIE, TO €CTb

o(opMIIeHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPaBWII WM TPEANTMCAHHHA.

Hapymmrear - 3Orto aumo (CyObeKT), KOTOpPO€ TPEANPHHSIO (TBITaJOCh TMPEANPHHATS)
MOMBITKY HECAHKLMOHHUPOBAHHOIO JOCTyNa K pecypcaM CHCTEMbI (IIOMBITKY BBIIOJHEHUS
3allPEUICHHBIX €My JIEHCTBUH C JaHHBIM PECypcoM) MO OIIMOKe, HE3HAHUIO WJIM OCO3HAaHHO CO
37bIM YMBICIIOM (M3 KOPBICTHBIX MHTEPECOB) WM 0O€3 TaKoBOro (paaud UIPhl WU C ILEJIbIO
CaMOYTBEPKACHHUS W T.I.) U HCIIOJIb30BABILEE U1l 3TOrO PAa3lIMYHbIE BO3MOYKHOCTH, METOABI U

CpenCTBa.

12



Hapymureas unpopmannonHoii 6ezonacHoctu (Hapymuresab UbB) — CyObekT, peannzyromuit
yrpo3sl b, Hapymias npenocTaBieHHbIe eMy MOJIHOMOouHs 1o aocTyny Kk aktuBam [THKO wmnm no
pacropsKEeHUI0 UMH.

HecankumonupoBanHoe aeiictBue - JleilicTBue cyObeKTa B HapylIeHHE YCTAaHOBJICHHBIX B
cucTeMe mpaBmi1 00paboTKu nHGOpMaIUH.

HecankuuonupoBanubiii gocryn (HCH) - octym cyObekra K OOBEKTYy B HapylleHUE
YCTAHOBJICHHBIX B CUCTEME IIPABUJI PA3rPAHUYECHUS TOCTYIIA.

Ob6sacty ayauta uHdopmaunnoHHoil 6e3omacHoctu (odaacts aynura UB) - Conepxanue u
rpanuiel aynuta Ub (Ilpumeuanune: O6macte ayauta b 0ObIMHO BKITIOYAET MECTOHAXOXKIEHUE,
OPraHU3alMOHHYIO CTPYKTYPY, BHIBlI JEATEIIBHOCTH IPOBEPAEMON OpPraHu3alud W IPOLECCHI,
KOTOpBIE Mo/BepraroTcs ayauty Wb, a Takke oxBaThIBaeMbli IEPUOI BPEMEHH ).

O0JacTb fgelicTBHS cHCTeMbl ofOecrnedeHMsi WH(oOpMannoHHOW Oe3onmacHocTH (00JacTh
neiicrBusi COUB) - CoBoKynHOCTh MH(POPMALTMOHHBIX aKTHBOB M 3JEMEHTOB MH()OPMAIIMOHHON
undpactpykrypsl ITHKO.

O0OpaboTka pucka HapylleHusi uHpopMauuoHHOW Oe3omacHocTH - Ilpomecc BbeiOOpa u
OCYLIECTBJICHUS 3allUTHBIX MEp, CHIKAKIIMUX pUCK HapymeHus Wb, minm mep mo mnepeHocy,
IIPUHATHIO UM YXOAY OT PUCKA.

O0bexT - IlacCHMBHBIM KOMIIOHEHT CHUCTEMBI, €IMHMIIA pecypca HHPOPMAIMOHHON CHCTEMBI,
JIOCTYII K KOTOPOMY PErIaMEHTUPYETCS IIPABUIIAMU PAa3TPaHUYEHUs JOCTYIIA.

O0bexT 3amuThI - MHQOpManus nin HocuTedb HHGOPMALIUK WK UHPOPMAIIMOHHBIN MpOLEecC, B
OTHOILIEHUU KOTOPBIX OOECIIEUMBAETCS 3allliTa B COOTBETCTBUU C IOCTABJIEHHOM LIEIBIO 3AILUTHI
uHpOpMaIUH.

O0bekT cpeabl  MHGOPMANMOHHOTO  aKTHBa -  MartepuanbHbli  O0OBEKT  cpeibl
UCIONB30BaHUS M (MJIM) OHKCIUTyaTalMM WHGOPMAIMOHHOTO aKkTuBa (OOBEKT XpaHEHus,

nepeaayu, 00pabOTKH, YHUUTOKEHUS U T.JI.).

OpraHM3anMoOHHO - MNpPaBOBbIe CHOCOOBI HapyuieHust Oe3onmacHocTH HMHpopManuu —
BxiaroyaroT:  3aKylKy  HECOBEpPIUCHHBIX, YCTAPEBIIMX MM  HENEPCIEKTUBHBIX  CPEICTB
uHbpopMaTu3zauud W UHGOPMALMOHHBIX  TEXHOJOTMH;  HEBBINOJIHEHHE  TpeOOoBaHUI
3aKOHOJATEIbCTBA UM HOPMATHUBHBIX aKTOB U 3aJIEPKKU B pa3pabOTKe U MPUHATUU HEOOXOIUMBIX

HOPMATHBHBIX TPABOBBIX U TEXHUYECKHUX JIOKYyMEHTOB B 00J1aCTH 0€301MacHOCTH HH()OPMAITHH.

Opranu3anMoHHble Mepbl 3alUTBI - OTO  MEpbl, pErjJaMeHTHPYIOIIHE  IMPOLECCHI
(YHKIIMOHUPOBAHUS CUCTEMBI OOpPaOOTKM JaHHBIX, MCIIOJIb30BAHUE €€ PEeCypCcoOB, IESATENbHOCTD
MEpCOHANIa, a TaKKe MOPSAJOK B3aWMOJCHUCTBHUS TMOJIb30BATENCH C CHUCTEMON TakuUM 00pa3oM,
YTOOBl B HAmOOJbIIEH CTENEHHM 3aTPYIHUTh WIM HUCKIIOYUTH BO3MOXKHOCTH pealM3allu yrpo3
0e30macHOCTH UPKYIUpPYIOIIel B Hell nHpopMaLuu.

OpraHM3anMoOHHBI  KOHTPOJAb 3¢ ¢dekTuBHOCTH 3amuTbhl HHpopmamuu - IIposepka
COOTBETCTBHSI TOJHOTHI M  OOOCHOBAHHOCTM MEPONPHUATHHA MO  3aIuTe HH(pOpMaIUH

Tp€6OBaHI/I$[M HOPMATUBHBIX JOKYMCHTOB I10 3alIUTC I/IH(l)OpMaHI/II/I.

Oco3nanue HEe00X0AUMOCTH olecrieueHust HHpOpMANMOHHOMI 0e3onmacHocTH
(ocoznanue HUB) - Ilonmmanue pykoBoactBoM I[THKO HE0OX0IMMOCTH CamMOCTOSTEIBHO Ha
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OCHOBE TNPHUHATHIX B 3TOW OpPraHM3allMM IIEHHOCTEH M HAKOIUIEHHBIX 3HaHWH (opMupoBaTh U
YUUTHIBATh B paMKaX OCHOBHOH JeSTENbHOCTH (OM3HECA) MPOTHO3 PE3yJbTaTOB OT JIEATEIbHOCTH
no obecnedyenuto Wb, a Takke mnopnepkuBaTh 3Ty JAEATENBHOCTh aJEKBaTHO IIPOTHO3Y.
(ITpumeuanue: Oco3nanue Ub sBisercst BHyTpeHHEH NOOYAUTENbHON NIPUYMHON 17151 PYKOBOJCTBA
0OaHKOBCKOU cucTeMbl  Poccuiickou ®denepaui  MHULUUPOBATH U [OJJEPKUBATHh
JesaTenbHOCTh 1Mo obecnedyenuto UMb, B ominume oT moOyXAeHUS WIM NPUHYXKIEHUs, Kornaa
peuieHre 00 MHUIMMPOBAHUU U HOJJEP)KKE JesATeNbHOCTH o obecneuenuto Wb onpenensiercs
COOTBETCTBEHHO JINOO BO3HHUKIIMMHU NpOOJIeMaMu OpraHu3aliM, JUO0 BHEIIHMMHU (hakTopamy,
HanpuMep, TpeOOBaHUSMHU 3aKOHOB).

OcraTtoyHnblii pHCK HapymeHus HH(popmanuoHHoi Oe3omacHocTH - Puck, ocraromuiics
nmocyie 00padoTKu pucka Hapymenus Mb.

Ouenka pucka Hapymenuss uHpopmannoHHoil Oe3omacHocTm - CucreMaTHyecKuil H
JIOKYMEHTHUPOBAHHBIM MpOLIECC BBIABIEHUS, cOOpa, HCIOJIB30BaHUS M aHanu3a HHGOpMAlUH,
MO3BOJIAIOIIEH TMPOBECTH OICHHBaHHE PUCKOB HapyuieHHs Wb, cBs3aHHBIX C HCHOIB30BAaHUEM
nHpopmarmonHsix aktuBoB [THKO Ha Bcex cTagusx ux >KU3HEHHOTO ITUKJIA.

IMapoas - HaGop cumBosoB (coctosmuii U3 1udp, OyKB U MPOUYUX CUMBOJIOB) U3BECTEH Y3KOMY
Kpyry Jull (OHOMY JIMILY) NpEeAHAa3HAUYCHHBIN I MOITBEPKICHUS JIMYHOCTH WU MOJHOMOYUN U
UCTIONB3YETCSI ISl OTPaHUYECHUS TOCTYNa K HHPOPMAITIH.

Ilepconanbubie aannble (IIH) - JlroGas wHboOpmarus, OTHOCAIIAsCA K TMPSAMO WU
KOCBEHHO OINPEAEICHHOMY WJIM ONpeaesieMoMy (U3UUECKOMY JHUIY (CYOBEKTY MepCOHAIbHBIX
JIAHHBIX).

IInan  paGor mo oOecneyenno wHHGOPMAUMOHHON  OesomacHocTH -  J[OKyMeHT,

YCTaHABJIMBAIOIINK TIEPEYCHbh HAMEYEHHBIX K BBHIMOJHEHUIO pPabOT WM MEpONpUSTHHA MO
obecievennto Mb ITHKO, ux mnocnenoBarenbHOCTh, 00beM (B TOW WJIM HHOM (OpME), CPOKH
BBITTOJTHEHUSI, OTBETCTBEHHBIX JIMIl M KOHKPETHBIX UCIOJTHUTEICH.

Honmutuka wunpopmanuonHoii Oe3omacHoctu (IIUB) - JlokymeHTauus, omnpenemstomas
BBICOKOYPOBHEBBIE 1I€TTH, COACPKAHHE U OCHOBHBIC HANpaBJICHUS JEATEIHHOCTH MO 00eCIeYeHUIO
Wb, npennaznauennas 11 [THKO B nenowm.

IMoan3oBaTenanb - CyObekrt, monb3yromuiics uHbopMalueil, MoIy4eHHONH OT ee COOCTBEHHUKA,
BIIQ/IETIbIA WM TTOCPETHUKA B COOTBETCTBUHU C YCTAHOBJICHHBIMU MIPABaMH ¥ MPABUJIIAMH JOCTYIA K
nHpopMaIuu.

IIpaBuaa pasrpaHnyeHusi jaoctyna - COBOKYNHOCTb TNpaBWII, PErJIaMEHTHPYIONIUX IpaBa
JIOCTyIa CyOBEKTOB K 00bEKTaM B HEKOTOPOI cuCTEME.

IIpaBoBbie Mepbl 3amuThl MHGopMauuu - J[leictByronue B P® 3akoHbl, yKa3bl U Apyrue
HOpPMATUBHBIE  aKThl, pEriJaMEeHTUpYyIOIlMe TpaBuwia oOpamieHus ¢  HHQopMamued u
OTBETCTBEHHOCTb 3a HX HApYLICHUs, IPEIATCTBYIOLIME TEM CaMbIM HEIPAaBOMEPHOMY €€

HCTIOJIb30BAaHUIO U SABJISIOIINECS CIEPKUBAIOIIUM (PaKTOPOM ISl MOTEHIMABHBIX HAapyILIUTeNei.
IIporpamma aynura nangopmanuoHHoii 6e3onacHocT (mporpamma ayaura Ub) -

[Inan nesTeapbHOCTH MO MPOBEACHHUIO OAHOTO WM HecKoibkux ayauToB Wb (u apyrux mpoBepok

Wb), 3amiaHupOBaHHBIX HA KOHKPETHBIM NEpHUOJ BPEMEHM W HANpaBICHHBIX Ha JIOCTH)KEHUE
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koHkpeTHOH 1enu. ([Ipumeuanme: Ilporpamma aymuta Wb BrimodaeT BCIO J1€ATENBHOCTD,
HEOOXOIUMYIO JUIS TNTAHUPOBAHUS ).

IIporpaMmmMHoO-MaTeMaTHYeCKHE CIOCOOBI HAPYIIeHUsI 0€30aCHOCTH HH(OPMAaLNH -

BxitouaroT: BHelpeHHE MporpaMM-BUPYCOB; BHEAPEHHUE MPOTPAMMHBIX 3aKJIaJ0K KaK Ha CTaJIuu
MPOEKTUPOBAHUS CUCTEMBI (B TOM YHCIE MYyTEM 3aMMCTBOBAHUS «3apPaKEHHOTO» 3aKIaJKaMHu
MPOTPaMMHOTO TPOJYKTa), TaK M Ha CTAJUU €€ SKCIUTyaTallud, MO3BOJISIIOUIUX OCYIIECTBUTH
HECAaHKIIMOHUPOBAHHBIA MOCTYN WM JACUCTBUS MO OTHOUICHHIO K MH(POpPMAIMM U CUCTEMaM ee
3anThl  (OMOKUpOBaHWE, 00XOoA ¥ MOAM(HKAIMS CHUCTEM 3alluThl, HW3BICYCHHE, IOJMEHA
UACHTU()UKATOPOB U T.J.) ¥ MIPUBOIALINX K KOMIIPOMETAIIUN CHCTEMBbI 3aIIUTHI MH()OPMAIIHH.

IIpouecc - COBOKYNMHOCTh B3aUMOCBSI3aHHBIX PECYPCOB U ACSITEIBHOCTH, MPeoOpasyroiias BX0Ibl B
BBIXO/IBI.

PaguodnekTpoHHble cnoco0bl HapymieHusi Oe3omacHocTH HHpopManmu - Bxirouaror:
nepexBaT HMHQOpMAMM B TEXHUYECKHX KaHAIaX €€ YTeYKH (MOOOYHBIX AIEKTPOMATHUTHBIX
U3TY4YEeHUH, CO3[aBacMbIX TEXHHYECKHMH CpeACTBaMU 00pabOTKM M mepenadyd WHGOpMAaIUH,
HAaBOJOK B KOMMYHHUKAIUAX (CETH 3JEKTPONMUTAHMS, 3a3€MJICHUS, PAJUOTPAHCISALNU, MOXKAPHOU
M OXpaHHOM CHTHAIM3aMM © T.JO.) © JHUHUSIX CBA3M, IIyTeM  MPOCITYIIMBAHUSI
KOH(UICHIIMATBHBIX PAa3TOBOPOB C TMOMOIIBIO aKYCTHYECKUX, BUOPOAKYCTHMUYECKUX M JIA3€PHBIX
TEXHUYECKUX  CPEICTB  PAa3BEAKH, TMPOCIYIIMBAHUA  KOH(DHUIEHIMAIBHBIX  Tele(QOHHBIX
pa3roBOPOB, BHU3YaJIbHOIO HaONIOAEHUS 3a paboToil cpeAcTB oToOpakeHHs HHOOpPMAILINN);
nepexBaT u jaemudpoBaHne WHGOPMALMKM B CETIX TMepelayd JaHHbIX W JIMHHUAX CBSI3H,
BHEJPEHUE DJIJIEKTPOHHBIX YCTPOWMCTB IMepexBara HHPOpMAIMM B TEXHUYECKHE CpEJICTBA U
MIOMEIIEHUS; HaBs3bIBaHUE JIOKHOW MHGOPMAIUU MO CETAM Mepefauyd AAHHBIX U JTUHHUSIM CBSI3U;
PaZMOdJIEKTPOHHOE MOJaBICHNE JTUHHUNA CBSI3U U CUCTEM YIIPABJICHUS.

Pa3rpa1mtle}me AoCTtynma K pecypcam - HOpH,Z[OK HCIOJIb30BaHUA PECYypCOB CUCTCMBI, IIpU
KOTOpOM CY6T>CKTI)I MMOJIY4ar0oT JOCTYII K 00BbEKTaM B CTPOroM COOTBETCTBHHU C YCTAHOBJICHHBIMU
[mpaBUJIaMH.

Perucrpanusi - ®ukcanus TaHHBIX O COBEPIICHHBIX IEUCTBUAX (COOBITHSAX).

Pexomenganum B o0jactH  craHAapTH3anmuu - JIOKyMEHT, coJep)Kaluil  COBETHI
OpraHU3alMOHHO-METOANYECKOIO  XapakTepa, KOTOpble KacaioTcs TMpoBeleHHs pabdoT 1o
CTaHAApPTH3AIUU U CIIOCOOCTBYIOT IPUMEHEHHIO OCHOBOIIOJIArAlOIIEro CTaH1apTa.

Pecypc - AxtuB IIHKO, xoropeiii wucnonb3dyercs uiaM HOTpeOsseTcss B Ipolecce

BBIINTOJIHCHUA HGKOTOpOﬁ ACATCIIBHOCTH.

Puck - Mepa, yuuThIBamas BEPOSTHOCTh pealu3allid Yrpo3bl M BEIWYMHY MOTEPh
(ymep6a) oT peanu3anyu 3TO yrpo3bl.

Puck Hapymennss wnHopMaunuoHHO Oe3omacHocTH (puck Hapymenuss HWbB) - Puck,
CBsA3aHHBIN ¢ yrpo3oin Ub.

Poabr - 3apanee omnpeneneHHas COBOKYINHOCTb IIPAaBMJI, YCTAHABIMBAIOIIUX JOILyCTHMOE
B3auMoJIeiicTBHEe MeXay cyObekToM M o0bekToM (IIpumeuanms: K cyObexTam OTHOCSTCS JHIA
n3 unucna pykosoaureneit [IHKO, ee nepconana, KIMEHTOB WM MHUIMHMPYEMbIE OT UX HMMEHHU
IIPOLIECCHl IO BBIMOJIHEHUIO JEHCTBUM Haj oObekramMu; OObEeKTaMH MOTYT OBITH ammapaTHOE
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CPEACTBO, MPOrpaMMHOE CpEACTBO, MPOrpaMMHO-alapaTHOE CPEeACTBO, WH(GOPMAIMOHHBIN
pecypc, yciyra, poLecc, CUCTeMa, HaJl KOTOPBIMU BBITIOJHSIOTCS JHCTBUS).

CBuaereJbCcTBa  BBINOJTHEHHS]  JCATEJBHOCTH 1O  o0ecmevyeHHMI0  HMHGOPMALHMOHHOMI
O0e3omacHOCTH - JIOKyMEHT MM 3JIEMEHT JOKYMEHTA, COAEpXKAllUi JOCTUTHYTBIE PE3YJbTaThl
(mpoMeXyTOUHbIe UJIM OKOHYATENbHbIE), oTHOCsAIMecs K ooecnieuenuto b ITHKO.

CBuJeTe/IbCTBA OLEHKM COOTBETCTBUSL (ayauTa) HHPOPMANMOHHON  0e30MaCHOCTH
YCTAHOBJICHHBIM KPHUTEPHUAM (CBHMETEJbCTBA OLEHKH cooTBercTBUs (ayaura) WUB) -
3anucu, wu3NoKeHue (akToB wuiaM Apyras uHPOpMalMsA, KOTOpPbIE HMMEIOT OTHOIIEHHE K
KPUTEpUSM OIIEHKH COOTBETCTBUS (CaMOOIICHKH cooTBeTcTBUsA, ayauTa) Wb u moryr ObITh
npoBepensbl. ([Ipumeuanne: CBHUIETENHCTBA OIEHKHM COOTBETCTBHUS (CaMOOIIEHKH COOTBETCTBUS,
aynuta) b MoryT ObITh KaueCTBEHHBIMU UM KOJTUYECTBEHHBIMH).

Cekpernas uHdpopmanusa - PeueBas wundopmanus, wuHQOpManusa, IUPKYIUpYyIOIIas B
CpeICTBaX BBIYUCIUTECIBHOW TEXHUKH M CBSI3M, TEJICKOMMYHHKAIMSIX, & TaKkKe Jpyrue
MH(POPMALIMOHHBIE PECYPCHI, COJIEpKalllie CBEJCHUS, OTHECEHHbIE K TOCYIapCTBEHHOH TaiiHe,
NpEJCTaBJICHHbIE B BHJC HWH()OPMATUBHBIX aKYyCTHUYECKUX U DIEKTPUYECKHX CUTHAJIOB,
¢busnueckux IMoJeil, MaTepuaJbHBIX HOCHUTENEH (B TOM YHMCIIe HAa MarHUTHOM M ONTHYECKOU
OCHOBE), MH(POPMAIIMOHHBIX MAaCCHBOB M 0a3 JTaHHBIX.

Cucrema - MHOXeECTBO (COBOKYMHOCTh) MaTEpHAIbHBIX OOBEKTOB (DJIEMEHTOB) JIOOOH, B
TOM  4YHClIe  pa3NIuYHOM  (PU3WYECKOW, TpUpPOAsl U HMHPOPMAIMOHHBIX  OOBEKTOB,
B3aMMOJICHCTBYIOIUX MEXIY COOOW Ui MOCTIKEHHsS oOmIei 1enu, o0najgaroliee CHUCTEMHBIM
cBoiictBoM (cBoiictBamu). (IIpummedanne: CHCTEMHBIM CBOWCTBOM (CBOWCTBAMHM) SIBIISICTCS
CBOMCTBO, KOTOPOE€ HE MMEET HH OJUH U3 DJIEMEHTOB M HH OJHO U3 IMOJAMHOXECTB AJIEMEHTOB
npu Jrob6oM crnocobe wieHeHHs. CHCTEMHOE CBOWCTBO HE BBIBOJUMO HEMOCPEACTBEHHO U3
CBOMCTB 2JIEMEHTOB M YacTei).

Cucrema Ub (CHUB) - CoOBOKYNHOCTh 3alllUTHBIX MEpP, 3AIIUTHBIX CPEACTB U MPOLIECCOB
UX 9KCILUTyaTaluy, BKIIOYasi peCypcHOe U aIMUHUCTPATUBHOE (OpraHu3allMOHHOE) O0ecTieueHueE.

Cucrema menemxmenta Ub (CMMUB) - Yacte menemxmenta [THKO, npennaznauenHas s
CO3JaHu, peanu3auuu, JKCIUTyaTaluH, MOHUTOPUHTA, aHajau3a, MOJJIEPKKHU U
COBEPIIIEHCTBOBAaHMS CUCTEMBI oOecnieueHus Ub.

Cucrema obecneuenuss Ub (COUB) - Cosokynnocts CMb u CMUb ITHKO.

CpencrBo 3amurel uHpopmanuu (C3U) - TexHuueckoe, NIpOrpaMMHOE CPENCTBO, BEILECTBO

H/uau MaTtcpuall, IpCAHa3HAYCHHBIC WU UCIIOJIB3YCMBIC JJIS 3allIUThL I/IH(I)OpMaI_[I/II/I.

CpeacrBo kpunrorpapudeckoii 3amurbl nHpopmanun (CK3HU) — CpeacTBO BRIUUCIUTENBHON
TEXHHKH, OCYIIIECTBIISAIONIee Kpunrorpadudeckoe npeodpazoBanue HHGOPMAIUU IS 00SCTICUeHUS
ee 0e30MacHOCTH.

Crangapt - JIoOKyMeHT, B KOTOPOM B  IEIsIX  JOOPOBOJIBHOTO  MHOTOKPATHOTO
WCIIONb30BAHUSl YCTAHABIMBAIOTCS XapaKTEPUCTUKH TPOAYKIIUH, TPaBUIA OCYIIECTBICHHUS U
XapaKTEPUCTUKU TMPOIECCOB MPOU3BOJICTBA, JKCIUTyaTallud, XPAHEHUs, MEPEBO3KH, pealu3aluu
W YTUIIU3AllUY, BBIIOTHEHHs paboT win okazanus yciyr. (IIpumedanue: CTaHmapT Takke MOMKET
coJiepKaTh TpeOOBaHUS K TEPMUHOJIOTUU, CHMBOJUKE, YIAKOBKE, MAPKUPOBKE WM ITHKETKAM U
MpaBUJIaM UX HAHECEHHUS).

16



Cy0bekT - AKTUBHBIH KOMIIOHEHT CHCTE€MBI (IIOJIb30BaTelb, IMpOLECC, MporpamMma),
JIENCTBHS KOTOPOIO PETIaMEHTHUPYIOTCS NIPaBUIIAMU pa3rpaHUYEHUs JOCTYIIA.

Cy0bexkTsl HHGOPMANMOHHBIX OTHOIIEHHMH - [l'oCcygapcTBO, TIOCYAApCTBEHHBIE OpraHsbl,
rOCyJIapCTBEHHbIE, OOILIECTBEHHbIE WJIM KOMMEpYecKHe opraHuzanuu (oObenuHeHus) U
npeanpusaTus  (IOpUIUYecKue JiMia), OTAeNbHble TpakaaHe ((pu3MuecKue JuIa) U HHbIE
CYOBEKTBI, B3aUMO/ICHCTBYIOIINE C LIEIbI0 COBMECTHONU 00pabOTKH HHPOPMALIUH.

Texuuueckue (anmapaTHo-nporpaMMHbIe) cpeacTBa 3aIUTHI - Paznuunsie
AJIEKTPOHHBIE YCTPOMCTBA U CHEIUANIBHBIE MPOrPaMMBbI, KOTOPHIE BBIMIOJIHSIOT (CaMOCTOSTEIBHO
WIA B KOMIUIEKCE C APYTUMH CPeICTBaMHu) (DYHKIMH 3aIlIUThl UHPOpMAuu (MACHTH(GHUKAIUIO U
ayTeHTU(UKAIMIO TIONb30BaTeNel, pasrpaHUYeHHe JOCTylla K pecypcaMm, perUCTpalrio
coObITHH, KpunTOrpaduIecKoe 3aKpbITHE HH(DOPMAITUHU U T.11.).

Texnosornueckuii mpouecc - [Ipouecc, peanus3yronmi HEKOTOPYIO TEXHOJIOTHIO.

TexHoaorus - COBOKyHHOCTB B3aMMOCBA3aHHBIX MCTOHAO0B, CHOCO6OB, MpueMoB HpCHMeTHOﬁ

JACATCIIBHOCTH.

TexnoJiorusi odecnieyeHnss HHPOPMAUMOHHOMH Oe3omacHocTH — OnpeiesieHHOE paclpeesieHne
GyHKIMH W periJamMeHTalysi TMOpsaKa WX HWCIOJNHEHHUS, a TakkKe TIOpsSIKa B3auMOJEHCTBUS
noapaznenenuit  u corpyanukoB  ITHKO mo  obecniedueHuro  KOMIUIEKCHOM — 3alllUTHI
uHpopmannoHHsix pecypcoB [THKO.

¥Yrpo3a - OnacHOCTb, MIPEIoJIararolas BO3MOXKHOCTh TOTeph (yiepoa).

VYrpo3a o6e3onacHoctd wuHpopmanum - [loTeHIIMATBLHO BO3MOXHOE COOBITHE, JICHCTBHE,
npolecc WM SIBIEHHE, KOTOPOE MOXKET NPUBECTH K HApYUICHHI0 KOH(UACHIUAIBHOCTH,
[IEJIOCTHOCTH, JOCTYMHOCTH WH(POpMAIHMK, a TakKe HENPaBOMEPHOMY €€ THPaXHPOBAHUIO,
KOTOPOE HaHOCUT yIIepO COOCTBEHHUKY, BIIaIeNbIly UM MTOJIH30BATEII0 HH(OPMAIIHH.

Yrpo3a wuHTepecam Ccy0beKTOB HHGPOPMAUMOHHBIX OTHOWeHWH - [loTeHUMAIBHO
BO3MOYKHOE COOBITHE, JCMCTBUE, MPOLECC WM SBICHHE, KOTOPOE IMOCPEACTBOM BO3JEHCTBHS Ha
MHPOPMALIMIO U Jpyrue WHGPOPMAIMOHHON CHCTEMBl MOXKET NPUBECTH K HAHECEHHWIO yiiepOa
MHTEpecaM JaHHBIX CYyOBEKTOB.

VYrpo3za wundopmanuonHoii Oe3onmacnoctu (yrpoza HUB) - VYrpo3a HapymieHHs CBOWCTB
Wb - nocTymHOCTH, LEIOCTHOCTH WK KOH(puaeHnnanbHocT nHpopMarmonHsix aktusoB [THKO.

YpoBenb  3amuTbhl  (KJIACC M KATeropusl  3alMIIEHHOCTH) -  XapaKTepHUCTHKA,
ONKChIBacMasi B HOPMATUBHBIX JOKYMEHTaX OINpEAEEHHOW TIpynmnod TpeOOBaHUH K JaHHOMY
KJIACCY M KaTEerOPHUH 3alUIICHHOCTH.

Ymep6é - VYTpara axkTHBOB, TNOBpeXAeHUHE (yTpaTa CBOMCTB) aKTHBOB M  (WiIH)
unppactpykrypsl I[IHKO wmm gpyroit Bpen axtuBam u (wnm) uHppactpyktype ITHKO,
HACTyNUBLIUH B pe3ysbrare peanusannuu yrpos Mb uepes ysa3sumoctu Ub.

YA3BUMOCTH aBTOMATHU3HPOBAHHOM CHCTEMBbI - JroOas XapaKkTepUCTUKA
aBTOMaTH3HpOBaHHOfI CHUCTEMBI, HCIIOJIB30BaHUEC KOTOpOfI MOXCT TIIPUBCCTH K pCain3dalun

YTPO3HI.

Vazumocts uHpopmauum - IlogsepikeHHOCTh HMH(OpPMALMKM  BO3JEHCTBUIO  Pa3IMUHBIX
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JNeCTaOMIM3UpPYIOIUX  (AaKTOpoB,  KOTOpbIE  MOTYT  MNpPHUBECTH K  HAapyUIEHHIO  ee
KOH(HJICHIIMATBHOCTH, 1IeIOCTHOCTH, JOCTYITHOCTH, WM HEMPABOMEPHOMY €€ TUPAXKHUPOBAHUIO.

Ysa3Bumocth HHpopManuoHHO#i Oe3onmacHocTH (yszBumoctb MB) - Crnaboe wmecto B
undpactpykrype [THKO, Bkmiouas COMB, koTopoe MOKET OBITh MCHOIB30BAHO JUISl pean3aliiu
WIN CIIOCOOCTBOBATh peanu3anuu yrpossl Ub.

Ysa3BuMocTh cy0ObekTa MH(OPMALMOHHBLIX OTHOWEeHMH — IloTeHiuManbHas MOABEPKEHHOCTH
CyObeKTa HAaHECEHUIO yiiepOa ero >KU3HEHHO BaXKHBIM MHTEpPEcaM IOCPEACTBOM BO3/ACHCTBHS Ha
KPUTUYHYIO JJIs1 HETO HHPOPMALIUIO, €€ HOCUTEIH U MPOoIecChl 00padoTKH.

®duszuyeckue Mepbl 3alUTBI - OTO pa3HOrO poJla MEXaHUYECKHE, DJEKTpPO- WIN
JJIEKTPOHHO - MEXAHWYECKUE YCTPOMCTBA M COOPYXKEHUS, CIECLUAIBHO IPEIHAa3HA4YCHHBIC UL
co3maHus (U3MYECKHX TNPEnsITCTBUH HAa BO3MOXHBIX IyTAX IPOHUKHOBEHHUS U JIOCTYIIa
NOTEHIMAJIbHBIX ~ HapylIuTeNned K  3ammmaeMoll  uHpopMamuum ©  OpyruM — pecypcam
MH(POPMALIMOHHOM CHCTEMBI, a TaKXKe TEXHUYECKHE CPE/ICTBA BU3yaJbHOIO HAOIIOAEHUS, CBSI3U U
OXPaHHOM CUTHAJIU3ALUH.

®usuyeckue cnocodbl  HapymeHus  OesomacHoctH  uMHpopmammu -  Bxirouaror:
YHUYTOXKECHUE, XMIEHWE M pPa3pyLICHHE CPeICTB 0OpabOTKM W 3aluThl WHPOpPMALUHU, CPEICTB
CBSI3W, IIEJICHANIPABJICHHOE BHECEHHWE B HHUX HEHCIPABHOCTEH; YHHUYTOKEHUE, XUIIEHUE WU
paspyllieHHe MAallMHHBIX WU JPYTUX OPUTHHAJIOB HOCUTENEeH WH(pOpMaluu; XUILEHHE KIHoueil
(KJIFOUEBBIX JOKYMEHTOB) CPEJCTB KpUNTOrpauueckoil 3amuTbl MHGOpMAIMM, HPOTrPAMMHBIX
WIN anmnapaTHBIX KIIOYed CpeaCcTB 3aliuThl MH(OpMAIMK OT HECAaHKIMOHMPOBAHHOTO JOCTYIIA;
BO3/ICHCTBHE Ha OOCIIYy)KMBAIOUIMHA IEpPCOHAT M I0Jb30BaTEIeH CUCTEMBbI C LEJIBIO CO3/aHUS
ONaronpusATHBIX YCIOBHH JUIsl pean3alui Yrpo3 0e30MacHOCTH MH(OpMalUM; AUBEPCHOHHBIE
JIEUCTBHUSI TIO OTHOIICHHWIO K OOBEeKTaM Oe3omacHOCTH WHGOpMaK (B3PBIBBI, IOIKOTH,
TE€XHUYECKHE aBapuH U T.JI.).

duznyeckuii KaHajl yredykun HHPopMmauuud - HekoHTpomupyemslid (u3udeckuid MyTh OT
UCTOYHUKAa wWHpOpMAMKM 3a TpeAensl a WIM Kpyra JHI, OOJaJalolMX OXpaHIeMbIMHU
CBEJCHUSAMM, IIOCPEACTBOM KOTOPOIO BO3MOXKHO HENpaBOMEpHOE (HECAaHKIMOHUPOBAHHOE)
OBJIaJICHUE HAPYUIUTENIEeM 3aliilaeMoil HHpopMaIHe.

HesocTHocTh uHopmanuu - CBONCTBO MHPOPMALINY, 3aKITFOYAIONICECs B €€ CYIICCTBOBAaHHH B
HCHCKOKEHHOM BHJC (HEU3MEHHOM IO OTHOIICHWIO K HEKOTOPOMY (UKCHPOBAHHOMY €€
COCTOSIHHUIO).

HenocTHocTh HHGoOpMannoHHBIX aKTUBOB - CBoiicTBo b [THKO coxpaHsATh HEU3MEHHOCTb WIH
UCHIPABIATH OOHAPYKEHHbIE U3MEHEHHS B CBOUX MH(POPMAIIMOHHBIX aKTUBAX.

Heap 3ammutel uHpopmaunum - IlpenorBpamieHne WIM  MHHUMH3AIHUS —~ HAHOCHMOTO
yimepba (TpsSAMOro WM KOCBEHHOTO, MaTepHalbHOTO, MOPAJIBHOTO WM HMHOTO) CyObeKTaM
WH(GOPMAIIMOHHBIX OTHOIICHUN TOCPEICTBOM HEXKENATeIbHOIO BO3ACHCTBUS HA KOMIIOHEHTHI
HH)OPMAITMOHHOM CHUCTEMBI, a TaKXe pasrjameHus (YyTeuKu), HCKaKEeHHs (MOAU(PHUKALINH),
yTpaTthbl (CHUKEHUS CTENICHH JOCTYITHOCTH) WJIM HE3aKOHHOTO TUPAXHUPOBAHUS UHPOPMAIIUH.

YacrHas mnoauTnka uWHEMOpMANUOHHON Oe3omacHocTH (yactHas mnoautuka HWB) -
JoxymeHTanus, AeTaau3upyrouias MOJ0XKEeHHs NONMUTHUKKM Wb NpuMEHUTENbHO K OAHOW WIH
HeCKOJBbKHM o0nactaMm b, Bumam u texHosiorusm aesrensaoctd [THKO.
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JaexTponHasi uupposas noamuce (AUII) - HWupopmauus B 3rekTpoHHOH  (opwme,

KOTOpass NPUCOEIMHEHAa K Jpyroil wuHpopmManMu B DSJIEKTPOHHOW (opMme (moamuchIBaeMOi

nHbOpMaIlMK) WIK UHBIM 00pa3oM CBs3aHa ¢ Takod MH(OpManmend U KOTopas HCIONb3yeTcs s

OomnpeaciiCHus Jinua, oAU ChIBAOIICTO I/IH(I)OpMaI_[I/IIO.

BC - 6ankoBckas cucTeMa,

K11 - KU3HEHHBIN LUK,

HP]I - HepernaMeHTUPOBAHHBIEC IEUCTBUS B PAMKAaxX IIPEIOCTaBICHHBIX ITIOJTHOMOYUH;

ITO - nporpammHoe oOecrieueHue;

P® - Poccuiickas ®enepanus;

IBM - 351eKTpOHHAS BBIYUCIUTEIbHAS MaIlIMHA.

3. O0BbEKTHI 3aIIUTHI

OcHoBHBIMU 00BbEKTaMH cucTeMbl HH(popmannoHHoi 6e3omacHoct B [ITHKO sBasroTes:

MHPOPMALIMOHHBIE ~ pecypcbl €  OIPAHMYEHHBIM  JOCTYIIOM,  COCTaBIISIOLIHE
KOH(QHICHIIMATIbHYI0 HWH(POpPMAIHIO, B TOM YHCJIE€ KOMMEPUYECKYI0, OAHKOBCKYIO TaiHY,
[epCOHANbHbIE JaHHbIE WIM HHBIE YYBCTBUTENIbHBIE IO OTHOLICHUIO K CIIy4yallHbIM H
HECAHKIIMOHUPOBAHHBIM BO3JICHCTBUAM M HAPYIICHUIO UX 0€301MacHOCTH UH(POPMALMOHHBIE
pecypcbl, a Takke OTKphITas (oOuienocTymHasi) uHbopMalus, HeoOXoaumasi Ajsi paboThl
ITHKO, He3aBucuMo OoT GOpMBbI U BHJIA €€ MpeacTaBieHus. MHbopmalys, Haxosmascs Ha
daiin-cepBepax, 6a3pl JaHHBIX, HOCUTENH MH(OpMAaIWK ¥ Hpoyas MHGOpMAanus, BKIOYAs
[apoJIu MOJIb30BaTeNeiH;

mporeccel  o0paboTtkum  wHpopmanmmu B uHpopmanumoHHot  cucreme  I[THKO,
UHPOPMAIIMOHHBIE TEXHOJOTHH, PETJIAaMEHTBl W TPOLEAyphl cOOpa, CUCTeMaTH3allus,
HAKOIUICHWE, YTOYHEHHE, HWCIOJb30BaHUE, XPAaHCHWE, OJOKHpPOBAHHE, YHHUYTOKEHUE W

nepenavya uHGopMaluu, Nojab30BaTeNd U aaMuHucTparopsl AbC;

nHpOpMAIMOHHAs WHMPACTPYKTypa, BKIIOYAMOIIAS CHUCTEMBI OOpaOOTKM H aHaIHM3a
uH(opMaIuy, TEXHUYECKHE W TMPOTPaMMHBEIE CpeICcTBa €€ OoOpaboTKH, TMepeaavyn Hu
OTO6pa)K€HI/ISI, B TOM 4YHCJIEC KaHaJIbl I/IHCI)OpMaHI/IOHHOFO oOmeHa u TCIICKOMMYHUKAIINH,
CUCTCMbI MW CpCACTBA 3alllUTHI I/IH(i)OPMElIIHI/I, 00BEKTBI H IMOMCIICHHA, B KOTOPBIX

pa3meiienbl koMmnoHeHThl ABC.

3.1. Crpykrypa, cocTaB H pa3Mellenne 00beKTOB 3alUThl, HHGOPMAIMOHHBIE CBSI3H

Nudopmanmonnas cpenqa I[IHKO  saBmsiercss  pacnpeneneHHOM — CTPYKTYpPOH,

oObenuHsomeN HHPOPMAIMOHHBIE MOACUCTEMbI OCHOBHOTO O(rca M BHYTPEHHUX CTPYKTYPHBIX

noJipa3ziesieHui B eIMHYI0 NHPOPMAIIMOHHYIO CUCTEMY.

K ocHoBHBIM 0coGeHHOCTAM nHpopMannonHoi cpensl [IHKO otHocsTCS:

3HAYHUTENBHOEC paclipeHne CcQepbl HUCIOIb30BaHUS aBTOMATU3UPOBAHHBIX  CHUCTEM
00paboTku nHOpMAIUH;
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e pa3HOOOpa3ue pemaeMbIX 3aay;

® 3HAauyuTEIbHAs BAXKHOCTb M OTBETCTBEHHOCTb pELICHUN, IIPUHUMAEMBIX Ha OCHOBE
aBTOMAaTH3MPOBAHHOW 00paOOTKM MAaHHBIX (ITOJrOTOBKA OTYETHOCTH, MOATOTOBKA PEHCOB,
OTIIpaBKa JEHEKHBIX IEPEBOJIOB U IP.);

o O6’be,£[I/IHeHI/IC B C€IHHBIX 0azax JaHHBIX I/IH(bopMaI_[I/II/I pas3IdHOro Ha3HAYCHHA,
MPUHAAJIC)KHOCTHU U ypOBHGfI KOH(l)I/II[eHI_II/IaJ'ILHOCTI/I;

e Hajguuhe OOJBINOr0 4YHWCiia WHOOPMANMOHHBIX KAaHAJIOB B3aMMOJICHCTBUS C «BHEITHUM
MUpPOM» (MCTOYHMKaAMHU U ToTpeOutensmMu wuHpopmanuu) (ceth HHTEpHET M napyrue
CTIeMAIM3UPOBAHHBIC KOMITBIOTEPHBIC CETH);

® HHTCHCHBHOCTH I/IH(l)OpMaHI/IOHHI)IX ITIOTOKOB,

e pa3HoOOpa3We KaTeropui AOCTyHma OOCHYXHBAIOIIEro MNEepCOHaNa K SKCIUTyaTHUPYEeMbIM

CHCTEMaM.
3.2. Kareropuu nH(pOPMAIUOHHBIX PeCYyPCOB, MOIJIEKAIIMX 3aLIUTE

B wundopmanmonnsix cucremax [IHKO mmpkymupyer wuHbopmamus, copeprkamias
CBEJICHUSI OTPAaHUYCHHOTO PACHPOCTPAHEHUS PA3TMYHBIX YPOBHEW KOH(PUIACHIIMATIBHOCTH
(6ankoBCKas, cimyxeOHas, KomMMmepueckas WHGOpMaIUs, TEPCOHAIbHBIC JaHHBIC) W OTKPBITHIC
CBEJICHUA.

3ammre mnOMICKUT Bcs uHGopmarusas W uHbopmarmonHele pecypebl  [THKO,
HE3aBUCUMO OT UX MPEJICTABIICHUS U MECTOHAXOXKIeHus1 B nHpopMannonHoit cpene [THKO:

® CBCICHHUS, COCTaBJIAIONINE OAHKOBCKYIO TaifHy, JOCTYIl K KOTOPHIM OTpaHUYEH B
cootBeTcTBHM ¢ DenepanbHbiM 3aKk0HOM OT 02.12.1990 No 395-1 «O Gankax u 0aHKOBCKOMH
JeSITEITLHOCTHY;

® CBEJICHHUS, COCTABISIIONIME KOMMEpPYECKYIO TaifHy, IOCTyNl K KOTOPBIM OTpPaHHYEH B
cooTBeTcTBUM ¢ DenepanbHbiM 3akoHOM OT 29.07.2004 r. Ne 98-®3 «O kxommepueckoin
TaliHe»;

® CBCJECHUS SBILIIONIUECS TEPCOHAIBHBIMUA JIaHHBIMHU, JOCTYI K KOTOPBIM PETYJIHPYETCS
®enepanbHbIM 3aKOHOM OT 27.07.2006 1. Ne 152-03 «O nepcoHaIbHBIX TaHHBIXY;

e [pouue BHUIBI TallH, a TaKXke OTKphITasg HH(OpMalus, HeodOxonumas Juisi oOecredeHus

¢dbynkuuonuposanus [THKO.
3.3. Knaccupuxauuss nHGOPMANMOHHBIX AKTHBOB, MOJIEKALIUX 3aLATE
[To mpupoze cymecTBOBaHUS aKTUBHI (IIEHHOCTH) KIaCCU(PHUIIUPYIOTCS:

e MaTepHalibHbIE - IIEHHOCTH, CYIIECTBYIOLIME B BHJE MpeaMeToB. Hampumep: cuctemHbie
6ok OBM 1 MOHUTOpPHKI, HOCUTENU HH(DOpPMALIUU (KECTKHE TUCKH, CheMHBIE HAKOMTUTEIH,
rubkue aucku), nposona JIBC, MmapmpyTuszaTtopsl M JApyroe cereBoe 000pyIoBaHHE,
JIOTOBOPBI C TEYATIMH M aTpuOyTamMH CTOPOH B OyMa)XHOM BHJE, IPUHTEPHI, KCEPOKCHI,

MHOTO()YHKIIMOHAJIbHBIE YCTPOCTBA, 0AHKOMATBI, TEPMHUHAIIBL;

® HEMATCPpHUAJIBbHBIC - HOCHHOCTH, COACpKAIOIMUC CBCACHHA, KOTOPLIC XPAHATCA  Ha
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CHEIMATbHBIX HOCUTENSX, B (hallIOBBIX KOHTEWHEpax WM KaTajuorax, MepemarTcs IO
MPOBOAHBIM U OECHpOBOAHBIM KaHallaM CBs3M, 00pabaTHIBAIOTCS TEXHHUUYECKUMU U
porpaMMHBIMH cpeacTBaMu. Hampumep:

= pH(pOpMAIHA O KIIMCHTAX;

= onepalyy, IPOBOJUMEIE [0 CUETaM;

®  HACTPOWKH CHUCTEM 3alIUThl HH(OPMAIIHUH;

= iIoveBast nHpopMmanys s pacmudpoBbiBanus U co3ganus JLIT;
®  OIepalyH, MPOBOIUMEIE O€3 OTKPBITHS CUCTOB;

® JMeHa, HapoJid U Japyras uHdopmalus, UCIoib3yeMas i MOJy4YeHHUs JToCTyna K
OBM,
JIBC unu K TEXHUYECKUM U IIPOrPAMMHBIM CPEACTBAM.

MaTepI/IaJ'IBHBIe AKTHBbI (I_ICHHOCTI/I) JOJDKHBI  3aIIUMIIATBCA  OPraHu3allMOHHBIMH,
HHXXCHCPHBIMU U TEXHUYCCKHUMHU CHOCO6aMI/I, METOJaMU (1)H3I/IquKOI>'I OXpaHbl U nepnonnqecxoﬁ

MIPOBEPKOIl HATMYMS U UCIIPABHOCTH.

Hemarepuanbubie akTuBBI (IIEHHOCTH) JOJDKHBI 3alllMIIATBCA TEXHUYECKHUMH U
MIPOTrpaMMHBIMHU CITOCOOAMH, METOJaMH paclpe/eSieHrs MpaB J0CTYyNa, PETUCTpaIluu J0CTyIa U
BBITIOJTHSIEMBIX OTICPAITHA.

Z[OHYCKaeTCH HCIIOJIB30BaHUEC HHBIX CHOCO6OB, MCTOAOB U TeXHOHOFHﬁ, IIO3BOJIAIOIIUX
00ecneynTh 3alllUTy MaT€pHajJIbHbBIX W  HEMATCpHUAJIBHBIX AKTHBOB, €CJIU CYIICCTBYCT
BO3MOKXHOCTB ITPOBEPKU IMPABUIIBHOCTH UX (bYHKI_II/IOHI/IPOBaHI/IH.

[lo crenmeHu 3HAYMMOCTH AaKTUBBI (LIEHHOCTH) KJIacCU(PULIUPYIOTCS, B MOPSAIKE
yOBIBaHUS IPUOPUTETA!

e KOpHOpaTHUBHBIE - UMEIOIINE OOJBIIYIO HEHHOCTh WJIM 3HAYUMOCTD IS BCEX
noapazaenenuit ITHKO, kirenToB u koHTparenToB. Hanpumep: 1okyMeHTalus
oyxranrepckoro y4yera, ATC (aBTomaTtudeckas TeneOHHAsI CTaHIUS ), CEPBEP XPaHEHUS
nanubix ABC, cepsep npuioxkenunit ABC, mo4ToBbIi cepBep, web-cepBep T.1I.;

e aKkTUB (LEHHOCTH) IMOJAPA3JCICHUS - HUMEIOIIME 3HAYEHHWE /I BCEro IO0Jpa3fesiCHusl.
Hampumep: ¢aitioBoe xpanwmnuie padoueid W OT4ETHOW WHGOpPMAIUU, TEXHUYECKUE U
IIPOIPaMMHBIE CpPEICTBA, HCIOJIb3yEMbIE BCEM IOAPA3/EICHUEM, HE OTHOCSIIMECS K
adKTUBaM
JpYTUux NPHUOPUTETOB;

® JIOJDKHOCTHBIE - MMEIOLIME 3HAYUMOCTb JUISI ONPENENECHHBIX JOJDKHOCTHBIX JIMLL
Hanpumep: 9BM, 3akpemieHHas 3a KaKIbIM U3 COTPYJHUKOB, MHCTPYKLIUU U CIIPaBOYHBIE
MaTepHaibl, Ha0op paboyuX JOKYMEHTOB COTPYAHHUKA, IMOYTOBBIM SAIIMK C XpaHALIeHcs B
HEM
KOPPECIOHJEHIIUEN U MapoJib Ha AOCTYI K HEMY, IapoJib Ha JocTyl K OBM U B JI0KanbHYyIO
CETb;

e 001mue - uMerolre HeOObIIYI0 MaTepHAIbHYIO IEHHOCTh, HO UMEIOINE 3HAUUMOCTD
st Beex nonpasaenenuit [ITHKO. Hanpumep: npukasbl, MOI0KEHUS, TOJTUTUKH,
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IpOLEypHl, )KypHAJIbl, OTIUCH, PEECTPhI U APyrHe BHyTpeHHNE (OaHKOBCKHE) WIIM BHELTHHUE
(He OGaHKOBCKHUE) JOKYMEHTBI, OTIpeIeIIONINe MOPSIOK TPOBEACHUS paboT, coepKalue
napaMeTpbl HAaCTPOEK CUCTEM, YKa3aHUsS O HAKJIaJbIBAEMbIX OIPAaHUUYEHUAX UM XpaHsIIne
CBHJIETEJILCTBA BBIIIOJIHEHUS KaKOW-T100 AesITeIbHOCTH.

3.4. Undopmanuonnnie neHHoctu [THKO, noasiexanue 3ammure

NupopmanmonnsiMu rieHHocTsiMu [THKO cunrarores:

TuIaTexHast HH(popMarus 00 OCYIIECTBICHHBIX pacueTax;
KOHTakTHas uHpopmarms o corpynaukax [THKO;
uHpopmManus o karueHTax u kourparenrax [IHKO;
IPOTrpaMMHBIE U aNlapaTHbIE CUCTEMBI;

HACTPOWKU MPOTPAMMHBIX M alllIApaTHBIX CHCTEM;
CHCTEMBI oOecrieueHMsT 0€30ITaCHOCTH;

HACTPOWKHU CHCTEM o0ecriedeHus: 6e30MacHOCTH;
HOCUTENU UH(OPMAIK U KaHAJIbI CBA3H;

3HaHus U yMeHus corpynnukos [THKO;

OpUruHaJIbl OPUAUYCCKHU 3HAYUMBIX TOKYMCHTOB.

3.5. Undopmanuonnnie uurepecs IHKO

WNudopmannonnsie nuatepecs! ITHKO:

XpaHeHne NH()OPMAMOHHBIX AKTHBOB,;
6e3onacHasi 00paboTka HHPOPMAITMOHHBIX AKTHUBOB,;
OpTaHM3aLMsl CUCTEMBI KOHTPOJIS TOCTYNA K MH(GOPMAIIMOHHBIM aKTHBaM;

BBISIBIICHHE PHCKOB U YTPO3 UH(OPMAIIMOHHBIM aKTHBAM.

4. lleau u 3a7a4n obecnevyeHusi 6e30MaACHOCTH MHPOPMAHH

4.1. Unrtepecsl 3aTparuBaeMbIX Cy0beKTOB HH(POPMAIHMOHHBIX OTHOLIEHHI

CyObexkramMu WH(POPMAIIMOHHBIX OTHOIIEHUH TNpu obecrneueHuH HH(DOPMAIMOHHON

oe3onacuoctu [THKO saBistrorest:

ITHKO, xak coOcTBeHHHK HH()OPMAITMOHHBIX PECYPCOB;
noapasaenenus [THKO, ygactByromue B mHQOpMaIimoHHOM 00OMEHE;

PYKOBOJICTBO M COTPYAHUKH CTPYKTypHbIX mnoapasnaenenuii [THKO, B coorBeTcTBHM C
BO3JIO’KEHHBIMU HA HUX (QYHKIHSIMHU;

IOPUINYCCKHUE U (1)I/I3I/I‘~ICCKI/I€ Juna, CBCACHUA O KOTOPBIX HAKAIINIMBAKOTCA, XPAHATCA U
obpabateiBatoTcs B nHGopmanmonHoi cucteme [THKO;
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e Jpyrue Ilopuaddeckue U (U3MYECKUE JIMIa, 3aJeWCTBOBaHHbIE B OOeceueHUuu
BeimostHeHHsT [THKO cBoux (yHKIui (KOHCYJIBTAaHTHI, pa3pabOTUYMKH, OOCITYKMBAIOIITUN
MepCOHAJI, OpraHU3aliy, IPUBJIEKaeMbIE JJIS1 OKa3aHUs YCIYT U IIp.).

[lepeuncieHHbie CyOBEKTHI WH(POPMALMOHHBIX OTHOIICHUH 3aWHTEPECOBAHBI B
o0ecrieueHuu:

® CBOEBPEMEHHOIO JIOCTYIA K HEOOX0AMMOU UM nH(popmammu (€€ TOCTYITHOCTH);
® JIOCTOBEPHOCTH (TIOJHOTHI, TOYHOCTH, a/IEKBAaTHOCTH, 11€I0CTHOCTH) HHPOpMAIUY;

® KOHQHUIEHIMATHHOCTH (COXpaHEHHWs B TaiHE) OMNpelNeNeHHOW 4YacTh WH(POpMAINH;

3alUTHl OT HABA3BIBAHUS UM JIOXKHOM (HEIOCTOBEPHOM, HCKaXKEHHOI ) HH(OpMaLIUK;

® pasrpaHUYEHUs] OTBETCTBEHHOCTH 3a HapyLIEHMs UX IpaB (MHTEPECOB) U YCTAaHOBJIEHHBIX

paBwII oOpalieHus ¢ HHPopMaIIei;

® BO3MOXXHOCTH OCYIIECTBIICHHS HETIPEPHIBHOTO KOHTPOJISI U YIIPaBICHHUS MPOLIECCAMU
00paboTKH U nepesaun HHpopMarumy;

® 3AIUTHl YacTH WH(OPMAIMU OT HE3aKOHHOTO €€ THUPAKHUPOBAHUS (3AIIUTHI ABTOPCKHX
pas, MpaB COOCTBEHHUKA MH(DOPMAIUH U T.I1.).

4.2. Ileau 3a1HUTHI

OcnoBHoit menpto  obecriedenuss Wb B TIHKO sBmsercst 3ammra CcyOBEKTOB
MH(GOPMAIIMOHHBIX ~ OTHOILIEHUHM, WHTEPEChl KOTOPBIX 3aTparuBalOTCd TMpPU  CO3MAHUH U
¢byakuonupoBanud  ABC, OT BO3MOXHOTO HAHECEHHWS WM MaTepHalIbHOTO, (U3UYECKOrO,
MOpPaJIbHOIO WJIM WHOTO yliepOa MOCPEICTBOM CIy4ailHOrO WM MPEIHaMEPEHHOrO BO3JCHCTBUS
Ha MHGOpPMAIMIO, €€ HOCHUTENIM, Ipolecchl O0pabOTKM M INepefaud, a TakkKe MUHHUMH3AIUs
YPOBHSI OIEPAIMOHHOTO W JIPYTHX PUCKOB (PHCK HaHECEHHWs ypoHa aenoBoil pemytaruu [THKO,
IIPaBOBOM PUCK U T.J.).

Jlisi  TOCTWXKEHUS yKa3aHHOM IeJH HEoOXOIUMO O0ECIeYHTh H  TOCTOSIHHO
MO/IICPKUBATH CleAyromue cpoiicTBa nHbopmanmu u camod ABC, ee oOpabaTriBaromei:

® JIOCTYIMHOCTh MH(OpPMAIMK M ONEpaluil ¢ Hel I 3aperucTPUPOBAHHBIX MOJIH30BATENECH,
ycroitunBoe (QynkuuonupoBanue ABC IIHKO, npu koTopoM TmOJIb30BaTENM HMMEIOT
BO3MOXXHOCTh TOJY4YEHHs] HEOOXOAMMOM MHGPOpMAalUu U pe3yslbTaTOB PELIEHUS 3ajad 3a

IIPUEMIIEMOE ISl HUX BPEMS;

e oOecneueHre KOH(UICHIMANBHOM MHpOpMauuu, XpaHuMoil, oOpabarsiBaemoii B ABC u
nepeaBaeMoii 1o KaHajlaM CBSI3H;

® IICJIOCTHOCTh W AyTEHTHYHOCTh HMH(OpMaluH, XpaHUMoOW u oOpabarpiBaemoii B ABC u
nepenaBaeMoil Mo KaHaiaM CBSI3U;

® OTBETCTBEHHOCTh  CyOBEKTOB  MH(GOPMAIMOHHBIX  OTHOUIEHWH 32  JONYLICHHbIE
HapyIICHUs TMOPSJIKOB U MHCTPYKIMI O€30MacHOCTH, MOBJIEKIIHE 3a cO0O0M yiiepd st
OJIHOTO WJIM HECKOJBKHUX CYOBEKTOB MH(POPMAIIMOHHBIX OTHOIIICHUH.

H606XOHHMBIﬁ YPOBCHL AOCTYIIHOCTH, MLECIOCTHOCTU H KOH(l)I/II[eHI_[I/IaJ'IBHOCTI/I
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I/IH(I)OpMaI_II/II/I obecreunBaeTcs COOTBCTCTBYIOIIMMU MHOKCCTBY 3HAYHMMBIX YIpO3 MCETOAAMHU U

CpeACTBaMu 3alllUTHI.

4.3. OcHoBHBbIE 32]]a4H CHCTEMbI 00ecnevenusi 6e3onacHoctTu nHpopmanuu THKO

21.]'[5{ JOCTHIKCHHUA OCHOBHOI Oejim 3allluTbl U obecrneueHus YKa3aHHBIX CBOMWCTB

uHpopManuu cuctemMa obOecrieueHus wuHpopmanmoHHOH OesomacHoct [THKO — nmomxna

obecrieunBaTh YP(HEKTUBHOE PEIICHUE CICAYIONMINX 3a/1ay:

CBOCBPEMEHHOE  BBIBICHHE, OLICHKA W  NPOrHO3UPOBAHME  HCTOYHUKOB  YIpO3
MHPOPMALIMOHHOW OE€30MacHOCTH, MPHYUH M YCIOBUH, CIIOCOOCTBYIOIIMX HAHECEHUIO
ymepoa

3aMHTEPECOBAHHBIM CYOBEKTaM WH(POPMALMOHHBIX OTHOIICHUH, HAPYIICHUIO HOPMAIBLHOTO
¢dbynkunonupoBanus nHpopmaronHoi cucrems! [THKO;

CO3[ITaHHE MEXaHHM3Ma ONEPATHBHOTO PEarkpOBAaHUS Ha YTPO3bl O€30MAaCHOCTH MH(DOpMAIUH
Y HETaTUBHBIC TCHJICHIINH;

CO3JaHM€ YCIOBMM JUIsi MMHUMH3AlMM M JIOKAJIU3alMM HaHOCUMOro  yiepOa
HEMpPaBOMEPHBIMM ~ ACHCTBUAMM  (U3MYECKUX U IOPUAMYECKHUX JIMI, OcjabjeHue
HEraTMBHOTO BIMSAHUS M  JIMKBUJALMSA TOCIEACTBMM  HapymeHus 0e30MacHOCTH
nHbopMaIuy;

3alMTy OT BMemareibcTBa B mporecc ¢yHkuuonupoanusi AbBC [THKO nocroponHux
a1 (JOCTyN K MH(OPMALMOHHBIM pecypcaM JOJKHBI UMETh TOJBKO 3apETUCTPUPOBAHHbIE
B YCTAHOBJICHHOM MOPSAKE MOJIb30BATENN);

pasrpaHMYeHHe  JIOCTyNa  TOoJib30BaTeNell K MH(QOPMAIMOHHBIM,  allapaTHbBIM,
nporpaMMHbIM 1 UHBIM pecypcaM [THKO (Bo3MoxKHOCTB J0CTyNa TOJNBKO K TEM pecypcam U
BBITMIOJIHEHUSI TOJIBKO TeX ONepaluidi ¢ HUMH, KOTOpble HEOOXOOUMBI KOHKPETHBIM
MOJIb30BATEISIM [Tl BBITIOJIHEHHUS CBOMX CIYXEOHBIX O0s3aHHOCTEH), TO €CTh 3alUTy OT
HECaHKI[MOHUPOBAHHOI'O JOCTYIIA;

obOecrieueHre ayTeHTU(UKAIMKM TOJb30BaTeNel, YYacTBYIOIIUX B HHYOPMAIIOHHOM
oOMeHe (MoATBepkKACHNUE MOATUHHOCTH OTIIPABUTENS U MOTyvaTess HHPOopMaIum);

3Ty OT HECAHKIIMOHMPOBAHHONW MOJU(PUKAINNKA HCIIONB3YEMBIX B KOPIOPATUBHOU
undopmarmonHoit cucreme [THKO mporpaMMHBIX CpeicTB, a TakKe 3aIIUTy CHCTEMBI OT
BHEJJPEHUS HECAaHKIIMOHUPOBAHHBIX MPOTPAMM, BKIIOUAsi KOMIIBIOTEPHBIE BUPYCHI;

3alIuTy I/IH(i)OpMaI_[I/II/I OTPaHUYCHHOI'O ITOJB30BaHUA OT YTCUKU MO TEXHUYCCKHM KaHallaM
Ipu €c O6pa6OTKC, XpaHCHHUH U IIepE€aaduc 1o KaHajlaM CBA3H,

o0ecrieueHne «GKUBYYECTH) KPUNTOTPAPHUECKUX CPEACTB 3alIUTHl HH()OPMAIIHH.

4.4. OcHoBHbIE MYTH PeLIeHHUs 32124 CHCTEMbI 3aIIUThI

IlocTaBiieHHBIE OCHOBHBIE IEIH 3aIMTHl U pPEIICHUC MCPCUYMCICHHBIX BBIIIC 3aja4d

JOCTHUI'aOTCA:

® CTPOTHM Y4Y€TOM BCEX MOJIECKAIIMX 3alIUTE PECypcoB CHUCTEeMBI (MH(OpMaIuH, 3aaad,
KaHaJIOB CBSI3U, CEPBEPOB, aBTOMATU3UPOBAHHBIX pA00OYMX MECT);

24



periiaMeHTarel mpoueccoB 00pabOTKM mMoJyIeKameld 3ammTe WHGOPMAI ¢
MPUMEHEHHEM CpEJICTB aBTOMATH3allMM M JIEHCTBUN COTPYIHUKOB CTPYKTYPHBIX
Mopa3IeICHAN

I[THKO, wucnons3yromux ABC, a Takke JEHCTBUH MEPCOHANIA, OCYIIECTBIISIOIIETO
oOcy>)KuBaHUE

1  MOAM(PUKAIMIO TPOrPaMMHBIX U TexHuueckux cpeacts ABC, Ha ocHOBe
YTBEPIKICHHBIX

[TpaBiieHMeM  OPraHMU3AMMOHHO-PACIIOPSIUTEBHBIX ~ JOKYMEHTOB [0  BOIPOCaM
obecniedeHuns HHYOPMAITMOHHOHN 0€30MaCHOCTH;

MOJTHOTOM, pPEalbHOM  BBIOJHUMOCTBIO M HEMPOTHBOPEYMBOCTHIO  TpeOOBaHUIA
pernmamenTupytouux gokymenToB [THKO mo Bonpocam oGecnieuenust nHGOpMATMOHHON
0€30I1acHOCTH;

Ha3HAUYEHHEM U MOJTrOTOBKOM TOHKHOCTHBIX JUI (coTpyauukoB ITHKO), oTBeTCTBEHHBIX
32 OpPraHM3alUI0 U OCYILECTBICHHE NPAKTHUECKUX MEPOIpPUATHIl TO 00ecreueHHIo
nH(GOPMaIMOHHOHN 06€30MaCHOCTH U MPOIecCOB e€ 00padoTKH;

HAJIEJICHHEM KaXXJ0TO0 COTPYIHHUKA (IOJh30BaTENsl) MUHUMAIBLHO HEOOXOIUMBIMHU IS
BBITIOJIHEHHSI UM CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH MOJHOMOYHSIMU I10 JOCTYIYy K
pecypcam [THKO;

YETKUM 3HAHHEM M CTPOTUM COOJIIOJICHHEM BCEMHU COTPYIHUKAMH, HCTOIB3YIOMUMHA U
00CITy>)KUBAIOITUMHU anmapaTHele W Tporpammubie cpeactBa ABC, TtpeGoBaHuit
pErIaMeHTUPYIONIUX JIOKYMEHTOB IO BompocaMm oOecreueHuss HH()OpMaImOHHOM
0e30MacHOCTH;

HepCOHaﬂbHOﬁ OTBECTCTBCHHOCTBHIO 3a CBOU ﬂeﬁCTBHH Kaxaoro COTpyAHHUKA,
YYaCTBYIOIIETO B paMKax CBOUX (YHKIMOHAJIBHBIX OOS3aHHOCTEW B mpoleccax
aBTOMATHU3MPOBAHHONW 00pabOTKM HMH(POpPMANMM M HMMEIOIIEro JOCTYI K pecypcam
[THKO;

peanmauneﬁ TCXHOJIOTUYCCKUX IIPOLICCCOB O6pa6OTI(I/I I/IH(I)OpMaI_II/II/I C UCIIOJIb30BAHHEM
KOMIIJICKCOB OpPTraHHU3allMOHHO-TCXHUYCCKHUX MCP 3alllUThl IIPOrpaMMHOI0 OGGCHG‘-IGHI/ISI,
TCXHUYCCKHUX CPCACTB U JaHHBIX;

npuHsATHEM 3((PEKTUBHBIX Mep obOecrneueHus (PU3NYECKON IETOCTHOCTH TEXHHUYECKHX
CPEACTB ¥ HENPEPHIBHBIM TOJIEPKAHUEM HEOOXOJUMOT0 YpPOBHS 3allUIIEHHOCTH
KOMITOHEHTOB

ABC;

NpUMEHEHHEM (QU3NIECKUX U TEXHHYECKUX (IIPOTpaMMHO-aNIapaTHbBIX) CPEACTB 3aIUThI
pecypcoB  CUCTEMbI W  HENPEPBIBHOM  aJIMHHHCTPATUBHOW  HONJEPKKOM  HX

HCIIOJIBb30BaHMUA,

pasrpaHWYCHHEM TIOTOKOB HWH(OPMALMH, TMPEIyCMaTPUBAIONIMM MPEIYIPEkKICHUE
nonajganus nHpopmanuu 0oJsiee BHICOKOTO YPOBHSA KOH(PHUIECHIMAIBHOCTH HA HOCUTEIH U
B (aiinel ¢ Ooilee HU3KUM YPOBHEM KOH(HICHIMATIBHOCTH, a TaKXKE 3alpereHrneM
nepenayd MHGOPMalUy OrPAaHUYEHHOTI'O PACIIPOCTPAHEHUS 10 HE3ALUIIEHHBIM KaHallaM
CBA3U;
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e 5p(dEeKTUBHBIM KOHTPOJIEM CO CTOPOHHI JlemaprameHnTa 0€30MacHOCTH 3a COOJI0ICHUEM
corpynaukamu noapasaenenuii [IHKO tpeboBanuit mo obecneuenuto Ub;

e opuauueckoit 3amurtoi uHrepecoB ITHKO npu B3aumozeiicTBuu ero mojpasneieHuil ¢
BHEIITHUMH OpPTaHU3alUsIMH (CBI3aHHOM ¢ 0OMEHOM MH(pOpMaIeit) OT IPOTHBOIIPABHBIX
JNEUCTBUM, KAaK CO CTOPOHBI ATHUX OpPraHU3alWi, TaK WU OT HECAHKIWOHUPOBAHHBIX

JENUCTBUN 00CITY>)KMBAIOIIIETO MEPCOHATA W TPEThUX JIUII,

® TPOBEACHUEM IOCTOSHHOTO aHan3a (P(HEKTUBHOCTH M JIOCTATOYHOCTH MPUHSATHIX MEp U
NPUMEHSIEMBIX CpPEACTB 3allMThl WHpOpPMAIMW, pa3paboTKO ©  peanu3anueit
IIPEMIOKECHUM o
COBEPILIEHCTBOBAHHIO CUCTEMBI 3aIIUTHI HH()OPMAIIHH.

4.5. O6aacte aeiicreus HoauTuku

Ob6nacte neiictBus [lonmuTuku pacnpocTpaHseTcs Ha Bce BUABI JIEATEIBHOCTH, B
MIPOLIECCe BBINOJHEHUS] KOTOPBIX OCYLIECTBISIETCd XpaHEHHEe U 00paboTka 3JIEeKTPOHHOM
MHGOPMaIMUIIPOrPaMMHBIMH UM TEXHHUYECKMMH cpelcTBaMu ((popmupoBaHue, mpueM, mepezaua,
MoauduKanusa), a Takke, eciu HHPopMamus He o0pabaTbiBaeTCs TEXHHUUYECKUMHU WU
MPOrPaMMHBIMH  CPEJCTBAMH  (COJAEPKUTCSI HA HOCHUTEISAX HMH(POpPMAIMM HE MO3BOJIIOMINUX
00pabaThIBaTh €€ TAKUMHU CPEACTBAMU), HO MOJICIKUT 3aIUTE.

Hacrosimas ITonutrka o0s3aTenbHa sl HCTIOIB30BaHus BceMu cotpynaukamu [THKO
npu pa3paboTKe JTOKyMEHTaluu, Kacaromelcs uHpopmanmonHoit OezonmacHoctu [THKO, myrem
CCBUIOK Ha €€ IIeJIU, IEHHOCTH, MPUHIHUIBI M TpeOOBaHUSA. DTOT JOKYMEHT OOs3aTeleH s
COOJTFOICHUS BCEMH COTPYTHUKAMH, KITMCHTAMH U KOHTPArCHTAMH.

Jns mr000ro mporpaMMHOrO WJIM TEXHHYECKOIO CpEICTBA, MCIOJIb3yEMOIo WU
IUIAHUPYEMOI'O K UCHOJb30BAaHUIO, MOXET ObITh paszpaboraHa uactHas mnonutuka Ub,
olpeeNsoast:

o 1ieau Vb B criocoOBI UX JOCTIDKCHUS;

e KOHKpeTHbIe TpeOoBaHus Vb, BeImoaHsAEMbIE TIpH pabOTE ¢ STUM CPEICTBOM;

® CIIHCOK JOKYMEHTOB MPOIEAYPHOTO YPOBHS U YPOBHSI JIOCTUTHYTBIX PE3YJIbTaTOB;
® TIOpAIOK (POPMUPOBAHUS JOKYMEHTOB YPOBHS JOCTUTHYTHIX PE3YIbTaTOR;

® JIOJDKHOCTHBIX JIUII, OTBETCTBEHHBIX 32 UCIOJIHEHUE U KOHTPOJIb;

® Mephl OTBETCTBEHHOCTH 332 HEHCIIOJIHEHUE U OTCYTCTBHUE KOHTPOJIS;

®  TIOPAJIOK UCTIOTHEHUS U KOHTPOJIS;

® CIIHCOK YSI3BUMOCTEH;

e MOJENb YIpO3 U HapyIIUTENIEH.

[Topsnox coomonenus npuHuumnoB Ilomutuku corpyanukamu [THKO:

®  BbBINNOJHCHUEC JOJDKHOCTHBIX HHCTPYKHHﬁ;
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BBINIOJTHEHHE UHCTPYKUHUH 1O paboTe ¢ TEXHUYECKUMHU U POTPaMMHBIMU KOMIUIEKCAMH;
BBHITIOJTHEHHE MTPABUJI TEXHUKHU 0€30MaCHOCTH;

BBITIOJTHEHHE OOIIMX 00s13aHHOCTEH 110 00ecredeHno HHPOPMaIMOHHON 0€30MMacHOCTH.

[Topsnox coomonenus npunuumnos [1Ub knmuenramu n kontparenramu [THKO:

BBIIIOJIHCHHEC 065138.TCJ'IBCTB, YCTAHOBJICHHBIX JOTOBOpAMU;

BBITIOJIHEHHE  HMHCTPYKIIUA 1O  cOOMo/eHnt0  WH(POPMAIMOHHONW  0€30MacHOCTH,
NpUIaraéMbIX K JOrOBOpaM Ha MPEAOCTABICHHUE YCIIYT.

Knuentsl mMoryr He BbimonHATH TpeOoBanus Wb ITHKO nHa cBoil crpax M puck (T.e. MMEIOT

[IpaBoO IMPHUHUMATL Ha ceb0s Taxoit pI/ICK), YTO AOJIKHO OBITh YKa3aHO B JOTOBOpax C KIIMCHTaAMHU

Ha NpeaOCTaBJICHUC YCIIYT.

5. OcHoBHbIe yrpo3sl 6e3onacHocTu nHpopmanuu THKO

5.1. Yrpo3bl 6e30nacHOCTH HHPOPMAIIMM M HX HCTOYHHKH

Bce MHOXECTBO NMOTEHIMANBHBIX YIpo3 0€30MacHOCTH MH(OpMAIMH M0 MPUPOJE UX

BO3HHKHOBCHHA pPasACIAOTCA Ha JIBa KJIacCa: €CTCCTBCHHLIC (O6”beKTI/IBHLIC) H HCKYCCTBCHHBLIC

(cyObeKTUBHBIE).

EctecTBeHHBIE YTpO3BI - 3TO Yrpo3bl, BHI3BAHHBIC BO3ACUCTBUAMH Ha WH(POPMALMOHHYIO
CHCTEMY U €€ KOMIIOHEHTHI O0ObEKTUBHBIX (PH3MUECKUX MPOIECCOB TEXHOICHHOTO XapaKkTepa
WIN

CTUXHHHBIX MPpUPOAHBIX HBHCHI/IfI, HEC3aBUCAIIUX OT YCJIOBCKA,

HCKyCCTBeHHLIe YI'pO3bl - 9TO YIpO3bl, BBI3BAHHBIC ACATCIIBHOCTBIO YCJIOBCKA. Cpezu/l HUX,

UCxXoasd U3 MOTHBallUK I[GI\/JICTBI/II\/'I, MOKHO BBIACJIHNTB:

HenpeaHaMEepeHHbIe (HEYMBIIIEHHbIE, CIyYallHbIe) yTPO3bl, BEI3BAHHBIEC OIIMOKAMU B
MPOEKTUPOBAHUU WH(OPMALIMOHHON CUCTEMBI U €€ AJIEMEHTOB, OIIMOKAMHU B IEHCTBUIX

nepcoHajia 1 T.II.;

npelHaMepeHHbIe (YMBIIUICHHBIE) YIPO3bl, CBS3aHHbIE C KOPBICTHBIMHU, WACHHBIMH WIIH
WHBIMH YCTPEMIICHUSAMH JIOACH (3TOYMBIIUICHHUKOB);

VIcTOYHUKHM yrpo3 MO OTHOIIEHUIO K caMOd HMH(OPMAIMOHHOW CHCTeME MOTYT OBITh Kak

BHCIIHUMH, TaK U BHYTPCHHUMMU.

OCHOBHBIMH HCTOYHHKAMH yrpo3 O6e3onacnoctu nupopmanuu ITHKO saBasirores:

HelnpeaHaMepeHHbICe (OIMMOOYHBIC, CIydaiHble, 0€3 3JI0T0 yMbICIAa M KOPBICTHBIX IICJICH)
HapyIICHUs YCTAaHOBJIEHHBIX PETJIaMEeHTOB cOopa, 00paboTKH U mepenauu MHopMaluu, a
Takke Tpoueayp, mpaBwi u TpeboBanmii Wb wu apyrue JeicTBUS COTPYAHHMKOB
noapazaenenuii [IHKO npu skcrimyatanuu ABC, npuBoasnige K HENPOU3BOAUTEIbHBIM
3aTpaTaM BPEMEHU U PEeCypCOB, pa3rilallieHHIO CBEACHUN OTPaHHUEHHOTO PACIIPOCTPaHEHUS,
nmoTepe IMEeHHOW WHGOPMANMK WIH HApYIICHUI0 pabOTOCIIOCOOHOCTH KOMIIOHEHTOB
MH(GOPMAIIMOHHON CUCTEMBI;

MMpeaAHaMCPCHHBIC (B KOPBICTHBIX LEIAX, MO HNPHUHYXKXIACHUIO TPETBUMHU JIMLAMH, CO 3JIbIM
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YMBICIIOM | T.I1.) IefcTBUA coTpyaHHKOB noapasaeneHuil [THKO, nonymenHsix k padote ¢
ABC IIHKO, a Taxxe corpyaaukoB mnonpasaenenuii I[IHKO, ortBeuaronmx 3a
oOClIy’)KUBaHUE M aJIMUHHMCTPUPOBAHHE MPOTPAMMHOIO U almapaTHOro oOecleyeHus,
CpencTB 3aluThI U obecnieueHus 1b;

® JICSATEIBHOCTh MPECTYIMHBIX TPYI, SKOHOMHUYECKUX CTPYKTYp, & TaKKe OTIACIHHBIX JIHIL
Mo JOOBIBAHMIO W/WIIM HWCKAKCHUIO WH(POPMAIMHM, HAPYIICHUI0 PabOTOCTIOCOOHOCTH
CHCTEMBI B IICJIOM HJTU €€ OT/ICIbHBIX KOMITOHEHTOB;

e BosxelictBus u3 BHyTpeHHeld cetu [IHKO co cTropoHbl cOTpyIHMKOB IoApa3iesieHui
I[THKO, a Takxe ynaneHHOE HECAaHKIIMOHHPOBAHHOE BMEMIATEIIHCTBO MOCTOPOHHUX JIHI] U3
BHEIIIHUX ceTel 001Iero HazHaueHus (cetn MHTepHeT), UCTob3ysl HETOCTATKUA MPOTOKOJIOB
oOMeHa, CPEe/ICTB 3alIUThI U pa3rpaHUdeHHs yaaieHHoro aoctyna K pecypcam [THKO;

e omubKH, AomynieHHele npu npoektupoBanuu ABC M ee cucTeMbl 3alMThl, OIIMOKU B
NPOTPaMMHOM 00€CIICUeHHH, OTKa3bl U COOM TEXHUYECKUX CPENICTB (B TOM YHCIE CPEICTB
3alMTHl HHPOPMAIMU U KOHTPOIIs dpexTuBHOCTH 3amuThl) ABC;

® aBapuuy, CTUXUIHEIE 66,ZLCTBI/IH " [Ipoyune (bopc-MaxcopHLIe 00CTOSITCIILCTBA.

HaubGonee 3naunmbiMu yrpozamu Oe3omacHoctu uHpopmaruu I[THKO (cmocobamu HaHeceHus
yiep6a cyobekTamM nH(GOPMAIIMOHHBIX OTHOLICHUN) SIBIISTFOTCSI:

e HapymieHue (QYHKIIMOHAIHPHOCTH KOMIOHEHTOB wuH(popManuonHoit cucrembl [THKO,
OnmokupoBaHue  MHGOpPMALMM, HApYUIEHHE  TEXHOJOTHYECKUX  IPOIECCOB,  CPBIB
CBOEBPEMEHHOT'0O PELICHHUs 3a7a4;

e HapyleHHE IIeIOCTHOCTH (MCKaK€HHe, TIOJMEHa, YHUYTOXKEHHE) HH(OPMAIIMOHHBIX,
nporpaMMHbBIX W Apyrux pecypcoB I[THKO, a Taxke danpcuduranus (moanenka)
JIOKYMEHTOB;

e HapylmeHHe KOH(pUIeHIMANbHOCTU (pa3IiIallleHue, yTeuKa) CBEACHHMH, COCTaBIISIOIIMX
OAaHKOBCKYIO MJIM KOMMEPYECKYIO TaliHY, a TAKKE MEPCOHAIBHBIX JAHHBIX.

ITonb3oBarenu, omepatopsl u jpyrue corpynHuku [IHKO  sBisdiorcs  BHyTpeHHUMU
WCTOYHUKAMHU CIIyYalHbBIX BO3JEHCTBUHM, T.K. UMEIOT HEMOCPEICTBEHHBIM IOCTYN K MpPOLECcCaM
00paboTku wuHGpOpMAIMM M MOTYT COBEpIIATh HEMpEeJAHAMEPEHHbIE OINMOKM U HapyIICHHS
JICHCTBYIOIUX IIPABUII, HHCTPYKIUH, PETJIAMEHTOB U IIOPSIKOB.

5.2. Ilyru peaqu3anum HeNnpeIHAMEPEHHbIX MCKYCCTBEHHBIX (CYyObeKTHBHBIX) YIrpo3
0e3onacHocTH HH(pOPMALNHU

OcHOBHbBIE TMyTH peaTU3alMU HEMpPeIHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX)
yrpo3 Oe3omacHoctu wHpopmanmu [THKO (melicTBus, coBepiiaembie JIOIBMH CIIy4ailHO, II0
HE3HAHWIO, HEBHUMATEIHLHOCTH WIH XaJaTHOCTHU, U3 JIFOOOMBITCTBA, HO O€3 3JI0T0 yMBICTIA):

e HEYMBILUICHHbIE JEMCTBMS, NPUBOJAIIME K YAaCTUYHOMY WJIM TOJIHOMY HapyIIEHUIO
¢ynkunonanpaocTn KomMnoHeHToB ABC ITHKO wnm pazpymeHno HHQOPMAMOHHBIX WIIN
IIPOrPaMMHO-TEXHUUECKUX PECYPCOB;

® HCOCTOPOIXKHBIC ,HeﬁCTBHH, IMPUBOAAINME K pasrjialliCHUIO PIH(bOpMaI_II/II/I OI'paHUYCHHOI'O
pacnpoCTpaHCHUS WA JCJIAOIINC €€ O6H.[CI[OCTy1'IHOI71;
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5.3.

pasriamieHue, Inepenaya WU yTpata aTpuOyTOB pa3rpaHHYEHUs JocTymna (IPOIYCKOB,
UACHTU(DUKAIIMOHHBIX KapTO4eK, KIIUel, mapose, kiodei mudpoBanus U T. 11.);

UTHOPUPOBAHUE OPraHM3allMOHHBIX OTPaHUYEHUM (YCTaHOBJIEHHBIX MpaBWi) Npu padoTe
¢ UH(OPMAIIMOHHBIMH pECYpCaMU;

NPOCKTHPOBAHUE  APXUTEKTYpbl ~ CHUCTEM,  TEXHOJIOTMH  00pabOTKM  JaHHBIX,
NPEJCTABISIIOIIMMHU  OMACHOCTh JUIS  (DYHKIIMOHUPOBAHHUA WH(POPMAIIMOHHON CHCTEMBI
[THKO u 6e3omacHOCTH HH(OPMAIHH;

HepechlIKa JAHHBIX U IOKYMEHTOB IO OIIMO0YHOMY ajipecy (yCTpoiicTBa);
BBOJ] OITMOOYHBIX JaHHBIX;

HEYMBILIUIEHHAs! TopYa HocuTenel nHdopmarum;

HEYMBIIIJIEHHOE MOBPEKICHUE KAHAJIOB CBSI3U;

HEMpaBOMEPHOE  OTKJIIOYEHHE OOOpYJOBaHUS WIM H3MEHEHHE pEeXHUMOB pPabOThI
YCTPONCTB MJIH MIPOrpamm;

3apa’XCHHUEC KOMIIBIOTCPOB BUPYCaAMU;

HECaHKIMOHUPOBAHHBIA 3allyCK TEXHOJIOIMYECKUX IPOrpaMM, CIOCOOHBIX BbI3BATh
MOTEPI0  PabOTOCTIOCOOHOCTH KOMITOHEHTOB HMH(opmanuonHoi cuctembl [THKO wnm
OCYIIECTBISIOIMX  HeoOpaTMMble B  HUX  H3MEHeHus (popmMaTHpoBaHHE  WIIHU
PECTPYKTYpH3AIHIO HOCUTENEeH NHPOPMALINK, yIaJIeHNe TaHHBIX U T.I1.);

HCKOMIICTCHTHOC HCIIOJIb30BaHUC, HaCTpOﬁKa WM HCIIPAaBOMCPHOC OTKIIOYCHHUC CPCACTB

3aIUTEL.

HyTl/l peaindanuun  NpEeIHAMEPCHHBIX MCKYCCTBCHHBIX (Cyﬁ’l)eKTI/IBHI)IX) yrpos

O0e3onmacHocTH HHGopManuu

OCHOBHBIE BO3MOKHEIC nyTH yMI)IIHJ'IeHHOI\/JI AC30praHn3anuunu pa6OTBI, BBIBOJA

KOoMIOHEeHTOB HHpopmanonHoi cuctembl [ITHKO wu3 cTposi, mpOHUKHOBEHUS B CHUCTEMY U

HECAHKIIMOHUPOBAHHOTO JOCTyNa K HMHPOpPMAUUU (C KOPBICTHBIMH IENSIMH, MO TPUHYXKICHUIO,

n3 XKCJIaHUA OTOMCTHTDH U T.H.)I

YMBILUJIECHHbIE JCUCTBUSA, IPUBOJAIIME K YACTUYHOMY WIM IIOJIHOMY HapyLICHUIO
(GYHKIMOHATBHOCTH KOMIOHEHTOB HH(popMarmonHoi cuctemsl [THKO wmu paspymenuro
MH(POPMALMOHHBIX WU MPOrPaMMHO-TEXHUUYECKUX PECYPCOB;

JIEUCTBUS TO Je30praHu3anuu (GyHKIuoHupoBaHus uHpopManuoHHOW cuctembl [THKO;
XHILEHUE TOKYMEHTOB U HOCUTENeH nH(OpMAaLINK;

HECaAaHKIIMOHHWPOBAHHOC KOIMUPOBaHUC JOKYMCHTOB n HOCHUTENCH I/IH(i)OpMaHI/II/I;
YMBIIJICHHOC UCKAXXCHUEC I/IH(l)OpMaI_II/II/I, BBOJl HCBCPHBIX JaHHBIX,

OTKIIIOYCHHUEC WKW BbBIBOA M3 CTPOSA IMOJACHCTEM o0ecrieueHust (1)}’HKIII/IOHI/IpOBaHI/I$[
I/IH(bOpMaI_II/IOHHI)IX CHUCTEM (BJ'IeKTpOHI/ITaHI/ISI, OXJTAXXACHUSA W BCEHTHUIIALINU, JIMHUA W

anmnapaTyphbl CBSI3U U T.11.);

NEepexXBaT JAaHHBIX, ICPCAaBACMBIX I10 KaHaJlaM CBA3H U UX aHAJIM3,

29



XHICHAE TPOM3BOJCTBCHHBIX OTXOJOB (pacrevyaTrok JTOKYMEHTOB, 3amluced, HOCHTEeNeu
uH(DOpMaIUH U T.11.);

HE3aKOHHOE IIOJlyyeHUuEe aTpuOyTOB pa3rpaHUyYEHHUs JOCTyna (areHTYpHBIM IIyTeM,
UCIIOJIB3YS XaJaTHOCTh MOJIb30BaTeNeH, MyTeM MOACIKY, ToaA00pa U T.11.);

HecaHKIMOHUpoBaHHbIM goctyn kK pecypcam ABC IIHKO c¢ pabounx craHimii
COTPYAHHUKOB;

XHIICHNUE WM BCKPHITHE MN(POB KPUITO3AMUTH HH(POpMAInH;

BHEJPCHUE AalapaTHBIX W IPOrPAaMMHBIX 3aKIAJO0K C LEIbI0 CKPBITHO OCYIIECTBIIATH
JOCTYIl K MH(OPMAIMOHHBIM pecypcaM MM JAe30praHu3anuu  (QyHKIMOHHPOBAHUS
KOMITOHEHTOB KOpriopaTtuBHOI nHopmarronHoi cuctemsl [THKO;

HE3aKOHHOE HUCIOJIb30BaHNE 000PYAOBaHUS, IPOrPAMMHBIX CPEICTB WIM WH(POPMALIMOHHBIX
pecypcoB, HapyIIAKOIIEe TpaBa TPETbUX JIULL;

IpUMEHEHHE TOCTYIIMBAIOIIUX YCTPONCTB, JUCTAHIIMOHHAS (DOTO- U BUJIEO ChEMKa IS
HECAHKIIMOHUPOBAHHOTO CheMa MH(pOpMaIumy;

nepexBaT MOOOYHBIX 3JEKTPOMArHUTHBIX, aKyCTUYECKUX W JIPYTHUX U3IYYEHHH YCTPOMCTB
W JUHUN CBSI3M, a TAK)K€ HABOJOK AKTUBHBIX M3JTyYEHHUH HAa TEXHUYECKHE CPEJICTBA,
HETMOCPEJICTBEHHO HE YYaCTBYIOIINE B HHPOPMAIIMOHHOM OOMEHE (CETH MUTAHUS).

5.4. IlyTu peain3auuu 0CHOBHBIX €CTECTBEHHBIX YIP03 0€30NacHOCTH HHpOpMAIINH

BBIXOJl M3 CTpos 0OOpyIOBaHUS HUH(POPMALMOHHBIX CHCTEM M  00OpYyIOBaHHUS
obecriedeHus ero (pyHKIIMOHUPOBAHHUS;

BBIXO/[ U3 CTPOA NI HCBO3MOKHOCTD UCIIOJIb30BAHUA JIMHUH CBiA3H,

MoXXapbl, HABOAHCHUA U JPYTrUc CTUXHHHEBIC 6CI[CTBI/I$I.

5.5. HedopmasibHasi Moae/Ib BO3MOKHBIX HAPYIIHTeEJIEH

COWUB TTHKO ctpoutcst ucxoas U3 NPEANOJIOKEHUN O CICAYIOMMX BO3MOKHBIX THUIIAX

HapymHTeneﬁ (C Y4€TOM KaTCropun Jinl, MOTHBAILIUH, KBaHH(bHKaLII/II/I, HaJIn4duAa CHCIUaAJIbHBIX

CPEIICTB H T.11.):

HexomneTeHTHbIN (HEBHUMATENbHBIN) MoIb30BaTenb - coTpyAHuk [THKO, koTopslil MoxkeT
IIPEANPUHAMATH MTONBITKY BBINOJIHEHUS 3aIIPEIICHHBIX JEHCTBUM, JOCTyNA K 3aIMIIAEMbIM
pecypcaM HHGOPMALMOHHOM CHCTEMBI C IPEBBIIICHHEM CBOMX IIOJIHOMOYMH, BBOJAA
HEKOPPEKTHBIX JTaHHBIX, HAPYIICHUS MIPABUJ U PETIIAMEHTOB paboTHI ¢ HH(pOpMAIHeH H T.11.,
JNEeNCTBYs MO OIIMOKEe, HEKOMIIETEHTHOCTH WJIM XaJlaTHOCTH ©e3 3J0ro ymbiciaa H
MCIOJIB3YIOUINH MPU 3TOM TOJIBKO IITaTHBIE (MPEAOCTaBICHHBIE) CPEICTBA.

JIrobutens - cotpynuuk [THKO, neiTaromuiics HapyIuTh CUCTEMY 3alUThI 6€3 KOPBHICTHBIX
LIEJIeN MM 3J10I0 YMBICIIA, WIH JUIsl CAMOYTBEpKAeHUs. 1 MPeoa0aeH s CUCTEMBI 3aIlUThI
U COBEpPILEHUS 3alpPELICHHBIX JIEHCTBUI OH MOXXET HCHOJIb30BaTh Pa3IMYHbIE METO]IbI
MIOJIy4YEHUsI JOTOJIHUTENBbHBIX TOJHOMOYMH JOCTylma K pecypcaM, HEIOCTaTKU B
IIOCTPOEHUU  CUCTEMBbl  3alMThl M JIOCTYIIHbIE €My  IUTaTHbIE  CpEeACTBa
(HEeCaHKIIMOHUPOBAHHbIE JEeNCTBUS IIOCPEACTBOM IIPEBBILICHMUS CBOMX
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MOJTHOMOYMM Ha HCHOJb30BaHUE Pa3pCUICHHBIX CpC,Z[CTB). ITomuMoO 53TOrO OH MOXKET
IbITAaTbCs HUCIIOJb30BaTh JOIIOJIHUTCIIBHO HCIITAaTHBIC HHCTPYMCHTAJILHLIC )51
TCXHOJIOTHUYCCKUC IIPOrpaMMHBIC CPCACTBA, CaMOCTOATCIIbBHO pa3pa6OTaHHBIC IMporpaMmbl
HJIN CTAHAAPTHBIC JOMOJHUTCIIBHBIC TCXHUICCKUEC CPECACTBA.

Buyrpennuii 3noymbinuieHHUK - coTpyaHuk [THKO, neiicTByromuii 1eneHanpaBieHHO U3
KOPBICTHBIX ~ MHTEPECOB WJIM MECTH 3a HAHECeHHYI0 oOuIy, BO3MOXHO B
CroBope ¢ Jmnamu, He sBistrommmucs corpyaaukamu [THKO. O MoxeT ncronbs3oBath
BECh HAOOp METOJOB U CPEJICTB B3JIOMa CHCTEMBI 3alllUThI, BKIIOYasl areHTypHbIe METO/IbI,
[IaCCUBHBIE CpPEACTBA (TEXHUYECKHE CPEICTBAa NEpexBaTa), METOAbl U CPEACTBA aKTUBHOTO
BO3JEHCTBUS (MOIU(UKALUA TEXHUYECKHX CPEACTB, MOAKIIOYEHHE K KaHajaM Ieperadyu
JAHHBIX, BHEAPEHUE TMPOTrPAMMHBIX 3aKJIaJOK U  HCIOJIb30BAaHUE  CIIELUATIbHBIX
MHCTPYMEHTAJIBHBIX U TEXHOJOTHYECKUX MPOrpamMM), a TakkKe KOMOMHAIMM BO3IEHCTBHIA,

Kak U3HyTpH, Tak u uzsHe [THKO.

BHemHuil 3JI0yMBIIUIEHHUK - ITOCTOPOHHEE JIMIO, ACHUCTBYIOLIEE LEJICHAIPABICHHO W3
KOPBICTHBIX WHTEPECOB, MECTU WU U3 JIFOOOMBITCTBA, BO3MOXHO B CTOBOpPE C JIPYTHMH
munamu. OH MOXET HCIHOJIb30BaTh BECh HA0Op METOJOB U CPEICTB B3JOMa CHCTEMBI
3alllMThI, BKJIIOYAsi areHTYpHbIE METOJbl, MACCUBHBIE CpPEACTBAa (TEXHUYECKHE CpEICTBA
nepexBara), METOABl U CPEICTBA AKTHBHOIO BO3ACUCTBUSA (MOAM(HKAIMS TEXHUYCCKUX
CPEACTB, NOAKIOUYCHUE K KaHaIaM IEPEAauYy JaHHBIX, BHEAPEHHUE MPOrPaAMMHBIX 3aKJIaJI0K
U HUCIOJIb30BAHUE CIEUUATIBHBIX MHCTPYMEHTAIBHBIX M TEXHOJOTHYECKHUX MIPOrpamm), a

Tak)ke KOMOMHAIIMU BO3JCHCTBHIA, Kak H3HYTpH, Tak U u3BHe [THKO.

BHyTpeHHUM HapylmIMTEIeM MOXKET OBbITh JIMIIO W3 CIEAYIOIUX KaTeropuil COTPYJHUKOB
ITHKO:

3aperucTpUPOBaHHBIE TT0JIb30BaTeM HHPpopMannoHHoi cuctemsl [IHKO;

corpynuuku [THKO, He sBasiomuecs 3aperucTpupOBaHHBIMHM TIOJIb30BATENIIMH U HE
JIOMyIIeHHbIE K pecypcam umH(popmanmonHoit cuctembl [THKO, HO mMmeromue moctynm B

3JaHU U IIOMCILICHUA,

NepcoHaN, OOCTYXHMBAIOIIUH TEXHUYECKHUE CPEACTBA KOPHMOPATUBHOM HH(DOPMAITMOHHON
cuctemsl [THKO;

cotpynnuku noapasaenenuii [IHKO, 3anelicTBoBaHHbBIE B pa3paboTKe M CONPOBOXKICHUU
IPOTPaMMHOTO 0OecTieueHHS;

COTPYIHHKH Tojipasnenenuii ooecrneuenus 6e3omacuoctu [THKO;

PYKOBOJMTEIN Pa3INYHBIX YPOBHEN.

KaTCFOpI/II/I JIUII, KOTOPBIC MOT'YT OBITh BHEIIHUMH HapymuTCIAMU:

yBoJieHHble coTpyaHuku [THKO;

HpeI[CTaBI/ITeJII/I OpF&HI/B&HI/Iﬁ, B3aHMOﬂeﬁCTBy10HlHX 10 BonpocaM TCXHUYCCKOT'O
obecneuenns [THKO;

knuenTts! [THKO;
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e moceTuTenH (NMpeAcTaBUTEeNN (PUPM, TIOCTABIIONINX TEXHUKY, TPOrpaMMHOE oOecrieueHue,
YCIIYTH | T.IL.);

® IIPEICTABUTENIM KOHKYPUPYIOIIMX OpPraHU3alUi;

® UJICHBl NPECTYMHBIX OpPraHU3alui, COTPYAHHKHU CHEICITY>KO WIM JHIA, JCHCTBYIOIIUE IO
X 3aJIaHUIO;

e JMIa, CIy4alHO WIM YMBIIIJICHHO TMPOHMKIINE B KOPIOPATUBHYI HH(POPMAIIMOHHYIO
cuctemy [THKO 13 BHEITHUX TETEKOMMYHHUKAIIMOHHBIX CETEH (XaKepsl).

[Tonp3oBarenu n oOcmykuBaromuil nepcoHan u3 yuciaa corpyauukos [THKO umerot
HanOoJjiee MIMPOKHE BO3MOXKHOCTH TII0 OCYILECTBICHHUIO HECAaHKIIMOHUPOBAHHBIX JI€HCTBUH,
BCJIEJICTBME HAIWYMs Yy HHUX OINPENEIECHHBIX MOJIHOMOYMH IO JOCTYNy K HH(POPMALHUOHHBIM
pecypcaM M XOpOLIErO0 3HAaHUS TEXHOJIOTMHM OOpabOTKM HMHPOPMALMU M 3alIUTHBIX Mep.
JeicTBUsL 3TOM TpyNIBl JIMI HANOpsAMYKO CBS3aHO C HapyLICHUEM JEHUCTBYIOIIMX IpPaBUI U
WHCTPYKIIUH.

Oco0yr0 KaTeropuro COCTABJISAIOT aAMHUHUCTPATOPBI PA3THMYHBIX aBTOMATH3HUPOBAHHBIX
CHUCTEM, HMMEIONIMX TMPAKTUYECKH HEOTPAaHMYEHHBIH OOCTYN K HWH(OPMALMOHHBIM pecypcam
koMmrioHeHTOB ABC ITHKO. YuciaeHHOCTh JaHHOW KaTeropwH IIOJIb30BaTEICH OJDKHA OBITh
MUHUMAJIBHOHN, a UX JEHCTBUS JOHKHBI HAaXOTUTHCS MOJ 00S3aTeIbHBIM KOHTPOJEM CO CTOPOHBI
Cmyx0b1 6€30TaCHOCTH.

VYBOJIEHHBIE COTPYIHUKH MOT'YT MCIOJIb30BaTh JJs JOCTH)KEHUS LIEIEH CBOU 3HAHUS O
TEXHOJIOTUM paloThl, 3alIMTHBIX Mepax M IpaBax Jocrymna. [lomyueHHble BO BpeMs pabOThl B
ITHKO 3HaHUS U OIBIT BBIAEIAIOT UX CPEAN APYTHMX UCTOUHUKOB BHELIHUX YTPO3.

KpI/IMI/IHaJ'ILHBIe CTPYKTYPLBI ABJIAIOTCA Hauboee arp€CCUBHBIM MCTOYHHUKOM BHCIIHUX
yrpos. I[J'I}I OCYHICCTBJICHHUA CBOUX 3aMBICJIOB 3TU CTPYKTYPbl MOIYT HIATH HaA OTKPLITOC
HapymeHHUE 3aKOHa W BOBJICKATh B CBOIO ACATCIIBHOCTH COTPYAHHKOB ITHKO Bcemn AOCTYIIHBIMHU
UM CUJIaMU U CPCACTBAMMU.

[Ipodeccronanbhbie Xakepbl UMEIOT HanOOJIee BHICOKYIO TEXHUYECKYIO KBaTU(UKALIUIO
U 3HaHMA O cIa0O0CTAX MPOrPaMMHBIX CPEJCTB, UCIOJIb3YEMbIX B aBTOMATU3UPOBAHHBIX CHUCTEMaX
o0paboTku wuHbopmanuu. OHU MNPEACTaBISIOT HAUOOJBIIYID YTrpo3y IMpU B3aUMOJCHCTBUH C
paboTaronMu UM yBosieHHbIME coTpyaHukamu [THKO u kpuMHHATBEHBIMU CTPYKTYpaMHU.

Opranuzaiuu, 3aHUMaroNIecs: pa3padoTKOM, TOCTaBKON, PEMOHTOM M O0OCITY>KHBaHUEM
o0opynoBaHuss WK WH(DOPMALMOHHBIX CUCTEM, MPEACTABISAIOT BHEIIHIOK yrpo3y B CHIIYy TOTO,
YTO OSMNHU30JUYECKH MMEIOT HEMOCPEACTBEHHBI JOCTYn K HWH(GOPMAIMOHHBIM pecypcam.
Konkypupyronipe  opraHu3anid, KPUMUHAQJIbHBIE  CTPYKTYpbl W CHELCITYXObI ~ MOTYT
MCIOJIB30BaTh 3TH OpPraHMU3alMU JAJIs BPEMEHHOI'0 YCTpOiicTBa Ha pabOTy CBOMX UJIEHOB C LIEJIBIO
JIOCTyTIa K pecypcam uHpopmarmonnoi cuctemsl [THKO.

[IpuHMMarOTCS cIeayIoUIe OrPaHUYeHUS U TIPEIIOIOKEHUS O XapaKTepe AeHCTBUN
BO3MOXKHBIX HapYIIUTETEH:

® HApYUIUTENIb CKPHIBAET CBOM HECAHKIMOHUPOBAHHBIE ACHCTBUS OT APYTHX COTPYIHHKOB
ITHKO;

® HECAaHKIIMOHUPOBAaHHBIE JAEUCTBHUA MOTYT OBITh CJEICTBUEM OHIMOOK MOJIb30BaTENEH,
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HKCIUTYaTUPYIOIIETO0 M OOCIIY)KMBAIOIIETO0 IEepCOHaNa, a TaKKe HEJOCTaTKOB MPUHATON
TEXHOJIOTUH 00pabOTKH, XpaHEHHUs U Mepelaun HHPOpPMaLny;

B CBOCH JI€ATEIbHOCTHM BEPOSTHBIA HAPYUIUTENIb MOXET HCIOJb30BaTh Jt000e
uMeroleecsl CpeACTBO IepexBara HWHGOpMaIuU, BO3ACHUCTBUA Ha UWHGOPMALUIO H
MH(GOpPMaILMOHHBIE CHUCTEMBI, aJIeKBaTHbIE (DPMHAHCOBBIE CPENICTBA JJIS MOJKYyMa MepcoHaa,
[IaHTaX U JIPYTHe CPEACTBA U METOJBI IS TOCTHIKEHHSI CTOSIIIMX TIepe]] HUM LIeeH.

5.6. Yreuka undopManuu mo TEXHHYECKHM KaHAIAM

IIpn npoBeneHMM MEPONPUATHUN W DKCILIyaTallMM TEXHUYECKUX CPEACTB BO3MOYKHBI

CICAYIOIIUC KaHallbl YTCYKHW WM HApYIICHHUA TEJIOCTHOCTU I/IH(I)OpMaI_[I/II/I, HapyIICHUA

paboTOCTIOCOOHOCTH TEXHUYECKUX CPE/ICTB!

NOOOYHBIE 3JIEKTPOMATHUTHBIE H3IY4YeHUs HH(POPMATUBHOTO CUTHANAa OT TEXHUYECKHUX
cpeactB [THKO u nunuii nepenaun nHpopmanuy;

HAaBOJAKM WHGOPMATUBHOIO CHUTHaja, oOpadaThIBAEMOr0 TEXHHUUYECKUMU CpEICTBAMHU
KoprnopatuBHON uHpOpManronHoi cuctemsl [THKO, Ha npoBoja u nMHUM, BRIXOIAIINE 32
npenensl KoHTposmpyeMoi 30861 [IHKO, B T.4. Ha 11enu 3a3eMiIeHUS U 3JIEKTPOTTUTAHUS;

ANEKTPUUECKUE CUTHAIBI WM PaJAUOUIYYCHHUsS], OOYCJIOBJICHHBIE BO3JICHCTBHEM Ha
cpencTBa mepenadyn nHGOpPMAIMU BHICOKOYACTOTHBIX CHTHAJIOB, CO3aBAEMBIX C IMTOMOIIIBIO
pa3BebIBaTEILHON anmaparypsl, o 3¢upy u npoBojiam, JUOO CUTHAJIOB MPOMBIIIIICHHBIX
PAIMOTEXHUYECKUX YCTPOMCTB  (paauoBelIaTeNIbHbIC, PaaUOJIOKAIIMOHHBIE CTaHIUH,

CpEeICTBa PagUOCBS3H U T.I1.), U MOAYJISIUEH NX HHPOPMATUBHBIM CUTHAJIOM;

PAAMOU3ITYUYCHUSI WM SJEKTPUYECKHUE CUTHAIBI OT BHeApeHHbIX B mnometnenus [THKO
CHCIMATBHBIX  JJICKTPOHHBIX  YCTPOWCTB  TepexBaTa WHGOpManuUu  («3aKIaJI0K»),
MOJIyJINPOBAHHbIE HHPOPMATHBHBIM CUTHATIOM;

PaIMOM3ITyYCHUSI WM DIIEKTPUYECKHE CUTHAIIBI OT 3JEKTPOHHBIX YCTPOWCTB IepexBara
MHpOpPMaLIUK, MOAKIIOYEHHBIX K KaHajdaM CBS3H MJIM TEXHUYECKHM CpeCTBaM 00pabOTKU
uHpOpMaLny;

AKYCTHUUYCCKOC H3JIYUCHHC I/IH(bOpMaTI/IBHOFO peUYcBOro CHUIrHajaa 50048 CHUIrHajia,
O6YCJ'IOBHCHHOFO (I)YHKLII/IOHI/IpOBaHI/IeM TCXHUYCCKUX CPCACTB O6pa6OTKI/I I/IH(I)OpMaI_II/II/I;

AIIEKTPUYECKUE CUTHAJIBI, BO3HHKAIOIINE MOCPENICTBOM npeoOpa3oBaHus
MH(POPMATUBHOTO CHTHAJAa U3 aKyCTHYECKOTO B AJIEKTPHUYECKHH 3a c4eT MHUKPO(OHHOTO
s dexTa u pacmpoCTpaHSIONTUECS IO MPOBOAM H JIMHUSIM TIepeiadi HHPOPMAIIIH;

BUOPAIIIOHHBIE CUTHAJIBI, BO3HHKAIOIINE IIOCPEACTBOM npeoOpa3oBaHUs
MHPOPMATUBHOTO aKyCTHYECKOTO CHUTHAJIAa TP BO3ICHCTBUM €ro Ha CTPOUTEIHHBIE
KOHCTPYKIMHU U MHKEHEPHO-TEXHUYECKNE KOMMYHUKAIIMHU BBIJICIICHHBIX IOMEIIECHUN;

IPOCMOTP HWHGPOPMAIMK C DKPAaHOB JUCILICEB M JPYTUX CPEACTB €€ OTOOpa)KEeHUs C
MIOMOIIbIO ONITUYECKUX CPE/ICTB;

BO3/JICHCTBHE HAa TEXHUYECKHE WM MPOrpaMMHbBIE CpEICTBa B LEISIX HapyIICHUS
[EJIOCTHOCTH (YHUUTOXKEHHS, UCKAXKEHNUs1) HHPOpPMaLUH, paboTOCIOCOOHOCTH TEXHHUYECKUX
CPEACTB, CpPEACTB  3allUThl  MH(POPMALUHU, aJPEeCHOCTH U  CBOEBPEMEHHOCTH
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I/IH(I)OpMaLII/IOHHOFO O6M€Ha, B TOM 4YHCIIC DJJCKTPOMAIHUTHOC, HYEPEC3 CICHHUAIIBHO
BHCAPCHHBIC DJICKTPOHHBIC U IPOTPAMMHBIC CPCICTBA («3a1<ﬂam<1/1»).

[TepexBat nHpOpMaIIMKU OTPAHUUYEHHOTO PACIPOCTPAHEHUS! WM BO3JICHCTBUE Ha HEE C
UCIIOJIb30BAHUEM TEXHUYECKUX CPEJICTB MOXKET BECTHUCh HEMOCPEJACTBEHHO U3  3/IaHUU,
pacmojOKEHHBIX B HemocpeacTBeHHOW Onm3octu oT o0bekToB [IHKO, Mect BpeMeHHOTro
npeObIBaHMUS 3aMHTEPECOBAHHBIX B TepexBaTe WHGOpPMAIUU WM BO3ACHCTBUM HA HEE UL MPHU
nocemenn umMu noapazaenenuid [THKO, a Takke ¢ MOMOIBIO CKPBITHO YCTaHaBJIMBAeMOW B
paiioHax BaKHEUIINX 0OBEKTOB M HAa UX TEPPUTOPHUIX aBTOHOMHON aBTOMATUYECKOM anmaparypel.

B xauectBe arraparypbl pa3sBeJoOK HIIN BO3JCHCTBUS Ha I/IH(I)OpMaI_[I/IIO H TCXHHUYCCKHUC
CpeacTBa MOT'YT UCIIOJIL30BATHCA:

® CpeacTBa pa3BEIKW Ui epexBaTra PaJMOM3IYyYCHHH OT CpEACTB  PaJUOCBSI3H,
panuopeNieiHbIX CTaHIMKA, U TPUeMa CHUTHajJa OT aBTOHOMHBIX aBTOMATHYECKHX CpPEICTB
Pa3BEAKHU U AJICKTPOHHBIX YCTPOUCTB MepexBara nHpopMaIuu («3akaagox»);

® CTalMOHApPHBIC CPCACTBA, Pa3MCIIACMBIC B 3JIaHUAX;

® J[IOPTATUBHBIC BO3UMBIC H  HOCHUMBIC CPCIACTB4, pPa3MCIIaCMbIC B 3AdHUAX, B
TPAHCIIOPTHBIX CPEACTBAX, @ TAKIKC HOCUMBIC JIMIITaMU, BEAYILIUMU PA3BCAKY,

® AaBTOHOMHBIC AaBTOMATHYCCKUEC CpPCIACTBA, CKPBLITHO YCTaHABJIMBACMBIC Ha 00BeKTax
3alllMThI NN MOOJIM30CTH OT HUX.

CranmoHapHbie cpecTBa 00JIaar0T HAaMOONBIIUMU YHEPTETHUCCKUMHU, TEXHHUECKUMU
U (YHKIIMOHATBHBIMU BO3MOXKHOCTAMHU. B TO e BpeMsi OHH, KaK MPaBHUIIO, yIAJICHbI OT OOBHEKTOB
3alIMTHl U HE UMEIOT BO3MOXHOCTH MOJAKIIOYEHHS K JUHUSAM, KOMMYHUKAIUSAM U COOPYKEHUSIM.
[TopraTuBHBIE CpEICTBA MOTYT HCHOJB30BAaTHCS HEMOCPEICTBEHHO HAa OOBEKTaX 3allUThl WU
noOJIM30CTH OT HUX M MOTYT MOJKIIOYATHCS K JUHHUSAM W KOMMYHHUKAILIUSM, BBIXOISALINM 3a
IpeJiebl KOHTPOJIUPYEMOU TeppPUTOPHUH.

KpOMe nepexpara HH(bOpMaLIHI/I TCXHUYCCKUMU CPCACTBAMH Pa3BCAKH BO3MOKHO
HCTIPpCAHAMCPCHHOC IIO0IIalaHHuEC SaH_[I/IH_[aeMOﬁ I/IH(l)OpMaI_II/II/I K JnaoaM, HC OOIMYHICHHBIM K Heﬁ,
HO HaxoAdgmumcesa B Ipcaciiax KOHTpOJII/IpyeMOI‘/’I 30HBI. Takoro poda yTCUKa I/IH(I)OpMaI_II/II/I
BO3MO>KXHa B CJIICACTBHU:

® HENPEIHAMEPEHHOTO TMPOCIYIIMBAaHUA 0€3 HCIOJIB30BAHHMS TEXHMUYECKUX  CPEICTB
pPa3roBOpPOB, BEAYIIUXCS B BBIACICHHOM IMOMEIICHUH, W3-32 HEOCTATOYHON 3BYKOU3OJISIIUN
€ro OrpaXXIAroIIMX KOHCTPYKIUNA, CUCTEM BEHTWISILIMM U KOHJIMLIHOHUPOBAHUS BO3/1yXa;

e cCioyyallHOrO  MpOCIYLIMBaHUS  Tele(OHHBIX  TEPEroBOPOB  IMpH  MPOBEACHUU
npodmraktudeckux padbor Ha ATC, kpoccax, KaOCIbHBIX KOMMYHHMKAIUAX C TIOMOIIBIO
KOHTPOJIBHOM anmnaparypsl;

® [IPpOCMOTpa I/IH(I)OpMaLII/II/I C 3KpaHOB JUCIUICCB U APYIrux CpCACTB €€ OTO6pa)KeHI/I$I.

6. OcHoBHbIe NPUHIUIIBI 00ecnieyeHust HHGopManHoHHO# Ge3onacHocTu [THKO
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6.1. OcHoBHbBIE IPUHIHUNIBI 00ecTeueHHs] HH(OPMAIIMOHHOIT He30macHoCTH

CBoeBpeMeHHOCTh OOHapyxeHus mnpoosem. B [THKO cBoeBpeMeHHO OOHApYyKHBArOTCS
po0JIeMbl, MOTEHIIMATBLHO CIIOCOOHBIE TIOBIIUATH HA €r0 OU3HEC-1IEINH;

[Tporuoszupyemocts pazsutus mpodiem. [IHKO BwisiBIsSICT MPUUUHHO-CIICICTBEHHYIO CBSI3b
BO3MOXKHBIX MTPOOJIEM U CTPOUT HA STOW OCHOBE TOYHBIN MPOTHO3 UX Pa3BUTHS,

Onenka BiusHUs mnpobrem Ha OusHec-menu. [IHKO anmekBaTHO oOICHMBaeT CTeneHb
BJIUSTHUS BBISIBIIEHHBIX IPOOJIeM Ha ee OM3HEeC-11eNH;

AnexBatHocTh 3amMTHBIX Mep. [IHKO BbiOnpaer 3ammuTHbIe MEpbI, aJleKBaTHbIE MOJEISAM
yIpo3 U HapyLIUTENEH, C yUeTOM 3aTpaT Ha pealu3aliio TaKuX Mep U 00beMa BO3MOMXKHBIX
IIOTEPH OT BBINOJHEHUS YIPO3;

O¢ddexruBnocts 3amuTHBIX Mep. [IHKO crpemurcs s¢ddexktuBHO peann3oBHIBATH

IMPUHATBIC 3aIIUTHBIC MCPBI;

Hcnonp3oBaHue omnelTa Opu OpuHATHM U peanusauuu pemenuid. ITHKO nakamimbaer,
00001IaeT U UCIOJIB3YET KaK CBOM OIBIT, TAK U OIBIT IPYIMX OpraHU3alfii Ha BCEX YPOBHSX
MIPUHATUS PEIICHUNM U UX UCIIOJIHEHHUS,;

HemnpepsiBHOCTh mpuHIMNoB ©Oe3omacHoro ¢yHkuuonupoanus. [IHKO crpemurcs
obecreunBaTh HETIPEPHIBHOCTD Pean3allii MPUHIIUIIOB 6€30MacHOr0 PYHKIIMOHUPOBAHUS;

Kontponupyemocts 3amuthHbix Mep. B [THKO npuMeHstoTCS TOMBKO T€ 3allUTHBIE MEPHI,
MPAaBWJIBHOCTh PabOThl KOTOPBIX MOXET ObITh mpoBepeHa, npu 3tom I[THKO crpemutcs
PETYISApHO OIIEHUBATH a/JIEKBATHOCTH 3AIIUTHBIX Mep M 3(P(HEKTUBHOCTh UX peallu3allid C
YYETOM BIJIMSHUSA 3aLIUTHBIX MEp Ha CBOU OM3HEC-1IETH.

6.2. CneuunajbHble IPUHIHIIBI 00ecTieYeHNs1 HH(POPMALMOHHOI 6e30MacHOCTH

Peannsaunﬂ CIICIUAJIbHBIX MPUHIUIIOB obecneuennss b HallpaBJICHA Ha IOBBIIICHUC

ypoBHsI 3penoctu npoieccoB ynpasienus Ub 8 ITTHKO.

Omnpenenennocts nened. PyHkiuoHanbHble Henu u unenu Wb ITHKO onpenensitores

Hactosmeit [TonmuTukoit;

3HaHUe CBOUX KJIMEHTOB U coTpyaHukoB. [IHKO npunepxuBaeTcs npuHIMIIA «3Haid CBOETO
KJIIMEHTa» B cooTBeTcTBUM C «lIpaBwiiaMu BHYTPEHHEr0 KOHTPOJS B  ILEJSIX
MIPOTUBOICUCTBUS JIeTaIu3aluy (OTMBIBAHHUIO) JJOXOJIOB, MOJIYUEHHBIX MPECTYIHBIM IIyTeM,
1 (MHAHCUPOBAHUIO TEPPOPUIMAY;

I[THKO crpemutrcs ocymecTBiasTh Ha0Op KBaTU(UIMPOBAHHBIX KaJpoOB, a TaKxke
HOJ/IEP’)KUBATh BBICOKUI YPOBEHb KOPIOPATUBHON 3THKH, YTO MPUBOIUT K (POPMUPOBAHHIO
OJIaronmpuATHON W JOBEpUTENbHOM cpenbl A aesteiasnocta [THKO;

[lepconn¢ukamuss W afeKBaTHOE  pasJelieHue  polied W OTBETCTBEHHOCTH.
OtBetrcTBeHHOCTh NOJKHOCTHBRIX Jinll I[THKO 3a pemienusi, cBA3aHHbIE C €ro aKTHBaMH,
MEePCOHUPUIIUPYETCS M OCyIIeCTBIsIeTcs: Ha ocHoBaHWM TpUHATHIX [IHKO HOpMaTHBHBIX
JOKYMEHTOB M MPaBUJI MPEUMYIIECTBEHHO B (popme nopyuutenberBa. [THKO crpemutcs k

c€c aI[eKBaTHOﬁ CTCIICHU BJIMAHUA Ha LCJIM OpraHu3aluu, (bHKCHpOBaHI/IIO B ITIOJIMTHUKAX,
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KOHTPOJIIO U COBCPHICHCTBOBAHUIO,

e AIeKBaTHOCTh poJeil (GyHKIUSAM, HpoUeAypaM M HX COIMNOCTaBUMOCTh C KPUTEPHUSIMHU
U CUCTEMOM OlleHKH. Ponu aiekBaTHO OTpakaroT UCIOJHsAEMbIe GYHKIIMHM U MPOLETYPhl UX
peanuzauuu, npusiteie B [IHKO. [Tpn Ha3HaueHHM B3aMMOCBSI3aHHBIX POJIEN yUHUTHIBAE€TCA
HeoOXouMasi TOCJIeIOBATeIbHOCTh HMX BbIMOJNHEHUs. Ponb cormacyercs ¢ KpuTepusMu
OIIEHKH 3(P(PEKTUBHOCTH €€ BbIMoNHEHUSI. OCHOBHOE COJIep>KaHUE U Ka4eCTBO UCIOIHAEMOM
POJIM peAJIbHO ONPENEIAIOTCA MPUMEHAEMOM K HE CUCTEMOM OIIEHKH;

e JlocrynmHocTs yciyr u cepuco. [IHKO crpemutcs obecrnednTh JOCTYIMHOCTH JUISI CBOMX
KJIMEHTOB M KOHTPAreHTOB YCIYI U CEPBHCOB B YCTAaHOBJIEHHBIE CPOKH, OINpeie/ICHHbIE
COOTBETCTBYIOLIMMU JOTOBOPAMH (COTJIAIIEHUSIMHU) U (WJIN) UHBIMU JOKYMEHTaMH;

e Habmogaemocts 1 onenuBaemMocTh oOecriedenuss Mb. JlioOble mpeanaraemple 3alIUTHBIC
Mepbl YCTpauBarOTCs TaK, YTOOBI pe3yJbTaT UX MPUMEHEHHUS ObLI SIBHO BUJIEH (MPO3payeH) U
Mor ObITh orieHeH nojpasaenenuemM [THKO, umeromumm cooTBETCTBYIOIINE TOTHOMOYHSL.

7 .0OcHoBHbBIE TPeGOBaHHA 10 oDecneueHn 0 HHpopManuoHHoii 6e3onacHoctu ITHKO

TpeboBanust Ub hopmynupyroTcs 11 ClIeayrommX 00J1acTei:

e Ha3HAuUEHUE U pacHpe/esIeHre posiel U JOBEpUs K IepCoHay;

o craguii X1 ABC;

e 3amutel oT HC/I, ynpaBnenus noctynom u perucrpauuei B AbBC;

® AHTUBUPYCHOW 3allIUTHI;

® 1CIIOJIb30BaHUA pecypcoB MHTEpHET;

® ICIOJIb30BAHUS CPEACTB KPUNITOrpaQHUECKOl 3alUThl HHPOPMAIIHH;

e 3aIUThl 0AHKOBCKUX IUIATEKHBIX U MH(OPMALIMOHHBIX TEXHOJIOTHYECKUX IIPOLIECCOB;

® 3allliuThBI OT aBapPIfIHBIX cOocB B BHeKTpOCHa6)KeHI/II/I " TCJICKOMMYHHUKAIIMOHHBIX KaHallaX

CBSI3HU,
e 00pabOTKH NMEPCOHATBHBIX JTAHHBIX.

7.1. TpeGoBanusi mo obecrniedyeHNI0 WHPOPMAUMOHHOI 0€30MACHOCTH NPH HA3HAYEHHH W
pacmnpeaeaeHHH poJseil U odecrieyeHun 10Bepus K nepconaay ITHKO

Haubonemyto yrposy Oe3onacHoctu uHpopmaumu B [IHKO mnpeacrasmser ero
nepcoHan. Hepocrarok kBanupuKanuy, W30BITOYHBIE TIOJHOMOYMSA, HEHCIIOJHEHHE WU
HEHaJyIeXallee HMCIOJHEHUE CBOMX JIOJDKHOCTHBIX OOS3aHHOCTEM M TpeboBaHMM 06e30MacHOCTH
MOTYT MpPHUBECTH K HAPYIICHUIO peXMMa HMHPOPMALMOHHOW O€30MacHOCTU U, KaK CIEACTBUE,
IPUBECTH K Pa3IUYHBIM ITOTEPSIM.

B cBs3u ¢ aTuM, mpu npueMe HOBOro coTpyiaHuka Ha pabdoty B ITHKO, momxHsl
BBINOJIHATHCS CIEYIOIUE 1eHCTBUS:

® MPOBEpKa NACHTUYHOCTHU JIMYHOCTU COTPYAHHKA,
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e TpoBepKa KBATH(UKAIMU COTPYAHUKA,;
e [IpOBEpKa MOJHOTHI yKa3aHHBIX OHOTpapuuecKux (hakToB;

e U3y4YeHHE M MpOBEpKa PEKOMEHAAIMHA MU XapaKTEPUCTHK C MPEIbIIyIIUX MeCT paboThl,
€CJIM TAaKOBBIE UMEIOTCA.

[Tpu npueme Ha paboOTy, KKABIH COTPYAHHMK TOJDKEH O3HAKOMHTBHCS TIOJ POCIHCH C
0053aTEIbCTBOM O  COOJIIOJICHMM  KOH(MDUICHIMAILHOCTH H  TpUBepKeHHOCTH  Kojekcy
KOPIOPATUBHOW  ITHKHU u ¢ TpeboBaHmsMu 10 obOecneueHuo Wb (mpoiith BBOAHBIN
uHCTpyKTaX 1o WB). Kaxaplii coTpyaHHMK MODKEH IMOANMCATh COTJIacMe Ha OOpabOTKy CBOHMX
NEPCOHATIbHBIX TaHHBIX.

IIpu nHeoOxomumoctu [THKO wMoxer oduuumanbHo noTped6oBaTh OT Yy4eOHBIX
3aBe/ICHN, BOGHKOMATa ! T.JI. TIOJJIMHHOCTD MPEJOCTABISIEMOTO JUIIIOMa, BOGHHOTO Omiiera  T.J.
Pe3ynbraThl poBepKU (JOKYMEHTHI) JOJDKHBI OBITh MOIIUTHI B JINYHOE /IO COTPYIHUKA.

Ha ocHoBanum OwusHec-niporieccoB [lpaBieHueM JODKHBI OBITH OIPEICIICHBI U
nepcoHuuIUpoBanbl poiu mepcoHana ¢ ydetom 1eneid [THKO, wumeromuxcs pecypcos,
(YHKIMOHATIBHBIX M TPOLEIYPHBIX TPEOOBaHMM, a TakKe KPUTEPHEB OIEHKH 3((PEKTUBHOCTH
BBITTOJIHEHHSI TIPABHJI JIJTSI TAHHBIX POJICH.

[Ipu ompenenenun pojell  He  JONMYCKAaeTCsS CO3JaHUE KPUTHYHBIX  POJIEH,
KOHIICHTPUPYIOLUX B cebe Bce WU OOJBIIMHCTBO Hanbosiee BaKHBIX (DYHKIUH, HEOOXOIMMBIX
s peanuzanuu uened [THKO.

VYnpasnenue uadopmarmonHoi 6e3onacioctu [THKO MosxeT npoBoAUTE KOHTPOJIbHBIE
MIPOBEPKU COTPYIHUKOB Ha MpeAMET BbiolHeHUs TpeboBanuii b (c nokymeHTanbHON QuKcanueit
pe3ynbTaToB). Takke MOTYT TIPOBOJIUTHCS  BHEIJIAHOBBIE TPOBEPKU  COTPYTHUKOB  (C
JIOKYMEHTaJIbHOM (uKcanueil pe3yabTaToB) NpPHU BBISIBICHUH - (AKTOB HX HEUITATHOTO
MOBe/IeHUs, yyacTus B uHIuAeHTax b nnu nompo3peHuii B TakoM MOBEICHUN WM YYaCTHH.

[Ipu B3aMMOAEHCTBHHM C BHEUIHMMH OPTraHU3AIMSIMH M KIMEHTaMU TPeOOBaHUS IO
obecrieueHno Wb MOMKHBI periiaMeHTUPOBATHCS TOJIOKEHHUSIMH, BKIIOYaEMbIMH B JIOTOBOPBI
(cornarieHus) ¢ HUMH.

OO0s3aHHOCTH TEpcoHajla IO BBINOJIHEHUIO TpeboBaHuii 1o obecneyenuto Ub
BKJIIOYAIOTCS B JIOJKHOCTHBIE MHCTPYKIIMH.

7.2. Tpeb6oBanus no odecrneyeHu0 HHPOPMANMOHHON G€30MACHOCTH ABTOMATH3HPOBAHHBIX
oankoBckux cucteM ITHKO Ha cTaauax :KH3HEHHOT0 IIUKJIA

Haubonee Baxxubie nHpopmanronHo-TexHonorunueckue mnpoueccel [IIHKO peanuzyrorcs
ABC. B cBs3u ¢ 3tuM obecriedenue Oe3onacHOCTH uMHpopmauuu, upkynupyroomeid B ABC Ha
Bcex cramusax ux XKL, sBnsieTcs ocHoBHOM 3agaueii mpouecca obecneuenus: b [THKO.

IIpn 3akaze ABC BpiOOp Mozenu XL ABC mnpowusBogutcs ¢ ydyeToM TpeOOBaHUMN
YYaCTHUKOB €ro mpoueccoB (KoHeuHbIX mosb3oBaTeneit ABC, anmunucrparopos ABC,
anmunuctparopa b ITHKO u npyrux Bo3MoxHbIX yuyacTHUKOB nporieccoB XKL ABC).

B mensx uckmoueHus HeBepHBIX (hopMynaupoBok TpeboBanuii k ABC, TexHumueckue
3ajaHus Ha pa3paborky ABC cOCTaBISIIOTCS TEXHUYECKUMH CHELUAIUCTaMHU (COTpYAHMKaAMU
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VYnupasnenusi ”HGOPMAITMOHHBIX TEXHOJOTHI COBMECTHO ¢ pazpadorynkamMu ABC M KOHEYHBIMU
noae3oBarenaMu ABC.

IIpu cocTaBieHUU TEXHUYECKUX 3aJaHUN Pa3pabOOTUMKOM TapaHTHUPYETCs 3aluTa OT
NPUHATHS HEBEPHBIX TPOEKTHBIX pEIICHUH, BHECEHUs OMMOOK Ha YPOBHE apXHUTEKTYpHI,
BHECEHUsI HEJOKYMEHTHPOBaHHBIX Bo3MoxHocTei B ABC, pa3paboTku HekauecTBEHHOMH
nokymenrtanuu, coopku ABC ¢ nHapymenuem TtpeGoBanuid. IlpeanpuHsaThie B OTHOIICHUU
JAHHBIX YIpo3 3aIlUTHBIE MEPBI OTPAXKAIOTCS Pa3padOTUNKOM B TEXHUYECKOH TOKYMEHTAIIUH.

He nomyckaercss BHeceHHE CYIIECTBEHHBIX U3MEHeHHH B pabouyio ABC 0e3
IpeBapUTENHLHOIO UX TECTUPOBAHMSI HA TECTOBOH Oase.

Ilepen nHauanmom pabOTBI C BHOBH YyCTaHaBIMBaeMoil winm usMeHsemoir ABC Bce
II0JIb30BAaTENM NPOXOAAT HUHCTPYKTaXX Yy PYKOBOIUTENIEH CBOUX MOJAPA3[elIeHUNd WU, IpU
HeoOxonumoctH, y aamunuctpatopa ABC. O6o Bcex mHmmaeHrax Ub wnm npu momo3peHuu Ha
HUX, IOJIb30BaTeIN OO0SM3aHbl HE3aMEIIUTENbHO coolmmareh 00 3toMm anmuHucTparopy ABC u
anmunuctparopy Ub ITHKO.

Ilo c¢akty BbIBIeHHBIX HapymeHuid u uHuugaenroB Mb B ABC  VYmpasnenue
MH(POPMALIMOHHOM 0€30MaCHOCTH MPOBOAUT CIyX)eOHOE paccieI0BaHue.

C Touku 3peHus obecriedeHuss 0€30MaCHOCTH HH(GOPMAIMHU  KPUTHYECKUMHU
komnoHeHtamMu ABC sBisiroTCs:

e cepepsl ABC, Ha KOTOPBIX pacroyaraeTcst uHpopMalys, NoAJIeKalIas 3aluTe;

e APM anmunuctparopoB ABC u onepatopoB ABC, ¢ KOTOpBIX MPOUCXOIUT YIpaBJICHUE
nporieccamu 00paboTKH HHPOPMAIIHH;

e cereBoe 000pYJOBaHKME U KAHAIIBI CBSI3U.

3ammra uHpopmauun ABC or HCJ/] npousBogurcs kak BcTpoeHHbIMHM B ABC
CpeACTBaMH 3allUThl MH(POPMAIUK, TaK U APYTUMH CEPTUGHUIMPOBAHHBIMU WM pPa3pelICHHBIMH
pykosoactsoM [THKO cpencramu.

Jns  KaXI0oro y4yaCTHHMKA, a TaK K€ TpPYMIbl YYaCTHUKOB, HWH(POPMALMOHHO-
TEXHOJIOTHYECKOro mporecca, peanusyemoro ABC, co3naercs yHMKalbHBIA HIEHTU(UKATOP
(mormn). Jns ayTeHTH(HKAIMK TOJB30BATENsl IPHUMEHSETCS JaHHBIA JIOTHH M TapoJb,
U3BECTHBI  TOJBKO  MOJB30BATENI0, YTO  TO3BOJIAET  OAHO3HAYHO  MJIEHTHU()ULUPOBATH
MOJIB30BATENs U 00ECTIEUUTD 3aIIUTY OT YTPO3bl OTKa3a OT aBTOPCTBA.

Ilepen BbiBenenuem u3 skciuryatanuu ABC win ee OTHEIbHBIX KOMIIOHEHTOB BCS
XpaHuMass UMU WHpoOpManus mnepeHocutcs: aaMmuHuctparopom ABC B apxuB H ypansercs u3
NOCTOSIHHOW maMATH U ¢ BHemHuXx Hocutened ABC. Kontponws 3a ypanenueM uHpopManuu
OCYILLIECTBIISIIOT COTPYAHUKHM YTpaBieHUs WHPOPMALMOHHBIX TexHoJoruid u cBs3u. llocie
ynaneHus: MHGopMauu U3 nocrostHHo namsati AbBC n/unn ¢ BHEUIHUX HOCHUTENEH COCTaBIISETCS
akT. BpiBenenume wu3 oskcrryataimu ABC  unM  ee  KOMIIOHEHTOB, Takxke OQopmisieTcs
COOTBETCTBYIOILIUM aKTOM.
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7.3. TpeboBanusi mo oGecnevyeHW0 WH(POPMAUMOHHOI 0€30NMACHOCTH NPH YNPaBJIEHUU
AOCTYIIOM M PerucTpanuu

st o6ecnieuenus 3aumthl nHGopmarmu ot HCJ ncnonb3yeTcst ynpasieHue JOCTYIIOM
Kk e€ pecypcam. Co3maercs M peryjsipHO YTOUHSETCS IIEPEUYEHb PECYPCOB M ONPEACISAIOTCS
BJIAJIENIBIIBbI KAJKJIOTO pecypca.

Hasnauenue (M3MCHEHHWE, JMIICHUWE) MOJHOMOYHM TIO JIOCTYIY IIOJIb30BATeIs K
pecypcam ABC caHKIMOHHPYETCS PyKOBOJIUTEIEM CTPYKTYPHOT'O MOJpPA3ZCICHUS MOJIb30BaTENs U
COTJIACOBBIBACTCS C YTPaBIeHHEM UH(POPMAIIMOHHBIX TEXHOJIOTUH U CBSI3H.

UroObr obecrieunth 3amuty wuHpopMmamuu ot yrpo3 HCJl, nportuBompaBHOTO
M3MEHEeHHUS U YAaJeHHs, MOJIb30BaTENI0 Ha3HAYAI0TC MUHMMAaJbHbIE ITOJTHOMOYUS, HEOOXOAUMBbIe

JJIA BBIIIOJTHCHUS CBOUX AOJIZKHOCTHBIX 00sI3aHHOCTEH.

7.4.Tpe6oBanusi 1o oOecreyenuro HHGOPMANMOHHOWH  §e30MACHOCTH  CpeICTBaMHU
AHTHBHPYCHOM 3alIIUThI

Bce APM IIHKO wu cepBepsl 3amMIIAIOTCS OT BHEAPEHHUS BPEIOHOCHOTO U
mmuonckoro 10 odunmanbHO TPUOOPETEHHBIMH W PETYISPHO OOHOBIISIEMBIMU CPEICTBAMH
AHTUBUPYCHOM 3aILIUTBHI.

Ha APM wu cepBepax 3ampemnieHa ycrtaHoBka [IO, He mnpegHa3Hauy€HHOTO IS
peaiu3allud UX OCHOBHOI'O MpEeIHAa3HAUYEHUs - OpraHu3alud M MOAJIEPKKH HH(OPMALMOHHO-
texHonoruueckux mpouecco IIHKO. KonTpons HecankuuoHupoBaHHoi ycraHoBku [10
OCYIIECTBJISIOT COTpYAHUKH JlemapTtamenTta nndopmamoHHsix Texnomoruid [THKO.

BHoBb ycTaHaBnuBaeMoe WiIM HU3MEHEHHMs B YycTaHoBlieHHOe [IO 10KHO OBITH
IIpEe/IBApUTENILHO MPOBEPEHO Ha OTcyrcTBUE BUpycoB. Ilocie ycranoBku HoBoro [1O wumm
U3MEHEHUH B paHee ycraHoBieHHOoe [IO 1omkHA OBITH BBIMOJHEHA TOJHAS AHTHBHPYCHAS
IIPOBEpPKaA.

[Ipu oOHapyXeHHH KOMIIBIOTEPHOTO BHpyca HEOOXOAMMO TPHUHATH MEpHl IO
YCTPaHEHUIO MOCIEACTBUIM BUPYCHOM aTaku, NPOMH(POPMUPOBATH YIIpaBieHHe MH(POPMALIMOHHBIX
TEXHOJIOTUI M CBSI3M U NPHOCTAHOBUTH, NMPH HEOOXOTUMOCTH, paboTy (Ha MEpUOJ YCTpaHECHHUS
MOCNeACTBUM BUPYCHOM aTaku). OTKIIIOUEHUE WM HECBOEBPEMEHHOE OOHOBIJIEHWE aHTHUBUPYCHBIX

CpCACTB HC AOIMYCKACTCA.

B TIHKO HeoOxoaumMo mHOAAEpkKHUBaTh B aKTyaJbHOM COCTOSIHUM OpPraHU30BaHHYIO
AHTUBUPYCHYIO (DMIIBTPALIMIO BCETO TpauKa AIMEKTPOHHOTO OYTOBOTO OOMEHa.

7.5. Tpe6oBanusi mo odecneyeHu0 MHGPOPMANMOHHONH 0€30MACHOCTH NPH HCHOJIb30BAHUH
pecypcoB cetu UHTEpHeT

OynkunonupoBanue [THKO 6e3 B3aumonelictBus ¢ cetbio IHTEpHET MPUHLIMIIAAIBHO
HEBO3MOKHO. OCHOBHBIMHM LIEISIMU MCIIOJIB30BaHUs ceTU MIHTEepHET SABIAIOTCS:

e TIOJIyY€HHE U pacrpocTpaHeHue HH(OpMaIuu, CBA3aHHON ¢ 0AHKOBCKOM AESITEIIbHOCTHIO;
e uHpOPMAIIMOHHO-aHATUTHYeCKas padora B uatepecax [THKO;

e 0OMEH 3JIEKTPOHHBIMU COOOIIEHUSMH U T.]I.
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B3aumogeiictBue ¢ cetpto MHTepHET co3nmaer nomnonHutensHble yrpo3sl b TTHKO,
BKItouasi yrposbl mepexBata u HCJ[ x 3ammmaemoilt wH(poOpmamuu, BUPYCHOTO 3apaKeHUS
pabounx craHmuid u cepBepoB ABC, B3moMa W TPOHUKHOBEHHUS 3JIOYMBIIUICHHHKA B
KOPIIOPATUBHYIO CETh, YTEUKH HHPOPMAIIMH U TIP.

B [THKO npeanpuHuUMaroTcs Cleayonne METObI 3alUThl OT YTPO3:

e Bce paboune CTaHIIMM U CEPBEPHI, B3aUMOJCUCTBYIOIINE C ceThio MHTEpHET, HaxomsITCs
M30JIMPOBAHHO OT OCTAJIBHBIX OAHKOBCKUX MH(OPMALIMOHHBIX PECYPCOB.

e Bcsa zammmiaemass uH(pOpManus, KOTOpas IeperaeTcss uepe3 ceTh VHTepHeT, B
o0s3aTeTbHOM — TOpsAKE MHUpPYeTcss ¢  TOMOIIBI0  COOTBETCTBYIOUIMX  CPEICTB
Kpuntorpadguueckoil 3ammTel uMHGOpMalUUU JUIs OOecleyeHUsl €€ 3allUuThl B ciydae
NepexBara;

e JlocTyn CcOTpyZHHMKOB K pecypcaM ceTH HHTepHeT ocyuiecTBiseTcs Ha OCHOBAaHUU
3asiBOK pyKoBOJUTENEH CTPYKTYpHBIX nojpasaenenuil ITHKO.

e KoHTponp UCHONB30BaHUS pecypcoB VHTEpHET TMOJIB30BATENIIMU  BO3JIOKEH HA
OTBETCTBEHHBIX COTPYIHHUKOB YTIpaBiieHUs] MH()OPMAIMOHHBIX TEXHOJIOTHI u cBs3H. Bce
Cllyyal HCIIOJIb30BaHMs ceTH MHTEpHET He SBISIOMUMECS HEOOXOIMMBIMH JUIsl paboTHI,
paccMmartpuBaroTcs kKak Hapymenus Ub;

e CoTpyaHMKaM I[PEJOCTAaBIIAIOTCS MUHUMAIbHO HEOOXOAMMBIE TIpaBa JOCTyHna K
cepBucaM U pecypcaM ceTd VHTepHeT B COOTBETCTBMM C HA3HAUYEHHBIMH COTpPYJHHKaM
possimMu.

e B cooTBercTBUU C JOJKHOCTHBIMM HMHCTPYKHUsIMH coTpynHukoB ITHKO wucnonb3zoBanue
pecypcoB cetu IHTepHET B HEYCTAaHOBJICHHBIX LIETISX 3aMPEIICHO.

e 3ampemieHa mnepenada KOHPUACHIMAIbHOW WHGOpPMAIUU, cojaepiKaiieii O0aHKOBCKYIO,
KOMMEPYECKYI0 TailHy WJIM NEPCOHAIbHBIE JaHHbIE, a Takxke apyrou 3amumaemoit [IHKO
nH(pOpMaIuK B OTKPHITOM BHJIE Yepe3 ceTh IHTepHeT;

e Ha Bcex pabouux CTaHLIUSAX U CepBEpax, B3aWMOJCHCTBYIOIIMX C ceTbio MHTEepHeT
JIOJKHBI OBITh YCTaHOBIIEHBI CPEACTBA aHTUBUPYCHOM 3aIIUTHI HHPOPMALIUH.

7.6. TpedoBanus no odecneyeHur0 MHGPOPMANMOHHONH 0€30MACHOCTH NMPH HCHOJIb30BAHUH
cpeacTB KpUunTorpaguyeckoi 3amuTbl HHGOpMaAKu

st 3ammTel MHOOpMAIMKU, TIEperaBaeMoi 4epe3 OTKpbIThie KaHaibl cBsi3u, [THKO
UCIIONB3YEeT  CepTU(UIMPOBAHHBIE CpeACTBa KpUOTOrpaduyeckol 3ammTbl  HWHGOpMALUU
(CK3H).

Bri6op u npuobperenne CK3U cornacoBsiBaetcs ¢ YmpaBieHHeM HHPOPMAIIMOHHOM
6e3onacHoctu [THKO. Tlpu Be16Ope n mpuodOpereHuu cpenacts CK3U yduThIBarOTCS ClIeIyrOITHE
TpeOoBaHUs:

® OHHU [IONMYCKalOT BCTPAaWBAaHHWE B TEXHOJOTMYECKYID CXeMy OOpabOTKU 3JIEKTPOHHBIX
cooOlIeHnH, a Takke O00eCreyrBarOT B3aUMOJEHCTBUE C NPUKIAJHBIM I[POIPAMMHBIM
oOecriedyeHEeM Ha YpOBHE 3allpOCOB Ha Kpurrorpaguueckue mnpeoOpa3oBaHUs U BblIaul
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pe3ysIbTaTOB NMPe0Opa30BaHMUS;

® OHH TIIOCTaBJIAKOTCA p33pa6OTqHKaMH C TIIOJHBIM KOMIIJICKTOM 3KCHHyaTaHI/IOHHOI>'I
JOKYMCHTAllMH, BKJIIOYas OIIMCaHHC KJII0UEBOH CUCTCMBI, IIpaBHJIa pa6OTBI C Heﬁ, a TaKXKe
000CHOBaHHE HeO6XO,I[I/IMOFO OpTraHU3allUOHHO-IITATHOI'O O6€CHC‘I€HI/I$I;

e OHHM pEaIM30BaHbI HAa OCHOBE QJITOPUTMOB, COOTBETCTBYIOIIUX  HAI[MOHAIHLHBIM
crannapram P®, ycioBusiM oroBopa ¢ KoHTpareHToM u (win) crangapram banka Poccuuy;

® OHU HMEIOT CTPOTHH pEerjamMeHT HCIOJIb30BaHMs KIIOYEH, Mpeanosararmiuil KOHTPOIb
co croponbl agmuuuctparopa Wb TTHKO 3a nefictBusmu mosnb3oBatens mpu padbore ¢
KITIF04eBOi MH(pOpMaIue (moaydeHrne KI4eBOro HOCUTENS, BBOJ KITFOUEH, HCIIOIb30BaHHE
KJIFOYEH U cljada KIF0YEBOTO HOCUTEIA);

e OHM 00€CHEeUMBAIOT peATM3ALMI0 TpoLeayp cOpoca KIOYe B CllydasiX OTCYTCTBHUS
IITATHOM aKTUBHOCTH II0JIb30BaTEN€i B COOTBETCTBUU C PETJIAMEHTOM MCIIOJIb30BAHMS
krouet wiu npu nepexogae AbBC B HemTaTHBIN pexXxuM pabOThI;

® OHHM HE COJACpKar Tpe6OBaHI/II>'I 10 CHCHH&J’IBHOﬁ IIPOBEPKE HA OTCYTCTBHE 3aKJIaJHBIX
YCTpOﬁCTB, €CJIN KHOC HCE Or'OBOPCHO B TEXHUUYECKOM JOKYMCHTAIlUK Ha KOHKPETHOC
CpCACTBO 3allIUTHI;

® OHH HE Tpe6y1-OT ,I[OHOJIHHTGJIBHOI;'I 3alllUTbl OT VYTCYKH IIO0 MOOOYHBIM KaHaJIaM
SJICKTPOMArHuTHOT'O U3JTYUCHUS.

JlonmonuutenpHas wuHpopMammst o pabore ¢ CK3UM oTpakeHa BO BHYTPEHHUX
IIOJIO’KEHUSAX U UHCTPYKLUAX, cBsizaHHBIX ¢ CK3MU.

7.7. TpeooBanus mno oOecreyeHH0 WHPOPMANMOHHON 0e30MACHOCTH  ILIATEKHBIX
TexHosornyeckux npoueccos ITHKO

Cucrema obecrieueHus WHPOPMAIIMOHHOW O€30MaCHOCTH OaHKOBCKOTO ILIATEKHOTO
TEXHOJIOTUYECKOT0 Ipoliecca JI0JKHAa COOTBETCTBOBaTh TpeOoBaHusM Cranpapra banka Poccun
CTO BbP HUBBC-1.0 u HHBIX HOPMATHUBHBIX JOKYMEHTOB IIO BOIpOcaM HWH(POPMAIMOHHON
0e30MacHOCTH, JEWCTBHUE KOTOPHIX paclpocTpaHseTcss Ha OaHKOBCKYIO cucteMmy Poccuiickoit
denepanuu.

[Topsimox oOMeHa miaTe:KHOW MH(pOpMAIMe JOKEeH OBITh OMpEeNeieH B JAOrOoBOpax
mexny [THKO wu knumeHTamu: KpEAWTHBIMH OpPTaHH3AIMSIMH, IOPUINYCCKUMU U (PU3NICCKIUMHU
munamu. Ilpu pabore ¢ muarexHOW wHHPOpMAIHe HEOOXOAMMO TMPOBOIUTH ABTOPHU3AIMIO
¥ KOHTPOIIb IENOCTHOCTU AaHHON mHpopMmarmu. HeoObxoaumMo MpUMEHSTh CPEACTBA 3allUThI OT
HCJ u CK3U Ha cpeacTBax BEIYUCIUTENBHON TEXHUKHU, Ha KOTOPBIX OCYILIECTBIISIOTCS ONEpalluM C
IUIaTEXXHOM HH(pOpMaLuen.

[Toarorosnennas kinuentamu [THKO mnatexxnas undopmaius, Ha OCHOBAaHHUH KOTOPOiA
COBEpLIAIOTCS PACUETHBIE ONEPALMU, NPEIHA3HAUYCHA TOJBKO JUIsI BHYTPEHHETO HMCIOJIb30BAHUS U
MOXET OBITh TepeJaHa WHBIM OpTaHM3aIUsSIM TOJBKO B COOTBETCTBUH C JACHCTBYIOIIMM
3aKoHoAaTenbCTBOM Poccuiickon denepannu.

Kommnexkc Mep mo oOecrnedeHrio HHGOPMAIMOHHON 0€30MacHOCTH OaHKOBCKOTO
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IJIATC)KHOTO TCXHOJIOT'MYCCKOT'O ITponecca nNpeaAyCcCMaTpuBacT:

7.8.

3alIUTY IUIaTeXHOW HWHGOpMaluMu OT UCKaxeHHs, (anbcudukanuu, nepeaapecaru,
HECAHKIIMOHUPOBAHHOI'O YHUUTOXKEHUS, JIOAKHON aBTOPU3ALIMH IJIATEXKHBIX JOKYMEHTOB;

MUHUMAJIbHO HEOOXOJMMBINA, TapaHTUpoBaHHBIN goctyn corpyaHuka [THKO Tonbko
K TeM pecypcaM OaHKOBCKOIO IIJIATEKHOTO TEXHOJOTUYECKOro Tpolecca, KOTOphIe
HEOOXOUMBI €My [JIsl WCIOJHEHUS CIYXEeOHbIX OOS3aHHOCTEM WM peanus3aliu Ipas,
IIPElyCMOTPEHHBIX TEXHOJIOIHEeH 00pabOoTKU IIaTeKHOW HH(OPMALINN;

KOHTPOJIb (MOHHTOpI/IHF) HUCIIOJIHCHUA YCTaHOBHCHHOfI TCXHOJIOI'HN noAroTOBKH,

00paboTKH, Tepeiayn U XpaHEeHUs IUIATeKHON HHpOpMaIumy;
ayTeHTU(UKauo o0padaTeiBaeMOi MIaTeXHOM HH(pOpMALIH;

JBYCTOpOHHIOIO ayTeHTU(dukanuio APM (pabouux cTaHUMH U CEpBEPOB), YYAaCTHHUKOB
00MEHa EKTPOHHBIMU IJIATEXHBIMH COOOIEHUSIMH;

BOCCTAQHOBJICHHE IIJIATEKHOH HWHPOpPMALMK B CIydae €€ YMBIIUIEHHOTO (CIIy4aifHOTO)
paspyiieHnst (MCKaXKEHUs1) WM BBIXO/Ia U3 CTPOSI CPEIICTB BBIUMCIUTEIIBHON TEXHUKH,

CBCPKY BBIXOJHBIX INIATCIKHBIX COO6H.[€HI/II>'I C COOTBCTCTBYIOIIMMHU TMOCTYIIUBIINMU

IJIaTC)KHBIMU COO6III€HI/I$IMI/I;

rapaHTUPOBAHHYIO JIOCTaBKY IUIATE)KHBIX COOOLICHUN YYacTHUKAM HH(OPMAIIMOHHOTO
oOMeHa.

TpeGoBanuss no odecneyeHn0 MHEGOPMAIMOHHOWH Oe30mMacHOCTH MHGPOPMAIHOHHBIX

TexHosornyeckux npoueccos ITHKO

Hennatexxnast uandopmarms [THKO nogpaznensiercs Ha:

OOIIEeIOCTYNIHY0, T.€. JAOCTYNmHYH corpyaHukam [IHKO, BHEmHMM MOJIb30BaTeNsIM,
KIIMEHTaM W KoHTpareHTam. K ngaHHOMy Tumy wWH(OpMAamMu MOXKET OTHOCHTHCS
myOIMKyeMass OTYETHOCTh, JaHHBIE O CTaBKaxX 1O BKJIaJaM M WHBIM BUJAM OaHKOBCKHUX
yenyr, obmas wuHpopMmamus o I[IHKO wu T.m.; panHas wHQOpMAIms MOXKET
pacmpocTpaHsiTbes myTeM pasmenieHuss ee Ha caire [IHKO, Bwimycke pexiamMHBIX
MPOCIEKTOB, CTEHJOB B OIEpallMOHHBIX 3amax. TpebGoBanuem Wb k nanHoMy BUIY
uHbOpMallMK  SBJISIETCS €€  JOCTOBEPHOCTh, KOTOpas O0eCIeurMBaeTcCsl JIMIAMH,
OTBETCTBEHHBIMU 32 €€ PaCIPOCTPaHEHUE;

nH(pOpMAIMI0O OrPaHMYEHHOTO J0cTyna (KOHGUIAEHIMAIbHYI0), T.e. JOCTYH K KOTOPOU
OTPaHUYMBAETCS B COOTBETCTBHH C 3aKOHOAATeNbcTBOM P® u ¢ BHYTpeHHUMH
HopMatuBHbiMH JokymMeHTamu [IHKO. [lannas wuHpOpMamus m0DKHA XPAaHUTHCS C
obecrieueHreM TpeOOBaHUI K €e COXPaHHOCTH — B ceidax, 3anuparonmxcs mkadax uin
amukax. J{ns obecrieueHus cOXpaHHOCTU TakoW MH(OPMALUK U KOHTPOJS 33 OCTYIOM K
HEW MOryT Ha3HaudaThCsl OTBETCTBEHHBbIE COTpyAHUKU [THKO; mMoXeT BBOIUTHCS pekUM
OTpaHMYEHUS] PACIPOCTPAHEHUS Takol HHQOpMAalMM — 3alpeT Ha CHITHE KOIUH,
OTrpaHUYCHUC (1)1/[3I/I‘-IGCKOFO BbIHOCAa OOKYMCHTOB M3 MCECT HX XpaHCHHA U T.II.
Konpunenuunansnas wuHopmanus, XpaHsiascs HUCKIOUYUTEILHO Ha AJIEKTPOHHBIX
HOCHUTCIIAX, JOJI’KHA OBITH 3alMIICHa KOMIUICKCOM TCXHUYCCKUX WU IMTPOTrpaMMHEBIX MEP.

42



Bee corpyanuxku ITHKO npu mpueme Ha paGoTy Aal0T NMHUCBMEHHOE O00S3aTENbCTBO
0 COOJIIOJIEHNH KOH(PHUIEHIIMATIBHOCTH.

7.9. TpeGoBanus no 06padoTKe MepcoHANbHBIX JaHHbIX B [THKO

B I[THKO nHeo6xoauMo 10KyMEHTalbHO 3a(MKCUPOBATh U YTBEPAUTDH LIETH 00pabOTKU
[T, a Taxke OMpenenuTh HEOOXOIUMOCTh YBEJAOMIICHUS YIIOJTHOMOUYEHHOTO OpraHa IIo
3amuTe CyObeKTOB MEPCOHAIBHBIX JaHHBIX 00 00padoTke [1/]H.

Krnaccudukanus nepcoOHATBHBIX JaHHBIX TPOBOJUTCS B COOTBETCTBHU CO CTCIICHBIO
TSDKECTH TOCIEICTBHM MoTepu cBOMCTB Oe3onacHocTH [1J[H nmst cyonekra I1)1H:

e crnenuanbHble kateropuu I1/1H;

e Ouomerpuyeckue kareropuu [1]1H;

e oOmenocrymHbie U 00e3mmueHHbIe [1/1H;

e unbie [1JIn (II/Jn KoTOpBIe HE MOTYT OBITH OTHECEHBI K BBHIIICTIEPEUNCICHHBIM KaTETOPUSIM).

[Tepenaua [THKO I1/IH TpeThemy JHILy JOJKHA OCYIIECTBIISITHCS C COTIIACHsS CyOBEeKTa
[I1a. B tom cnywae, eciu [THKO mopyuaer o6pabotky II[lH Tperbemy nuIly Ha OCHOBAaHUU
JIOTOBOpA, CYILECTBEHHBIM YCIOBUEM TAaKOro JOroBOpa SBJISETCA OOS3aHHOCTh OOecleyeHHs
TpeThuM JHUIOM KoHbuaeHnansHoCcTH [1J{H 1 6e3onacnocTu I1/1H mpu nx oOpaboTke.

[THKO nomxHo mpexpatuts oOpabotky II/IH m yHuutoxuth cobpanusie I1/IH, ecnu
MHOE HE YCTaHOBJIEHO 3aKOHOAATENbCTBOM PD, B cienyromux ciiydasx U B CPOKH, YCTAaHOBJICHHbIE
3aKOHONATENBCTBOM PO:

® [0 JIOCTH)KEHUH IieNieil 0OpaboTKM WM MpU yTpaTe HEOOXOAMMOCTH B MX JIOCTHKECHHUHU;
no TpeOOBaHMIO CyOBEKTa IMEPCOHATBHBIX JAHHBIX WIM YIIOJTHOMOUYEHHOTO OpraHa Iio
3amure TpaB cyobekToB [I[lH — ecnmu [I/IH SBASIOTCS HEMOJHBIMHU, YCTapEBIIUMU,
HEJOCTOBEPHBIMH, HE3aKOHHO TIOJYYCHHBIMH WM HE SBISIOTCS HEOOXOTUMBIMH IS
3asBJICHHOM L1e71 00paboTKy;

e mpu oT3biBe cyObekToM [IJI[H cormacuss Ha o00pabotky cBoux IIJIH, ecnmmu Takoe
coryacue Tpedyercsi B COOTBETCTBUU C 3aKOHOJATENLCTBOM PD;

e 1pu HeBo3MOXkHOCTH ycTpanenus [THKO nomymennsix Hapymenuit npu oopadotke [1/1H.
B ITHKO Heo6x0a1uMo OnpeeuTh | TOKYMEHTAIbHO 3a()UKCUPOBATH:

e qopanok yHuutroxkeHus II[ln (B Tom uucne u MarepuanbHbiX Hocutenen [1/1n);
MOpsIIOK 00paboTku oOpamieHnit cyobekToB [1/IH (Miam WX 3aKOHHBIX TPEICTABHUTEICH)
o BompocaM 00pabotku ux [1]1H;

® [OPAJOK JCHCTBHH B Cllydae 3ampocoB YIIOJHOMOUYEHHOI'O OpraHa IO 3allluTe IpaB
cyobekToB [1JH WM MHBIX HAJ30PHBIX OPTaHOB, OCYIIECTBIIAIONIMX KOHTPOJIb W HAA30D B
obnactu I1/1H;

e noxaxon k otHeceHuto ABC wim ero wacteit k UCIIIn; nepeuens UCIT/IH;

e cmucok pomxHoctedl ITHKO, yuyacTByrommx B TEXHOJOTMYECKHMX Ipolieccax, B paMKax
KOTOpBIX oOpabareiBaroTcs I1/1H;
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e nopsagok pocrtyna corpyaHukoB [THKO u uMHBIX U1l B mOMENIEHUs, B KOTOPBIX BEIETCA
obpabotka I1/1H;

® [OPSI0K XpaHEHHS] MaTepUalIbHbIX HocutTenen [1/1H.
Jus xaxnoit UC [1Jn ITHKO nomkHbI OBITE ONpeaesieHbl U TOKYMEHTAIbHO 3a()UKCUPOBAHBIL:
e 1enbs oOpadoTku I1aH;
e 00BeM U conepkanue oopadaTeiBaeMbIx [11H;
e mnepeueHb aeiictuii ¢ [1/1H u ciocoOs! ux 06paboOTKH.

O0beM U conepikaHue MEPCOHANBHBIX JAHHBIX, a TAKXKE MepeueHb ASHCTBUN U CITOCOOBI
00pabotku IIJIH JOMKHBI COOTBETCTBOBATH IEJsIM 00paboTku. B ToM ciywae, ecnu ais
BBITIOJTHEHHsI OAHKOBCKOTO HMH(OPMAIIMOHHOTO TEXHOJIOTUYECKOTO TMpOIEcca, peann3aliio
koroporo nomnaepxkuBaet MCIIAH, HET HeoOXxoaumocTn B 00paboTke ompeneneHHbix [1J[H, aTH
[T1H 1OoMKHBI OBITH YJAJECHBI.

B TTHKO pomxkeH OBITH ompeneneH M JOKYMEHTAIBHO 3a(UKCHPOBAH IIE€PEUCHD
(cMCOK) COTPYMHUKOB, ocymecTBistonmx oopadorky [1[lx 8 UCII[H nubo uMeromux I0CcTyn K
IInua. [lomyckaeTcsi yka3zaHuWe COTPYIHHMKOB B TIiepedyHe (CIUCKE) Ha pOJICBOM OCHOBE B
COOTBETCTBHU C 3aHUMAEMOU JOJKHOCTHIO.

Hoctyn corpyaaukoB [THKO k IT/Ia u o6padotka [1/In cotpyaaukamu [THKO nomxHbI
OCYIIECTBISATHCS TOJIBKO JJISl BBIMOJTHEHUS UX JIOJDKHOCTHBIX 00S3aHHOCTEH.

Corpyauuxu ITHKO, ocymectBastomue obpadorky I1/ln B UCIIAH, nomKHBI OBITH
npouHopMupoBaHsl 0 (QakTe 00pabOTKM HMMH MEPCOHAIBHBIX JAaHHBIX, KaTErOPHsIX
oOpabarbiBaembix IIJ[H, a Takke JOKHBI OBITH O3HAKOMJIEHBI IO POCHHCH CO Bcel
COBOKYITHOCTBIO TpeOoBaHUU MO 00paboTke u obecnedennto Oe3omacHoctu [I/lH B wactwy,
Kacarollencst UX J0JKHOCTHBIX 00513aHHOCTEH.

IIpu o6paborke B IIHKO III[H Ha OyMaKHBIX HOCHTENSX, B YacTHOCTH, NpHU
UCTONb30BaHUM  TUIOBBIX  (QOPM  JOKYMEHTOB, XapakTep HH(pOpMalMU B  KOTOPBIX
npejrnonaraeT WiIM JOIyckaeT BkiItodeHue B HUX I1/[H, momkHBl coOmtonartbes TpeOoBaHuS,
ycraHoBieHHble  “TlonokeHneM 00 OCOOEHHOCTSX OOpabOTKM MEPCOHAIBHBIX  JIaHHBIX,
ocyllecTBIsieMOM  0e3  HMCHONb30BaHUS  CPEACTB  aBTOMATH3ALUKM~’,  YTBEP)KICHHBIM
[TocranoBnenueM IlpaBurensctBa PD ot 15.09.2008 1. Ne687.

8. TpebGoBanusi o odecnevyeHN 0 6€30NMACHOCTH MEPCOHATBHBIX JAHHBIX B
HH(POPMALMOHHBIX CHCTEMAX MEePCOHAIbHBIX TaHHBIX

8.1. OO6mme TpeGoBaHusi 1O oOecHeYeHHI0 0€30MACHOCTH IMEPCOHAIBHBIX JAHHBIX,
o0padaTbiBaeMbIX B HHGOPMALMOHHBIX CHCTEMAX MEPCOHAIbHBIX IAHHBIX JII000I0 Kj1acca

TpeboBanus 1o obecnedennto OezonacHoctu [IJIln B UCII[IH B oOmem ciydae
PCAIU3YIOTCA KOMIIJICKCOM OpTraHHU3allMOHHBbIX, TCXHOJIOI'M4YCCKUX, TCXHUYCCKUX 158

MIPOTPAMMHBIX MEp, CPEJICTB M MEXaHU3MOB 3alIUTHl HH()OPMAIIHH.

Opranuzanuss BBIIOJAHEHMsT M (WIM) peanu3auuss TpeOOoBaHMM 10 OOECIeUEHUIo
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6e3onacHoctu I1/IH momkHa OCYIECTBIATECS YTIpaBieHHeM HH(POPMALlMOHHOM 0€301MacHOCTH.

Pa3paboTka KOHLENUMM, TEXHUYECKUX 3aJaHuil, NPOEKTHUPOBAHUE, CO3JaHUE WU
TECTUpOBaHUE, IpuemMka U BBoA B J3kciulyarauuio HMCIIJH 1DOMKHBI OCYIIECTBIATHCS 110
COTJIACOBAHUIO U 10T KOHTPOJIEM YTpaBieHus: HHPOPMAIIMOHHON O€30MaCHOCTH.

Cotpynnukw, ocymectsistonie oopadotky [1[lx 8 UCII/IH, momxkHBI 1eHCTBOBAThH B
COOTBETCTBUM C HMHCTPYKIHEN (pyKOBOJACTBOM, pErJaMEHTOM M T.I.), BXOJALIEH B COCTaB
sKcIuTyataiiioHHoN fnokymeHtanuu Ha MCII/IH, u coOmonats TpeboBanus aoxkymentoB [THKO
no obecnieuenuto Ub.

[TapameTpsl KOH(MUTYpAIIK CPEACTB 3aAIIUTHl U MEXaHU3MOB 3alIUTHl HH(OPMAILIUU OT
HCJI omnpenensitorcss B akciutyataiiuoHHod  gokymentanuu Ha HWCII[Aa. Ilopsinok wu
MEPUOANYHOCTh TPOBEPOK YCTAHOBIEHHBIX MapaMeTPOB KOH(PUTYpallMd YCTaHABIWBAIOTCA B
AKCIUTYaTallMOHHOM TOKyMEHTAllMU WIN PETIaMEHTHUPYIOTCA BHYTpeHHUM AokymeHToM [THKO

ITonp3oBarenn u obcmyxuBatomuii nepcoHan MCII[IH He MOMMKHBI OCYILECTBISATH
HECaHKIMOHUPOBAHHOE U (UJIH) HEpeTucTpupyeMoe (0eCKOHTPOIIbHOE) KonnpoBanue [1aH.

8.2. TpeGoBaHust o odecnevyeHNI0 0€30NMACHOCTH NEPCOHAIBHBIX JAHHBIX, 00padaTbIBaeMBbIX
B HH(POPMALMOHHBIX CHCTEMAaX 00pPadOTKHU 001IeOCTYNHBIX U (MJ1H) 00€e3JIMYeHHbIX
NMePCOHATbHBIX JAHHBIX

[Tponeccer 06padoTku I1/1H, a Takke MOPSIOK YCTAHOBKU, HACTPONKH, IKCILTyaTallud U
BOCCTAHOBJICHUA HCOGXOI{I/IMBIX TCXHUYCCKUX U MPOTrpaMMHBIX CPCACTB PCrIIaMCHTUPYIOTCSA

paszpabotunkom VCII/IH B MPOEKTHOM U 3KCIUTyaTallMOHHOM JTOKYMEHTAIIUH.

Wnentudukanus u ayreHTHQHUKAIMA (MPOBEpKa MOIIMHHOCTH) CyObEKTa J0CTyNa Mpu
Bxonie B CII/IH obOecrieuynBaroTcsl Mo HASHTHPHUKATOPY (KOMY) U MEPHOIUICSCKH OOHOBISIEMOMY
apoJIko.

[lepenaya II/IH noKHA OCYIIECTBISATHCSA TOJIBKO IPU YCIOBUM OOECIEUYEeHUs HX
OCJIOCTHOCTH C TIOMOMIIBIO 3alllMTHBIX MCpP, MCXAaHU3MOB M CpPCACTB, IMPUMCHACMBIX II0

corjzaCoBaHHIO C I[el'lapTaMeHTOM 0€30IacHOCTH.

8.3. TpeGoBanuss 1o  oOecmeyeHHI0  0€30MACHOCTH  NEPCOHAJIBHBIX  JIAHHBIX,
o0padaTbiBaeMbIX B MH(GOPMANMOHHBIX CHCTeMaxX O0pPadOTKH MePCOHATBHBIX TAHHBIX, He
SIBJASIOIIMXCA OHOMETPUYECKHMH, He OTHOCSINMXCA K CHeNHAIBHBIM KATeropusM H K
0011eIOCTYTHBIM HJIH 00€3JIHYeHHbIM

Hus UCIdH, He sBASONMXCS OMOMETPUYCCKUMU, HE OTHOCSAIINXCS K CIIeIUAThHBIM
KaTeropusiM ¥ K OOIIEIOCTYITHBIM WU OOE3JIMUEHHBIM, TPHUMEHSIOTCS BCe TpeOOBaHUSA IO
o0ecriedeHn o Oe30MaCHOCTH, OTIpeIeIeHHbIE B paszene 8.2, a TakkKe CIeayIole TpeOoBaHusI.

Opranms3amnust pexuma obecrieueHuss O€30MAaCHOCTH  TMOMENIEHUH, B  KOTOPBIX
pasMeiiCHa HH(i)OpMaIlI/IOHHaSI CUCTCMA, MPCIATCTBYIOIICTO BO3MOXHOCTU HCKOHTPOJIUPYEMOI'O
IMPOHUKHOBCHUA HIIN Hp€6BIBaHI/I$I B OTUX IMOMCHICHUAX JIMI, HC UMCIOIIHX ITpaBa AOCTYyIla B 3TU

INOMCIICHHA.

Perucrpamus Bxona B UCII/JH (Beixoma u3 MCII/IH) cyObekTta gocTymna sBiseTcs
oOs3aTenbHONM. B JkypHanme perucrtpanuu COOBITHH, KOTOPBIM BeNETCS B DIIEKTPOHHOM BHUJIE
NCTI/H, yka3bIBatOTCsl CIEAYIOLINE TapaMeTPhI:
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e JjaTa M BpeMsl BXOJla B CUCTEMY (BBIXOJ/Ia U3 CUCTEMBI) CyOBEKTa JIOCTYTIA,
® uACHTUPHUKATOP CyOBEKTa, NPEAbABICHHBIN MPH 3aMIpoCce TOCTYTIA;
® pe3ysbTaT MOMBITKY BXO/A: YCIIEIIHAS MM HEeYCIIelIHas (HECAHKITHOHUPOBAHHAs );

e uaeHTUUKATOP (azxpec) yCTpoHCTBa (KOMIIBIOTEpA), HCIONB3YeMOro Jjs BXoJa B
CHCTEMY.

B UCII[In He noiKHO ObITH CyOBEKTa AOCTYIA, MMEIOIIEro MOJIHOMOYHSA, a IpHU
BO3MOXKHOCTH M TEXHHYECKHE CPEICTBA 10 YHHYTOXKEHUIO W MOTUPHUKAIMKA WH(POPMAIHH,
COJIEpIKaIIeics B )KypHAJIe PETUCTPALIUN COOBITHIA.

CHATHe ¢ yyeTa MAIIMHHBIX HOCHUTENEH, Ha KOTOpbIX Obumn pasMeuniensl [1/1H,
MPOU3BOJUTCS IO aKTy IyT€M CTHpPaHUA C HUX HH(OPMAIMHM CPEICTBAMH TapaHTHPOBAHHOTO
CTHpaHUs HHPOPMALIUHU HITH 110 aKTy ITyTEM UX YHUYTOKEHHUS.

CoxpanHocTh M 1€OCTHOCTH IporpaMMHubix cpeacts MCIIJIn u I1/IH sBastorcs

00s3aTeJIbHBIMH M 00SCIIEUMBAIOTCS B TOM YHCJIE 33 CUET CO3aaHus pE3CPBHBIX KOIIHIA.

[Topsok co3maHus U CONPOBOXKICHMSI PE3EPBHBIX KOIMUHM, BKIIOYAIOMIMKA CIIOCOO M
MIEPUOINYHOCTh KOMHUPOBAHUA, MNPOLUEAYPHl CO3JaHUS, BOCCTAHOBJICHUS, Y4e€Ta, XPaHEHHS,
UCIIONIBb30BaHUs (AJ11 BOCCTAHOBJICHMS) M YHUUTOXXEHHS PE3EPBHBIX KOINUI, periiaMeHTHPYeTCs
paszpadotrunkom MCII/Ix B skcmuryatanmonnon nokymenTanuu Ha UCITIH.

Boinonnenne Qynkumit obecneuenust OesomacHoctu [/l B UCII[H nomxHO
oOecrieunBaThCsl CPeACTBAMU 3alUThl MH(GOpPMALMHU, MPOIIEAININMUA B YCTAaHOBJIEHHOM MOPSAKE
IpOLEAYpPY OLEHKM COOTBETCTBUS(KOTJAa TNPUMEHEHHE TAaKUX CpEACTB HEO0OXOIuMo s
HEUTpaiu3aluy aKTyaJbHBIX YIPO3), a TAaKKE KOMIUIEKCOM BCTPOEHHBIX MEXaHM3MOB 3alUThI
OBM, onepanMoHHBIX CUCTEM, CHCTEM yIpaBieHus 6azamu AanHbIX, [10.

8.4. TpeboBaHusa no obecnevyeHuio Oe3onacHocTMu
NepcoHaNbHbIX AaHHbIX, 0OpabaTbiBaeMbiXx B MHOPMALMOHHbIX
cucrteMmax obpaboTkm OMoMeTpuYEeCKMX NepCcoHaNbHbIX AAaHHbIX.

Jliis nHGOPMALIMOHHBIX CUCTEM O0pabOTKH OMOMETPHUYECKHX MEPCOHAIBHBIX JAAHHBIX
MIPUMEHSIOTCST Bce TpeOoBaHUs MO oOecredeHnio 0e30MacHOCTH, OINpeaeTeHHbIe B pazaene 8.3, a
Takke TpeOoBaHus, yctaHoBieHHbIe [locranoBnenueM IlpaButenbcrBa ot 01.11.2012 r. Nell19
«O0 yTBepkJaeHHMH TpeOOBaHUI K 3alllUTe TMEePCOHAJIbHBIX JAHHBIX MNPU HUX 00paboTke B
I/IH(l)OpMaI_II/IOHHI)IX CHUCTEMAX MEPCOHATIBHBIX TaHHBIX)).

8.5. TpeGoBannsi 1o obecrieyeHU 10 0e30macHOCTH MePCOHATbHBIX
JAHHBIX, o0OpadaTbiBaeMbIiX B HH(POPMALMOHHBIX CHCTeMaX OOpaldOTKH CHelHAJbHBIX
KaTeropuii NepcoHATbHBIX JaHHBIX

Jns  uHpOpManmMoOHHBIX cucTeM 00paboTkM crneuuanbHeix — Kateropuit [1/In
IPUMEHSIOTCS BCe TpeOoBaHMs MO oOecreueHHio Oe30I1acCHOCTH, ONpeeeHHble B pas3zene 8.3, a
TaKXke Cleayrole TpeOoOBaHus:

e lnentudukanus UHPOPMAIMOHHBIX PECypcoB (Hampumep, MHPOPMAIMOHHBIX MAacCHBOB,
0a3 naHHBIX, (aiioB, oOpabaThIBalOIMUX WX Tporpamm), coaepkamux I1/[H, mgomxHa
OCYILECTBIISATHCS 10 JIOTHIECKUM NMEHAM;
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Koutpons pmoctyna cyOBeKTOB K 3alMIIaeMbiM HH(GOPMAIMOHHBIM pecypcaM B
COOTBETCTBHH C ITpaBaMH JIOCTyIa YKa3aHHBIX CYObEKTOB ABIISETCS 00s3aTeIbHBIM;

PCFI/ICTpaIII/ISI rmecyatu MaTepI/IaIIOB, coz[epmaumx HepCOHaHBHBIG JaHHBIC, SABJISICTCS
00s13aTENbHON;

Perucrpamus 3amycka mnporpaMm U IPOLIECCOB, OCYILECTBISIOUIMX  JOCTYH K
3alUIIaeMbIM HHPOPMAIIMOHHBIM peCypcaM, SBJIETCS 0053aTeNbHOM’;

Peructparus u3MeHeHHH MOJTHOMOYMM CyOBEKTOB JOCTYNa U cTaTyca OOBEKTOB JOCTYIa
(3ammaemMbix HTHPOPMAIIMOHHBIX PECYPCOB) SIBISIETCS 00s13aTENBHOM;

B UCII[In He n0/mKHO OBITh CyOBEKTa JOCTYyINa, HMEIOIIEro IOJHOMOYMS, a IpH
BO3MOYKHOCTH M T€XHHYECKHE CPEICTBA MO0 YHUUYTOXKECHUIO U MOIUGUKAIMU WH(POpMAIINY,
cojiepKaleiics B )KypHalax perucTpaniu coObITHH;

OuncTka XypHAJIOB PETUCTpallMU COOBITUN periaMmeHTupyetcs paspadorunkom WCIIIH
B KCIUTyaTallMOHHOU okyMeHTauuu Ha UCITIH;

JIomKHO OBITh WCKITIOYEHO HCIIOJIb30BAHUE IPOTPAMMHEIX CPEJICTB, IPEIHA3HAYCHHBIX
st pazpabotku u ommanku 10 (ubo comepkamux cpencTtBa pa3pabOTKH, OTIAIKA U
TECTUPOBAHUS IPOrPAMMHO-ANNIAPATHOTO 00ECIeUEHUs ) C LEIbI0 HETOMYIICHUS U3MEHEHHS
coctasa [10 UCII/Ix;

Ilepenaua I1J[n mexny noapaznenenusamu ITHKO nomkHa ocyliecTBIATBCS TOJIBKO IPH
00€CTIeYeHN X 3alUTHI C TIOMOIIBI0 OpPraHU3aliy BUPTYAIbHBIX YacTHBIX cereil (Virtual
Private Network — VPN) unu MHBIX 3aIIUTHBIX MEpP, MEXaHU3MOB U CPEJICTB;

Ilepemavua II/IH 1O TENEKOMMYHUKAllMOHHBIM KaHajgaM W JIMHUSAM CBSI3M  MEXIY
nonpazaenenusmMu [THKO, ¢ ogHON CTOpPOHBI, U BHEIIHMMHU OpraHMU3alMsIMH, C JAPYrou
CTOPOHBI, JTOJDKHA OCYIIECTBISIThCS C HCIONIb30oBaHueM ceptuduuupoBanabpix CK3U wnun

HWHBIX 3allITUTHBIX MCXaHU3MOB,

[Hogxmouenne WCII[In k HUCII[x npyroro kmacca win K cetd VHTepHET AOIHKHO
OCYIIECTBJIATHCSA C MCHOJIB30BAHUEM CPEJCTB MEXKCETEBOIO HKPAHUPOBAHUS (MEKCETEBBIX
HKpaHOB), KOTOpbIE JOKHBI UMETh MOATBEP)KIECHHBIM CepTU(UKATOM KIACC 3allUThl HE
HU)KE UETBEPTOrO TMPH BO3MOXKHOCTH HWHGOPMAIMOHHOTO OOMEHa MEXIy BCEMH
komroneHTamu 3amuiaemoit UCII{n 6e3 ucnonb3oBanus kKoMroHeHTOB apyrux ABC (B
WHBIX CITydasx - He HIKE TPEThEro Kiacca).

9.TpeGoBaHus K MPOBEIEHUIO CAMOOIIEHKH HH(OPMAIMOHHOI (0€30MACHOCTH

Camoonenka b poBoautcst B cootBeTcTBUU ¢ [lonoxenue banka Poccuu ot 9 utons

2012 r. N 382-I1 "O TpeboBaHMsIX K 00€CTICUEHHUIO 3aIUThHI HH(POPMAIIUU TIPU OCYIIECTBICHUN

NEPCBOJOB ACHCIKHBIX CPCACTB U O NOPAAKEC OCYIHICCTBICHUA bankom Poccuu KOHTPOJIA 3a

CO6J'IIOI[CHI/ICM Tpe6OBaHI/II\/'I K 00€CIIEUeHHIO 3alllUThI I/IH(bOpMaI_[I/II/I IIpU OCYUICCTBJICHUU IIEPCBOJIOB

JIGHEXKHBIX CPEACTB" HE peKe OJTHOTO pas3a B JBa roja.

[lepen mnpoBeneHUEM CaMOOLIEHKM HEOOXOAMMO JOKYMEHTAIbHO ONPEACIUTh H

peanu3oBath mnporpammy camoonieHkn Wb, conepxairyto wuH(pOpMaIMoo, HEOOXOIUMYIO IS

IUIAaHUPOBAaHUA W OpraHu3alivd, WX KOHTPOJIA, aHaji3a W COBCPHICHCTBOBAHHA, a TaAKKE
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o0ecrieyeHHss pecypcamu, HEOOXOOUMBIMH i 3()(PEKTUBHOrO M pe3yabTATUBHOTO MPOBEIEHHS
yKa3aHHOH camoolieHkH Vb B 3ajaHHbIe CPOKHU (ONIPENEISAETCS IPUKA30M).

[Tepen mpoBeeHHEM CaMOOILIEHKH HEOOXOIUMO TOKYMEHTAIbHO OMPEACIUTh:
e MnopsnoK opMHUpPOBaHUS, cOOpa U XpaHEHUS CBUAETENLCTB camoolieHku 1b;
® [IEpUOJUYHOCTH MPOBENCHUS camooLeHku Mb;
® TIOpAJIOK XPAHEHMS M UCIOJIb30BaHUS Pe3yJIbTaToB camooneHkH Mb.

Tak ke HEOOXOIWMO  JTOKyMEHTAIbHO O(GOPMUTH IUIaH TPOBEACHUS  CAMOOIICHKH,
ONPEAEIISOIINIA:

e 11e1b camoolieHKH Ub;
e 00BEKTHI U AEATEIBHOCTD, OJBEpraromuecs camoonenke 1b;
® TIOpPAJOK U CPOKU BBIIIOJHEHUS MEPONPUATHI camooueHku Ub;

ITo pesynbTaram mpoBeneHus camooueHk Wb 1oykHBI ObITh MOATOTOBJIEHBI OTYETHI.
Pesynbratel camooueHok Wb, a Takke COOTBETCTBYIOIIME OTYETHI JOJDKHBI OBITH JOBEACHBI 10
pykoBoactBa ITHKO B ¢dopmax, ITonoxenus banka Poccum ot 9 wmrons 2012 r. N 382-IT "O
TpeOOBaHUAX K OOECIEUEHHUIO 3alUThl HH(POPMALUU TPH OCYLIECTBICHHH MEPEBOJOB JEHEKHBIX
CPEICTB M O TOpsAKE ocyliecTBIeHUs bankom Poccun KOHTpoIst 3a coOtoieHneM TpeOOBaHMIA K
o0ecreyeHn0 3aluThl MH(MOPMALMU MNpPU OCYIIECTBICHUU IE€PEBOAOB JICHEXKHBIX CpeACTB"
MeTtoarka OIIGHKM COOTBETCTBUS WH(OPMALMOHHOW O€30MacHOCTH OpraHu3aluii O0aHKOBCKOM
cuctembl Poccuiickoit @enepamnu tpedoBanusm CTO bBP UBBC- 1.0».

PesynbTaThl caMOOIIGHKH JOJDKHBI OBITH O¢opmiieHsl B Buae «lloaTBepkiaeHus
coorBercTBus [THKO TpeboBanusm cranpapra banka Poccun CTO BP MBBC-1.0» ¢ yka3zanuem
COOTBETCTBHMSI B LIEJIOM U IO HampasieHusM PerymsropoB - Pockomuanzopa, ®Cb Poccun u
OCTOK Poccun (B mpepenax MX HOJTHOMOYMI). JlaHHBIM NOKyMEHT HampaBisieTcss B aJipec
banka Poccun 1 TeppuTopranbHbIX OpraHoB Perynstopos.

10. TpeGoBaHus K MPOBEIEHNIO ayHTAa HHPOPMAIIMOHHOH (€30MACHOCTH

Aynut Ub ITHKO pomxeH mpoBOAUTHCS B COOTBETCTBUU C TPEOOBAHUSAMHU CTaHIAPTOB
banka Poccum CTO BP HWBBC-1.1 “Obecneuenne wuHGOPMAIIMOHHONW  0€30MacCHOCTH
opraHu3anuii  0aHKOBCKOW cuctembl Poccuiickorr @Depepanun. Ayautr uHOOpPMAITMOHHON
6esonacaoctn” u CTO BP HBBC-1.2-2014 “O6ecneuenne wHOOPMAIMOHHON O€30MaCHOCTH
opraHu3anuii 0aHKOBCKOM cucTtembl Poccuiickoir dexepannn. MeTonuka OIEHKH COOTBETCTBUS
WHPOPMAIMOHHON OE€30MacHOCTH OpraHM3aiuii OaHKOBCKOW cucTeMbl Poccuiickoit Deneparumn
tpedoBanusim CTO bBP UBBC-1.0.

[Tepen mpoBeaeHUEM ayauTa HEOOXOIUMO JOKYMEHTAIBHO OMPEEIUTh U PEaIn30BaTh
nporpammy aynuta Wb, coxaepxarnyro uHpOpMaiuioo, HEOOXOIWMYIO Ui IUIAHUPOBAHUS W
opranm3anmu ayauta Wb, ero KOHTpOs, aHaIM3a U COBEPIICHCTBOBAHUS, a TaKKe OOECICUCHUs
€ro pecypcaMu, HEOOXOAUMBIMU Ui 3()PEKTUBHOTO U  PEe3yJbTaTUBHOTO IPOBEICHUS
ykazanHoro ayauta b B 3a1aHHbIe CPOKHU.
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s aynura Ub HE0OX0qMMO TOKyMEHTaIbHO O(OPMUTH IJIaH ayIUTa, OTIPEIeIIOLIHM:
e 1enb ayguta Ub;
e xpurepuu aygura Ub;
e oOnacts ayauta Ub;
e JlaTy U NPOAOJDKUTENBHOCTD IpoBeaeHus ayaura Ub;

® COCTaB ayJIUTOPCKOW Tpymmbl (MPOBOJAUMON OpraHU3AIMEi, UMEIOMEH OMBIT MPOBEACHUS
aynuta Ub);

® OIUCaHME JIEATEIBHOCTH U MEPOIIPHUATHH 110 MPOBEACHUIO ayIUTA;
e pacrpeJesieHUe pecypcoB MU NMPOBEJICHNUN ayaAMTa.

B ITHKO nomxHbI ObITH OGOPMIIEHBI JIOTOBOPHI C ayAMTOPCKUMH OpraHHU3aLUsAMU, a
TaKXe JOKYMEHTAJIbHO OIPEeIICHbI:

® TIOPAJIOK XpaHEHWs, JOCTyNa W HCIOJIB30BAaHHUS MAaTEpUaJIOB, IMOJYYaeMBIX B IPOIECCE
npoBenenus aynaura Ub;

e [OPSOOK B3aUMOJEUCTBUS C AaYJUTOPCKOW OpraHu3alMeld B MPOLECCE NPOBEAECHUSA
aynurta Ub;

® [OpPSIOK B3aUMOJAEWUCTBUSA ayaUTOpPCKOM rpymnmsl M pykoBoactBa [THKO, nozBossrommii
NPEJCTaBUTENSIM ~ ayJUTOPCKOM  Tpynmbel TOpU  HEOOXOAMMOCTH  HEMOCPEICTBEHHO
oOpaiuatecs k pykoBoactsy [THKO;

® [OPSIOK opraHu3anuu onpoca corpyaukos ITHKO;

® TIOPAJIOK OpraHW3aluyd HAOIIOACHHS 3a AesaTeNbHOCThIO coTpyaHukoB [THKO co cTtoponsr
MIPECTaBUTENICH ayUTOPCKONW OpraHu3aIliy.

[lo pesynapTaTam npoBeACHHUS ayauTa JODKHBI OBITH TOATOTOBICHBI OTYETHI.
Pesynbrarhl aynuToB, a Tak)Ke COOTBETCTBYIOIIME OTYETHl JIOJDKHBI OBITh JOBEIEHBI JI0
pykoBoactBa [THKO.

Z[OJ'DKCH OBITh AOKYMCHTAJIBHO  ONPCACIICH HOPAAOK XPaHCHUA, HOCTylla U
HCIIOJIB30BAaHU MAaTCPUAJIOB, ITOJIYyYa€MBbIX B IIPOLECCC IMTPOBEACHUA ayAUTOB, B YaCTHOCTH, OTUETOB
AyAUTOB.

B TIHKO nomkHBl OBITH JOKYMEHTUPOBAHO ONPEACICHBI pOJIH, CBS3aHHBIC C
OpraHu3aleil BBINOJHEHUS NPOrpaMM ayJuTOB U IUIAHOB OTACNIbHBIX ayJIWTOB, U Ha3HAYEHbI
OTBETCTBEHHBIE 32 BBIIIOJIHEHUE YKa3aHHBIX POJICH.

11. TpeGoBanus k cucreme odecrniedeHnst HHPOPMAHMOHHOW 0€30MACHOCTH

11.1. TpeooBanusi k npunsaTHIO pykoBoacTBoM ITHKO pemennii o peanusamum u
IKCIJIyaTAlMU CUCTeMbI o0ecriedeHnsi HHPOPMAIIMOHHOI 6€30MACHOCTH

Pemenus o peanuzanuu u sxciutyatauu COUB noiKHBI yTBEPKIAThCSl PYKOBOJCTBOM
I[THKO. B wactHOCTH, TpeOyeTCcs TOKyMEHTATHHO 0(DOPMUTH PEIICHUs PYKOBOJICTBA:
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e 00 aHanM3e U NPUHSATUU OCTATOYHBIX pUCKOB HapylieHus Ub;
e 0 IulaHupoBaHuu dTanoB BHeapeHus COUB;
e 0 pacmpenaeneHuu posier B oosactu ooecnieuenust Ub I[THKO;

® O NOPUHATHU CO CTOPOHBI PYKOBOJCTBA IUIAHOB BHCAPCHHA 3alllUTHBIX MCP WU CHHUIKCHUC

puckos 1b;
® 0 BBIIEJICHUU PECYPCOB, HEOOXOIUMBIX IS peanu3auuu u sxcruryaranun COUB.

Bce mnanst BHeapenus COUB, mnansr 06paboTku puckoB HapymieHus b u BHeapenus
3alIUTHBIX MEP JIOJDKHBI OBITh YTBepkIeHbl pykoBoacTBoM [THKO. YkazaHHbIE TUIaHBI JOMKHBI
JIOKYMEHTaJIbHO (PUKCUPOBATD:

® JIOCICOOBATCIBHOCTD BBIIIOJIHCHHUA MCpOHpI/ISITI/Iﬁ B paMKaX YKAa3aHHBIX IIJIAHOB,
® CpOKH Ha4dajla 1 OKOHYAHUA 3aIlJITAaHUPOBAHHBIX MepoanHTI/Iﬁ;

® JOJZKHOCTHBIX  JIMIT (HOI[pa?,I[eJICHI/IH), OTBCTCTBCHHBIX 3a  BBIIIOJIHCHHUEC Kaxaoro
YKa3aHHOTO Meponpusatus. JlommkeH ObITh JOKYMEHTAIBHO ONpEAesieH MOPSA0K pa3paboTKuy,
MepecMOTpa U KOHTPOJISI UCIIOTHEHHS TUTAHOB 110 obecnieuenuto Ub.

11.2. TpeGoBanusi K OpraHu3anuu pean3aluu NJIAHOB BHEJAPEHUs CHCTEMBbI 00eceYeHuns
HH(popMaANMOHHOI 0€e30ITaCHOCTH

B TIHKO gnomkHbl OBITh JOKYMEHTAJIBHO  ONpEAENEHbl U  BBINOJIHATHCS
NPOCKTHPOBAaHUE, TPHOOpPETEHUE, pa3BepThIBAHHE, BHEIPEHUE, OKCIUTyaTallus, KOHTPOIb U
COIIPOBOKACHUE AKCIUTyaTanuu 3ammTHeix Mep CHUDB, mpemycMOTpeHHBIX IIaHaMU pealTu3aliii
TpeboBanmii mo obecneuennio Ub.

s noctpoenus snemenToB CUb npumeHHTEenbHO K KOHKPETHOW 00JacTH Ui cdepe
nestenbHoCTH [THKO momkHbI OBITH peaan3oBaHbl KOHKPETHBIC 3alIUTHBIC MEPHI, IPUMEHIEMBIC
K 00bEKTaM CpeJIbl.

B ITHKO nomkHbI OBITh JOKYMEHTAJIBHO OIPEICIICHbI POJIH, CBA3aHHBIC C peaTu3aiei
IUTAaHOB 00paboTku puckoB HapymieHuss UMb u ¢ peanusanueid TpeOyeMmbIX 3alllUTHBIX MeEp, H
Ha3HAYCHBI OTBETCTBEHHBIC 32 BBHITIOJIHCHUE YKa3aHHBIX POJICH.

11.3. TpeboBanus k aHaau3dy (GYHKOHOHMPOBAHUSL  CHCTEMbI  oOfecreYeHus
HH(POPMALMOHHON 0€30I1aCHOCTH

B ITHKO nomxen npoBoauTtbest aHanu3 ¢pyHkunonupoBanuss COUb, ncnons3yronuii B
TOM UHCIIE:

e pe3ynbTarbl MOHUTOpUHTa COUbB 1 KOHTPOJIS 3alIUTHBIX MEDP;

e cBeacHus o0 nnnuaeHrax Mb;

e pe3ynbTarhl NpoBeneHus ayautoB Ub, camoonenok Mb;

e jnaHHbIe 00 yrpo3ax, BO3MOXKHBIX HAPYIIHUTENSIX U ys3BuMocTsix Ub;

e jaHHble 00 M3MeHeHusx BHyTpu opranuzanuu [IHKO, nanpumep, nanabie 06 U3MEHEHHSIX
B MpoIleccax W TEXHOJOTHSIX, pealn3yeMbIX B pPaMKaX OCHOBHOTO MPOIIECCHOTO IMOTOKa,
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U3MEHEHUsAX BO BHYTpeHHUX gokymeHnTtax [IHKO;

nanHsle 00 wu3meHenusix BHe [IHKO, wnanpumep, nanHble 00 M3MEHEHMSX B
3aKoHOJaTeIbcTBe Poccuiickoit deneparnuu, U3MEeHEHUsAX B TpeOOBaHMIX Komiuiekca bP
HUBBC,

M3MEHEHUX B JOTOBOPHBIX 00s3arenbcTBax [THKO.

Amnanuz ¢pyakunonuposanusi COUB nomkeH BKIIIOYATh B TOM YHUCIIE:

aHAIM3 COOTBETCTBHSI KOMIUIEKCA BHYTPEHHHUX JIOKYMEHTOB, PETJIaMEHTUPYIOIINX
nesteapHoCcTh o obecnieuenuto b B ITHKO, tpeGoBanusm 3akoHomaTenscTBa Poccuiickoit
®denepanuu, TpedboBanmsM cTanaapToB banka Poccuu;

aHAJIM3  COOTBETCTBHUSI BHYTPEHHUX JOKYMEHTOB HIDKHHUX  YPOBHEH  HepapXuu,
periiaMeHTUPYIONUX JAesTeNbHOCTh 1o obecneuenuto b ITHKO, tpeboBanusaM MOIUTHKH
Ub;

3

OLIEHKY azekBaTHOcTU MoJenu yrpo3 ITHKO cymectByromum yrposam Ub;

onenky puckoB B obOmactu Wb TIHKO, Bkmiouas OIEHKY YpOBHS OCTaTOYHOTO H
JOTTYCTUMOT'O PUCKa;

MPOBEPKY aJ€KBATHOCTH HCIIONB3YEMBIX 3alllUTHBIX Mep TpeOOBaHUSM BHYTPEHHHUX
nokyMmeHToB [THKO u pe3ynbTaTaM OLIEHKH PUCKOB;

aHaJIM3 OTCYTCTBHUS Pa3phIBOB B TEXHOJIOTHYECKUX Mporeccax obecrieuenuss Wb, a taxxke

HECOTIaCOBAHHOCTH B MCITIOJIb30BAHUHU 3allIUTHBIX MEP.

11.4. TpeGoBanuss Kk aHaIM3y CUCTeMbI oOecrieyeHUss MH(OPMALHMOHHOI 0e30MACHOCTH

co croponbl pykoBoacrsa IIHKO

B ITHKO pomxeH OBITh YTBEPXKIEH MEpeUeHb TOKYMEHTOB (IaHHBIX), HEOOXOIUMBIX

Utst popmupoBaHUS MHPOPMALMH, MTPEIOCTABIAEMOI PYKOBOJCTBY C LIENbIO MPOBEACHUS aHaIM3a

COWUB. B yactHOCTH, B YKa3aHHBIN NIEpEUYEHb IOKYMEHTOB JOJKHBI BXOJIUTD:

oTueThl ¢ pe3ynbTaraMu MoHuTopuHra COUb 1 KoHTposIs 3alMTHBIX Mep;
OTYETHI ¢ pe3ynbTaTaMy aHanu3a ¢pyHkunonupoBanus COUB;

OTYETHI C pe3yapTataMu ayaura 1b;

OTUETHI ¢ pe3ynbTaTamMu camooueHku Ub;

JIOKYMEHTHI, cojepxaiire HHpopmanuio o crnocodax M METOoAax 3allluThl, 3allUTHBIX
Mepax WM MpoLeAypax HMX HCIIOJIb30BaHUS, KOTOPbIE MOIJM OBl HCHOJB30BATHCS IJIs
yrnyumenus: pynkuuonuposanust COUB;

JIOKYMEHTBI, COAepKalue MHPOPMAIMIO0 O HOBBIX, BBIBICHHBIX YSA3BUMOCTSAX M yrpo3ax
HBb;

JOKYMCHTBI, COJICPIKAIIUC I/IH(1)OpMaI_II/IIO (6] I[CﬁCTBPIHX, NpCANPUHATBIX I10 HUTOraM
MNPCAbIAYIINUX AHAJIIN30B COI/IB, OCYIICCTBJICHHBIX PYKOBOACTBOM;,

JIOKYMEHTBI, coJeprKaliue MHPOopManuo 00 U3MEHEHHUSX, KOTOpble MOTJU Obl MOBIHUSATH
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Ha opranusauuio COMD, Hampumep, HM3MEHEHHs B 3aKOHOAATeNnbCTBE Poccuiickoii
®enepanuu u(1iaM) B NOJOXKEHUAX cTaHnapToB banka Poccun;

® JIOKYMEHTBHI, CoJiepKaline HHPOPMAIIUIO TI0 BBISBJICHHBIM HHIIUAeHTaM Ub;

® JIOKyMEHTHI, ITOATBEPXAAIOIINE BBINOJIHEHHE TPEOyeMON AESTENBbHOCTH 0 00ECTICUEHUIO
Wb, HaripuMep, BHITIOJIHEHHE TUTAHOB 00pabOTKH PHCKOB;

® JTOKYMCHTEI, IMOATBCPKAAIOIIUC BBIITIOJIHCHHUC Tpe60BaHHﬁ HCIIPCPBIBHOCTU Ou3Heca M ero
BOCCTAHOBJICHUS IIOCJIC ITPCPBIBAHUSA.

B [IHKO nomxeH OBITH OmpeneneH W YTBEPXKAECH PYKOBOJCTBOM IUIAH BBIIIOJHEHHUS
JIeSTEIbHOCTH 10 KOHTpoito M aHanmuzy COMb. B uacTHOoCcTH, yKa3aHHBINM IUIaH JIOJDKEH
COJIepKaTh IOJIOKEHUS 110 MPOBEACHUIO COBEIAHUN HA YPOBHE PYKOBOJCTBA, HA KOTOPHIX B TOM
YHCIIe MPOU3BOAATCS MOUCK U aHanu3 npobiem Ub, Bimustonmx Ha 6usnec [THKO.

B I[THKO nomkHBI OBITh TOKYMEHTAIBHO OIPEACIICHBI POJIH, CBSI3aHHBIE C ITOJTOTOBKOM
uHpopmanuu, Heobxomumon i ananmuza COUB pykoBOACTBOM, M Ha3Hau€HBI OTBETCTBEHHBIC
3a BBINIOJIHEHUE YKA3aHHBIX POJICH.

11.5. TpeGoBaHusi K NPHHATHIO pelIEHUil O TAKTHYECKHM YJYYIIEHHSIM CHCTEMBI
o0ecrnieyeHnst HHGOPMAMOHHON 0e30MacHOCTH

K Ttaktnueckum ynyumenusm COWDB crnenyer OTHOCHTH KOPPEKTUPYIOLIUE WIH
IIPEBEHTUBHbIE JEHCTBUS, CBSA3aHHbIE C IEPECMOTPOM OTAEIBHBIX MPOLEAYP BBIIOJHEHUS
nesrenbHocTH B pamkax COUB ITHKO u ne Tpebyronme nepecmotpa nonuTukd Mb u gacTHBIX
nonutuk Ub ITHKO. Kak npasuno, takruuyeckue ynyumenuss COUB He TpeOyroT BBINOIHEHUS
JIESTENIbBHOCTH B paMKax 3Ttana “ruianuposanue” CMUB.

JUisg npUHATUS peLIeHUM, CBA3aHHBIX ¢ TakThyeckumu ynydiieHusmu COUB ITHKO,
HEOOXOAMMO PACCMOTPETH CPEIU NIPOUETO JOKYMEHTAIBHO O(OPMIICHHBIE PE3YJIbTAThI:

e ayautos Ub;

e camoonenok Ub;

e wmonutopuHra COUbB u KOHTpOJIs 3alUTHBIX MEp;

e ananmm3a ¢pyakuonupoanus COUB;

e 00pabotku unuuaeHtos Ub;

e BBIABJIICHUS HOBBIX YIpo3 U ys3Bumocrten 1b;

® OILICHKU PUCKOB;

® aHaJM3a NEPEeyHs 3aIIUTHBIX MEP, BOBMOXKHBIX JUIsl IPUMEHEHMUS,;
e crparerndeckux ynyumenuiit COUDb;

e anammza COUB co cropons! pykoBoactea [THKO;

e aHanmM3a yCIENIHBIX MPaKTUK B 006nactu 1b (cOOCTBEHHBIX WM IPYTHX OpTaHU3aIlHi).

Pemenuss mo taktuueckuM ynyumieHusM COWB  nomxHbI OBITH JTOKYMEHTAIBHO
3a()UKCUpOBaHBl M COJAEpKaThb JUOO BBIBOJBI 00 OTCYTCTBMM HEOOXOAMMOCTH TaKTUYECKHUX

52



ynyuymienuii COUb, nubo nomKkHBI OBITh yKa3aHbl HampaBJIEHUs TAKTHUYECKHX YIy4IIEeHHH
COMUD B Buzie KOPPEKTUPYIOLUX UIIN NIPEBEHTUBHBIX AEHCTBUNA, HAIIpUMED:

® [IepEeCMOTp MPOIEeyp BHIIOIHEHHSI OTACIBHBIX BUAOB JAEATENLHOCTH 110 obecnieueHuto Ub;
® [IEPECMOTP MPOLEAYP IKCILTyaTallUH OTIEIbHBIX BUJIOB 3alIUTHBIX MEP;

® [epecMOTp Mmpolenyp oOHapy eHHsI 1 00pabOTKU WHIUICHTOB;

® YTOYHEHHE OMUCH HH(POPMAIIMOHHBIX AKTUBOB;

® [IepecMOTp MporpamMmbl OOyUEHUS U MOBBIIICHUS OCBEIOMICHHOCTH IIEPCOHANA;

e [IepecMOTp IUIaHa OOECIeYeHHsI HENPEephIBHOCTH OM3HECA M €ro BOCCTAaHOBJICHUS IIOCTE

MIPEePHIBAHHS,
® [EepPECMOTp MIAHOB 00PaOOTKH PUCKOB;

e BBIHECEHHE CAHKIIMI B OTHOLICHUH MEPCOHANA;

e nepecmotp npouenyp Mouutopunra COUb u KOHTpOJIs 3alIUTHBIX MED;
® [IepecMOTp MPOrpaMM ayauTa;

® KOPPCKTHUPOBKA COOTBCTCTBYIOIIMUX BHYTPCHHUX  JOKYMCHTOB, PCrIIaMCHTHPYIOUIUX
npoucaypsl BBIIMOJIHCHUA ACATCIBHOCTH 110 obecnecucuuio b u SKCILTyaTalluu 3alllUTHBIX
MCEp,

® BBOJ HOBBIX WJIM 3aMCHAa UCIIO0JB3YEMBIX 3aIUTHBIX MEP.

Best nedarenbHOCT MO peaju3alii TaKTUYECKUX YIYYIIEHUH JODKHA JTIOKYMEHTaJIbHO
perucTpupoBaThCcs. JOJDKHBI OBITH OMpEeNeNeHbl JTOKYMEHTHI, COJAEpXKaIle IUTaHBbl peaTu3aliu
takTHaeckux yiayumenuid COWbB, u 10KyMeHTBI, B KOTOPBIX (UKCHPYIOTCS pe3yIbTaThl
BBITIOJTHCHHSI YKa3aHHBIX TJIAHOB.

JledarenbHOCTh, CBsi3aHHAsA C peanu3anuend Taktudyeckux ynyumeHuid COUb, nomkna
OBITh CAHKIIMOHUPOBAHA W KOHTPOJHMPOBATHCS PYKOBOJWUTEIEM YTpaBiieHHWs WHGOPMAIMOHHON
0€30IMacHOCTH.

JIoKHBI OBITH JOKYMEHTAJIBHO ONPEIETICHBI M BBITIOIHATHCS MPOIEAYPHI COTIIACOBAHMS
1 MUHQOPMUPOBAHUS 3aMHTEPECOBAHHBIX CTOPOH O TakTHyeckux yiuydmenusx COWb, B
YaCTHOCTH, 00 HM3MEHEHMIX, OTHOCAIMXCS K oOecmeueHnio MB, Kk OTBETCTBEHHOCTH B 00JaCTH
Ub, k TtpeboBanusiMm 1o obOecreuenuto HMb, a Takke TODKHBI OBITh JOKYMEHTAJIBHO
3a(UKCUPOBAHBI PE3YJIbTATHI BHITIOJHEHUS YKa3aHHBIX MPOIICAYD.

B cnyuasx npussaTHS pemieHuid 1o TaktrueckuMm yiydiieHusM COUB nomkHBI OBITH
Ha3HAYCHBI OTBETCTBEHHBIE 32 UX PEATTU3AIIHIO.

11.6. TpeGoBannsi K TPHHATHIO pelIeHHiT MO CTPATErHYECKHM  YJIy4YIIEeHUSIM
CHCTeMBbI o0ecreyeHus HH(POPMALMOHHOM 0e30I1aCHOCTH

K crparernueckum ynyumenusm COWB cregyer OTHOCHUTH KOPPEKTHUPYIOIIUE WU
MIPEBEHTUBHbBIC JIEHUCTBUSI, CBs3aHHbIE C¢ mnepecMoTpoM noautuku Wb u yvactHeix momutuk Wb
[THKO, ¢ mnocneayrouydM BBIIOJHEHUEM COOTBETCTBYIOIIMX TakThueckux yaydimeHuid COUBD.
Crparernueckue ynyumenus COWMB Bcerma TpeOyrOT BBINOTHEHHS ACSITENBHOCTH B paMKax
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stana “ruianupoanue” CMUB.

JUia npuHATUS pELeHUH, CBsS3aHHBIX cO crpareruueckumu yiayudmenusmu COUB B
ITHKO, Heo0X0auMO pacCMOTPETh CPeId MPOYETO JOKYMEHTAIbHO 0(OpMIIEHHBIE Pe3ybTaThl:

e ayautoB Ub;

e camooueHok Ub;

e Mouutopunra COUb u KOHTPOJIs 3alIUTHBIX MED;

e ananu3a ¢pynkunonuposanusi COUB;

e 00paboTku uHIMACHTOB Ub;

e BbBIsBICHUS HOBBIX HH(popManoHHBIX akTHBOB [ITHKO mmn ux Tumos;

e BBISIBJICHHUS HOBBIX YIpo3 U ys3BuMocteit 1b;

® OIICHKU PUCKOB;

® [iepecMOTpa OCHOBHBIX puckoB Ub;

e anamu3a COUD co croponsl pykosozactsa ITHKO;

e aHaNM3a yCIMEIIHBIX MPaKTHK B 00actu Vb (COOCTBEHHBIX WM IPYTUX OPTaHU3AINN).
a TaKKe U3MEHEHHUSI:

e B 3aKOHOAATEILCTBE PD;

e B HOpPMAaTHUBHBIX akTax banka Poccuwn, B yactHocTH, B TpeboBanusix CTO BP MUBBC-1.0;

e HHTEpecoB, Lenel u 3aaau 6usHeca [THKO;

e KOHTpakTHbIX 00s3arenscTB [THKO.

Pemenus mo crparernyeckum yaydmeHusM COUWDB nomxHBI OBITH JOKYMEHTAJIBHO
3apUKCUPOBAHBI M COAEPKATh JIMOO BBIBOABI 00 OTCYTCTBHM HEOOXOAMMOCTH CTPaTErMYECKUX
ynyumeanii COUbB, nubo yka3piBaTh HampaBiieHHs cTparermdeckux ymydmenunii COUb B Buue
KOPPEKTUPYIOIIUX WU MPEBEHTUBHBIX JEHCTBHIA, HAIpUMeED:

e yTOyHeHHe/mepecMoTp 1ened u 3amad odbecrneueHuss Wb, ompeneneHHBIX B paMKax
noymtuku b minn gactaeix nonutuk Ub ITHKO;

e u3MmeHeHue B oonactu neiicteus COUB;

® YTOYHEHHE OMUCH TUIOB HH(POPMAIIMOHHBIX aKTHBOB;

® [IEPECMOTp MOJIETIEH YTPO3 U HAPYILLIUTEIIEH;

® 3MEHEHHE MMOAXO0/I0B K onleHke puckoB Wb, kpurepues npunsarus pucka Mb.

Bes  pesrenpHOCTP 1O peanu3alMM  CTPATETMUECKMX — YIYYIIEHUH  JTOJDKHA
JIOKYMEHTaJIbHO PEruCTpUpOBaThCs. JJOMKHBI OBITh ONpPEAETEeHbl JOKYMEHTBI, COAEpKalUe TUIaHbl
peanmzauuu crparerudyeckux ymyumeHud COWbB u 1OKyMEHTHI, B KOTOPBIX (DUKCHUPYIOTCS
PE3y/bTAThl BBIMOJIHEHHUS YKa3aHHBIX IIJIAHOB.
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JlesTenpHOCTD, CBsI3aHHAs ¢ peanu3anuei ctparernueckux ynyuimennidi COUD, nomxna
OBbITh CAaHKIIMOHUPOBAHA U KOHTPOJIUPOBaThCs pykoBojcTBoM [THKO.

B cnyuae crparernyeckux ynyuiienuiit COUbB nomkHa ObITh BBINOJIHEHA JEATEIBHOCTD
[0 pealn3alud COOTBETCTBYIOIIMX TakTHyeckux ynyumenuid COUB s Bcex HE0OXOAMMBIX
npouenyp obecnedenuss Wb, ucnonb3yeMbIX 3allUTHBIX MEP M COOTBETCTBYIOIIMX BHYTPEHHUX
JOKYMEHTOB. B yacTHOCTH, HEOOXOMMO BBITIOJHHTH:

e BEIPAOOTKY IUTAaHOB TakTH4eCcKuX yiayumenuiit COUD;
e YTOYHEHHE IUIAHOB 0OPAOOTKH PHCKOB;

® YTOYHEHHE NMPOrpaMMbl BHEAPEHUS 3aLIUTHBIX MEp;

®  YTOYHEHHE MPOLETyp UCIOIb30BaHUS 3aLIUTHBIX MEP.

JIOTKHBI OBITH TOKYMEHTAIBHO OIMPEIEICHBI U BBIMOIHATHCS MPOLIEYPhI COTTIaCOBAHUS
1 WHGOPMUPOBAHUS 3aMHTEPECOBAHHBIX CTOPOH O crpaTerndeckux ymyumeHusx COUB, B
YaCTHOCTH, 00 M3MCHEHHSIX, OTHOCSIUXCSA K oOecrneueHuto Wb, K OTBETCTBEHHOCTH B 00JIaCTH
Ub, x TtpeboBanusm 1o obecneuenuto Wb, a Takke MOWKHBI OBITH JIOKYMEHTAIbHO
3a()UKCUPOBAHBI PE3YyJIbTATHI BHITIOJHEHUS YKa3aHHBIX MPOIICIYD.

B ciyuasx npussTUs pemieHnit no crpaterudeckuM yinyumeHusMm COUB nomkHbl ObITh

HAa3HAYCHBI OTBCTCTBCHHBIC 3a UX pCAJIM3allHIO.

12. Cuabl v cpeacTBa aJst odecnedeHnst HHPOPMANHOHHOI 0€30MACHOCTH

B HeoOxoauMbIX cilydasX, MOTYT HPHUBIEKATbCA COTPYAHUKH CTPYKTYpPHBIX
noJpas3iclicHud, oOJIajaroniie 3HAHUSAMH  ONPEJICIICHHOTO YPOBHS M HEMOCPEIACTBEHHO
paboTaronie ¢ TEXHUYECKHMMH, MNPOrpaMMHBIMU CPEACTBAMHU, WM JAHHBIMH (pecypcamu), K
YacTH JCATEIBHOCTH IO OOCCIICUCHUI0 MX HMH(POPMAIIMOHHOW 0e30MmacHOCTH. JleaTeIbHOCTh 3THUX
COTPYIHUKOB JIOJDKHA KOHTPOJHPOBATHCS COTPYIHHKAMH  YTIPABJICHUS WHGPOPMAIMOHHOM
0e30IacHOCTH.

O ToM, Kakoil BUJA JEATENLHOCTH OyJEeT BBINOJHATHCA COTPYIHUKAMU YTIPaBICHUS
nH()OpPMAITMOHHOW 0€30MacHOCTH, a KaKol OyJeT BBIMOJHAThCS Apyrumu cotpyaaukamu [THKO,
Mo KOHTPOJIEM COTPYAHHKOB YTpaBicHHS HWH(HOPMAIMOHHOH O€30MacHOCTH - NPHUHHMACT
pelIeHne pYKOBOAUTEIND YIIPABIICHMUS.

PykoBonutens  Ympaienus UHPOpMALMOHHOW  O€30IAaCHOCTH  MMEET  IMpPaBo
IIPUBJIEKATH JJII HACTPOWKHM TEXHHYECKHMX W INPOTrPAMMHBIX CPEICTB, a TAKXKE I IPOBEPKU
IIPaBUJIBHOCTH HACTPOEK TEXHUYECKUX M IPOrPAMMHBIX CpPEICTB CTOPOHHME oOpraHu3anuu. s
pazpabotku BHyTpeHHUX nokyMeHTOB [IHKO wmoryr mnpuBiekaTbCsi CTOpOHHHE OpraHU3aIluH,
oOnajgaromye COOTBETCTBYIOIMM ombiToM B chepe Wb, Ilpm 3ToM ¢ BbIIeyKa3aHHBIMH
OpraHu3alsIMH JI0JKHO OBITh 3aKJIFOUEHO COTJIAlIeHHEe 0 KOH(DUIEHIINAIbHOCTH.

13. Ouenka u KOHTPOJIb 00ecrieYeHns: TPeGyeMOoro ypoBHs 3allHIeHHOCTH HHpOPMaAHH

Kontpons 3¢¢exkTHBHOCTH 3amuThl  MH()OPMAIMK  OCYLIECTBISETCS C  LEINbIO
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CBOCBPEMEHHOTO BBISIBIICHUST W TMPEIOTBPALICHUS YTEYKH HWHGOPMALMU MO0 TEXHUYECKUM
ka"HasaMm, 3a cuet HCJI, a Takxke mnpeaynpexaeHus: BO3MOXKHBIX CHEIUAIbHBIX BO3JAEHCTBUM,
HaNpPaBIIEHHBIX HA YHUUTOXKEHHE WH(OPMAIIUK, pa3pylieHHue CPpeACcTB MHPOpMaTH3AIIIH.

Onenka 3((eKTUBHOCTH Mep 3aIllUThl MH(GOPMAIMU MPOBOIUTCS C HUCHOJIH30BAHUEM
TEXHHYECKHX M IMPOTPAMMHBIX CPEACTB KOHTPOJS Ha IMPEIMET COOTBETCTBUSI YCTaHOBJICHHBIM
TpeOOBaHUSAM.

B cnydae oOHapyXeHMs HapylIEHHH WM HalIW4YMsl HEraTUBHBIX IPOUCIIECTBHM,
COTPYIHUKY  YmpaBieHUs  HH()OpPMAanMOHHONW  0e30MacHOCTH B JE€Hb  OOHapy>KEHHs
npenocTasiseT otdeT B noapasaenenue ITHKO ocymecTsisoniee ynpapieHne puckamMu.

B cnywae BwisiBiaeHus Tekynmx yrpo3 b corpyanuk Ympasnenuss nHGOPMAaLUOHHOM
6e3onacHocTH, COTpyIHHK Ciy)kObl BHYTPEHHEro KOHTpOJI, a TaKXe IpU HEOOXOIUMOCTH
[Tpencenatens IlpaBnenuss [THKO, moryt BbIpabaThiBaTh SKCTPEHHBIE MEpBHl MO 00ECHIEUCHHIO
ycTpaneHus yrpos Ub.

14. IMopsinok yTBep:KIeHUsI, BHECEHUs] U3MEHEHUH 1 10MOJTHEeHUil

HNannas IlomuTuka sBIS€TCS JOKYMEHTOM OOIIEro JOCTyna W TpeaHa3HadeHa ISt
o3HaKoMJieHHsT KaxabiM coTpyaHukom IIHKO, mnaptaepamu IIHKO wu 3auHTepecoBaHHBIMU
TPETHUMU JIUIIAMHU.

Hactosimas Ilonutruka moaiexuT nepecMoTpy npu usmMeHenuu nesnei u 3agad [THKO B
obmactn obecrneuenus Wb, GyHKIMIA MOApa3ACICHU, BBIMOTHIIONNX 3aa4d  YIpPaBICHUS
nH(OpMAITMOHHOM OE30MaCHOCThI0, WM TPH H3MEHEHUU TpeOOBaHMN 3aKOHOJIATEIhCTBA,
HOopMaTuBHBIX akTOoB banka Poccum B cdepe nHpopmannoHHONH O€30MaCHOCTH B KPEIUTHBIX
opra"u3anusax Ha Tepputopun Poccuiickoit denepanuu.

OTBeTCTBEHHBIM 3a pa3paboTKy u oOHOBIeHUEe [lomuTHKKM Ha3zHA4YaeTCs HadadbHUK
VYmpasnenuss Ub (unu coTpyIHUK, BBITIOTHSIOMIMA €T0 00S3aHHOCTH).

Jns nononHenuss aaHHOM [ToNMMTHMKM MOTYT MCHOJIB30BaThCA 4YacTHbIC MOMUTUKH Wb,
MOJIOKEHUS U JIpyrue BHyTpeHHue nokyMmeHTsl [THKO.

15. Kontpoas peanusanun [oantuxku

Kontponb 3a opranuzamueit Mmeponpuatuii mo obecnedenuto Wb u 3a ucnonHeHnem
TpeOoBanuii Wb  ocymectBiaser  Ilpencemarens  IlpaBnenus. B cooTBeTcTBUM €
MOJYMHEHHOCThIO HadaJlbHUK Yrpaiienuss Ub perynsapHo moBoaut 1o ceeaeHust [lpencenarens
ITpaBnenus cocrosinue nen no Mb B ITHKO.

B cnydae HeoOxoauMOCTH IO corjacoBaHuio ¢ PykoBoauTenemM COOTBETCTBYIOILETO
MOJpAa3Je/IeHUs] Ha3HAYaroTCAd JIMIAa OTBETCTBEHHBIE 3a WH(POPMALMOHHYIO O€30MacHOCTh Ha
KOHKPETHOM Y4YaCTKE, KOTOpbIE OCYILECTBISIOT HaOJIO/IEHUE 3a BBINOJIHEHUEM TpeOOBaHUI
0€30IacHOCTH U JTOKJIAJBIBAIOT O HAPYIICHHUSX, TPOUCIIEANINX Ha MOPYYCHHOM UM y4acTKe.

16.IMocnencreust Hapyuwenuii TpeGoBanuii lomnTHKN MHPOPMALHOHHOI 0€30MACHOCTH
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[MocnenctBusimu  HapymieHuidt  TpeOGoBanuii  [lonmuTuku — sABHSIOTCA:  yTpaTa,
OJIOKMpOBaHUE, WCKaXEHHWE WIM pasriameHue uHpopmauuu. BenuumHa ymiepba Moxer
OLICHUBATHCA TOJBKO IOCIE HACTYIUICHMsI IOCIEACTBHHA B KaKIOM KOHKPETHOM ciydae. Bua u
BEJIMYMHA HAKa3aHUs, IPUMEHIEMOro K BUHOBHOMY B IPUYMHEHUU ylIiepOa JUILY, JOJKHBI ObITH
IPONOPLUOHAIBHBI BEIMYNHE HAHECEHHOTO ylepoa.

Heswimonunenne corpyauukamu ITHKO  TpeGoBanmit mno obGecneuenuto Wb
NPUPABHUBAETCS] K HEBBIMOJIHEHUIO JOJDKHOCTHBIX OOS3aHHOCTEH M NMPUBOAUT, KAK MUHUMYM, K
JUCLUIITIMHAPHOW OTBETCTBEHHOCTH.

Kmuenter u  koHtpareHTsl IIHKO HecyT OTBETCTBEHHOCTh B COOTBETCTBUH C
3aKJIIOYEHHBIMU JIOTOBOpaMHU (HampuMep: JeHeXHbI mrTpad, paBHBIH pasmepy yiepOa,
npuunHeHHoro 1eHHoctu ITHKO; oTka3 B mpenocTaBieHUM MPOAYKTa WM YCIYT'M; OTKa3 B
nproOpeTeHNH MPOAYKTa WU MOJIb30BAaHUH YCIYTOM).
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